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Computer Science as a Discipline
e

Old view:
Computing 1s for a few specialized applications.
People adapt work habits to limitations of computers.
Computer science as “care and feeding” of computing systems.

New view:
Computing as hidden enabler (““‘ubiquitous computing™).
Computers adapt to people's needs and work habits.
Computer scientists work on urgent problems affecting society.

Computer science is not just computer programming!
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Computer Science at Lehigh

Artificial intelligence
e (Case-based reasoning
e Machine learning
e Intelligent agents

My areas

Bioinformatics =
Biometrics & security

Computer architecture
Database systems
o Text & data mining
e Transaction & query processing

Digital libraries & document analysis

Embedded systems
Enterprise information systems
Graphics

Human-computer interaction
e Virtual environments
Image processing
Internet
e Semantic web
e Search
e Peer-to-peer systems
Machine vision
Networking & distributed systems
Network security
Parallel processing
Robotics
Software engineering
Ubiquitous & mobile computing

All of these areas are represented in our faculty.
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Bioinformatics
e

“Biology easily has 500 years of exciting problems to work on.”
Donald Knuth (Stanford Professor & famous computer scientist)

Genetic Molecular Biochemical Phenotype
Information Structure : Function (Symptoms)
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By developing techniques for analyzing sequence data and related

structures, we can attempt to understand genetic nature of diseases.
http//cmgm.stanford.edu/biochem218/

Computer Science and Engineering '
A View of Computer Science & Engineering = Lopresti LEHIGH Computer Science iRy neg
August 2004 = Slide 4 UNTVERSTITTY i




Bioinformatics

Complete set of chromosomes that determines an organism 1s

known as its genome.

Zea mays

http//www.cbs.dtu.dk/databases/DOGS/
http//www.nsrl.ttu.edwtmotl/mus_musc.htm
http//www.oardc.ohio-state.edu/seedid/single.asp?strID=324

GenBank Release 121.0 — December 15, 2000

Species Haploid genome size Bases Entries
Homo sapiens 3,400,000,000 6,702,881.570 3,918,724
Mus musculus 3,454,200,000 1,291,602,139 2,456,194
Drosophila melanogaster 180,000,000 487,561,384 166,554
Arabidopsis thaliana 100,000,000 242,674,129 181,388
Caenorhabditis elegans 100,000,000 203,544,197 114,553
Tetraodon nigroviridis 350,000,000 165,539,271 188,993
Oryza sativa 400,000,000 125,948,974 151,411
Rattus norvegicus 2,900,000,000 106,344,366 218,598
Bos taurus 3,651,500,000 71,215,626 159473
Glycine max 1,115,000,000 62,817,102 141,802
Medicago truncatula 400,000,000 50,991,920 104,535
Trypanosoma brucei 35,000,000 49,855,996 91,334
Lycopersicon esculentum 655,000,000 49,415,566 97,112
Giardia intestinalis 12,000,000 47,639,714 54,328
Strongylocentrotus purpur 900,000,000 47,590,936 717932
Entamoeba histolytica — 44,522,016 49,938
Hordeum vulgare — 44,489,692 57,779
Danio rerio 1,900,000,000 40,906,902 83,726
Zea mays 5,000,000,000 36,885,212 77,506
Saccharomyces cerevisiae 12,067,280 32,779,082 18,361

A View of Computer Science & Engineering = Lopresti
August 2004 = Slide 5

5

LEHIGH

UNITVERSTITY =

Computer Science and Engineering

Computer Science g




Bioinformatics

Genomes are determined using a technique known as shotgun
sequencing.

1 " Whole Ge Sh g o Method
Computer scientists have ole Genome Shotgun Sequencing Metho

played an important role in e G
developing algorithms for =

assembling such data. Ay Sequence Each Fragment
LA ﬁj\mﬂfm Approach
Ii's kind of like putting \ \

GCATTTCGAGTTACCTEEACAACCAGTG GCTTEATTEECCARTAATAGTATAT

CCAGTHETAC TEAGGACE CARGAGEE TTGA

together a jigsaw puzzle with Alien Contiguons Sequenses
millions Of pieces (a lot Of GEATTTCGAGTTACC TG GACAACCAG TS G TACTEAGEAC GCRAGAGECTISATTG SCCARTARTAGTATAT

which are “blue sky™). Generate Finished Sequence

http//occawlonline.pearsoned.com/bookbind/pubbooks/bc_mcampbell genomics 1/medialib/method/shotgun.html
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Bioinformatics
e

Mouse and Human Genetic Similarities

Mouse chromosomes Human chromosomes
1 3 4 5 6 1 2 3 4 5 6 7 8 9
N
6 8 8 7
3 7
2 4 9 4
2
18 3 3
1 1 ’ 10
1 12
4 13
10 11 12 13 14 15 17 18
10 1 12 13 14 15
22 N 3
s B7 B2 N o B°
2 7 7
10 16 14 8
22 5 6 8
i 14 22
1 17 5 13 12
2 19 20 21

22 X Y

Courtesy Lisa Stubbs
Oak Ridge National Laboratory

19 X ¥
11 EY
9
X
10

http//www.ornl. gov/scitechresources/Human Genome/graphics/slides/ttmousehuman. shtml
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New CSE Course in Bioinformatics
e

Introduced 1n Spring 2004. We studied algorithms for:
Sequence comparison & alignment (pairwise & multiple).
Sequence assembly (shotgun sequencing).

Physical mapping of DNA.

Constructing phylogenetic (evolutionary) trees.
Computing genome rearrangements.

RNA and protein structure prediction.

DNA microarray analysis.

DNA computing.

Materials (@ http://www.cse.lehigh.edu/~lopresti/courses.html
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Protecting Mobile Data

Data 1s becoming more portable (PDA's, cell phones, laptops, etc.)
and theft 1s a growing concern.

oc AGTION NEWS

Why aren't passwords enough? 6
Very casy to “CI'aCk.” e Search Continues for Stolen Laptop

FRAFFIC & TRANSIT § mxges , Pl Philadelphia-AP) - October 15,
99003 — The Transportation Security
S drministration says one of its

HEALTHCHECK

Thief can just disassemble and | <
reverse-engineer device.

instructors for new airport security
& =creeners had his laptop computer
§ 2 0stolen after leaving it in a

s JPhiladelphia hotel meeting room.

MONEYScope

SEEN ON ACTION NEWS

ACTION NEWS FEATURES T e o ’l\‘}_ he information on the computer
coutact action news . b N

Two-pronged solution:
Use biometrics 1n place of (or 1n addition to) passwords.
Use secure data structure to encrypt information.
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Using Biometrics to Protect Data
.

True user

- | Key shares
Cryptographlc key T
broken into shares - A328nqv3rs ...
and mixed with SN *O
random data. 3 AV
, IS
T ’ \4 Four score and ...
Features extracted : " £
1 4 5]
fromuser'sspeechor o DEAuE
.- D] e 5 data structure
handwriting. bes | S
. <= L |
Only |nput _from Impostor » A328nqV3rs...
true user will select . s v
COorrect sharesto ¢ /‘@
yl el d prOper ke>/ ’ 98affnuqtr23 ...
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Using Biometrics to Protect Data

Work with grad student Jarret Raim:

Examine effectiveness.
Quantify number of bits.
|dentify potential attacks.

Biometrics may be vulnerable:
Study generative models.

If successful, many current systems

cdled into doubit.

rue user

Generative models +
information gleaned
from true user

|

Determined “cracker”

\J

Feature extraction

Secure

A328nqv 3r8 ...

\/

<=9

\/

Four score and ...

data structure

A328nqv 3r8 ...

<=
=
A
"

=0

Four score and ...
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Digital Libraries

The Historical New

York Times Project:

A Reading... - Microsoft Internet Explorer provided by ATAT WorldNet Service
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Digital Libraries
e
Cornell and University of Michigan scanned over 900,000 pages

documenting American social history
from the antebellum period through
reconstruction (1815 - 1926).

A search for the term “modem”
which wasfirst used in 1950's:

@ﬂlﬁ 10 matches m 9 @

3 MOA_SEARCH - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help
_ 1 9 ) =l § "
@ Back. s \i.l @ | g Seatch 1. Favorites e“ Media
Address |-ﬂ http:ffcdllibrary . cornell. edufmoa/moa_search.btml Vl (0] Links
e
; 7
oang OF Amare
o ﬂ@k&w@_{g‘g .
Y i S
Cornell University Library
Your search "moderm" returned 1364 matches m 1206 works.
Eefine this search
| iew the 10 matches in 9 bools.
Wiew the dmatches 1 1197 journal articles.
Wiew the 1364 matches in 1206 works. -
_
£ ¥
My
-Jf‘fl'?f'/; Bt i"!f/;’fm?i"(’(/ Rk A?(—-’fﬂ'\i(’ Lo AP& B2 H.f.ﬂ'f}i
1999 Comwell Thivers ity Libramy. Cooronerits snd questions ¥ Click here. at

@l ® Internat
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Cornell University Making of America - Microsoft Internet Explorer
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Modern Witches:
“Oar witches are no longer ol
A wrinkled beldams s

vritbures,

ures. " — Whittior.
of the centennial
ive 8 thous-

gz Tl
itn the heart's sunshine in thelr
“The orator of the day @ may he witness many re
anniversary of the settlement of the town !

‘May
anil years!

May hig shadow never grow loss '™

At the selebration of the 200tk anniverseey of the settlement of the
Town, in 1840, the following odes, composed by Miss Cornelia Hunting-
ton, were sung, It had becn intended to have the celabrationm on
Christmas day, and the unaveidable postponement to the next Jay af-
forbed insufMeisnt time to anbhatitute others,

QT
Corne yrowho have gooe forth from Lhis fair [sle,
To win frievds, fortune, fame—in othor climes—
Back to your varly hauntg and homes awhile,
Unroll with us, the revords of old fimes

but“modern”!

Mailern Witches :
“Our witchoes are no longer old
And wrinkled boldams satan s

!-}Hl:-hl-.-.lulurlg, :_mlx_l gay, :.Et!ﬂ In_.ugl

@ Daone

© Internet\

These are OCR errors, not true hits.

More work is needed ...
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Protecting Online Services

The Internet has become vehicle for distributing valuable content.
But malicious programs (“bots’) attempt to exploit online services
Intended for human users.

SCIENTIFIC |
Idea: create a pattern AMERICAN cox &2

recognltl on ta§< tha[ |S October 13, 2003

Baffling the Bots

f Or hu mans to $I Vel Anti-spammers take on amtomatons posing as humans
but hard for mmhl nes, By Lee Bruno

Three years ago rogue computer sofhware programs called hots posed as teenagers inYahoo's
chatrooms an the Web. There they created mischief by collecting personal information about the
teens wha wisited or by pointing chat padicipants to adverisements. The bots operated by waiting
until a wisitor typed a gquestion mark. They would then automatically create a response ahout
where 3 person could find an answer and pravide a URL thatwould deliver the wisitar to an
advertising site.

Sl Which compan
. ourfuture toda

Computer Science and Engineering
A View of Computer Science & Engineering = Lopresti LEHIGH Computer Science iRy neg
August 2004 = Slide 15 UNTVERSITY. = -




Protecting Online Services

Y ahoo! method for protecting free email service. User must solve
simple character recognition task:

[ =———————~Netscape:Welcome to Yahoo!

-
e« o+ A N 2 W 8 @S S @ @
Back Forward  Reload Horne Search  Metscape  Images Frint  Security Shop Stop

- LOGaHDI‘IZ;&|http:.-".-"edit.l,|ahm:-.cnm.-"config.-"eval_register?.int1=us&new=1&.done=&.src=gm&.partner=&.p=&| @"w‘hat’s Related

Fearch Listing: D List my new *ahoo! Mail address for free -
Listing includes real name, city, state, and countny. m

special offers, promotions, and research suneys from selected Yahoo! partners through ahoo! Delivers.

mare info on the Haris Poll Online! Take surveys to earn points redeemable for free gifts -- ewen win $10,000 in the Harris Pall

Ftakes.
nalj:
Entertainment Business Shopping
Home & Family Computers & Technology Sports & Outdoors
Health Faersonal Finance Trawel
i usic Small Business Sweepstakes & Free Stuff

Enterthe word as it is shown in the box below. Word Verification
This step helps Yahoo! prevent automated =
& registrationz. 5

If wou zan notsee this image click hare.

7l

1] M
= [ 5 n 8P 3 |
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Visual Tests

Currently, most such tests exploit gap in reading ability between
humans and machines when confronted with degraded images of text.

Luckily, we recently hired Professor Henry Baird, an expert on
optical character recognition and an originator of thisresearch area.

ksiivies

EZ-Gimpy Pessimal Print BaffleText

W W S e .

Second I nternational Workshop on Human | nteractive Proofs will
take place at L ehigh next Spring (co-chaired by Baird and L opresti).
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Spoken Language Tests

Bell Labstest comparing human vs. machine performance:

09 // ! Cell phone smulation
o [T remE . (many other cases
. LamimEn - dsostudied).
'g 05 Humans nearly
g o4 aways much better
. than machine.
o.; Still open queStionS

N on how to use this.

N oo o oo oo oo o oo oo oo o oo oo oo oo o\

Packet Loss Rate
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Computer Science & Engineering
e

Combinesrich history with energetic new faculty.
Builds on Lehigh tradition of excellence.
Skills we teach can be applied across disciplines.

Offers many opportunities for undergraduates, including:

e Wide range of coursesto take (good even for non-mgors).
e Chancesto get involved with research projects.

These slides (@ http.//www.cse.lehigh.edu/~lopresti/talks.html
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