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Plan & Goals

o A talk that offers musings, suggestions, challenges, etc.
o Largely supported by intuition, less so by data.
o Hopefully provokes discussion, frames today's other talks.

Central question: ~ What 1s the connection between Web documents
and traditional document analysis?

Why No, really, we're 1n pursuit
care? of scientific excellence!!!
A A A
= $$$ ...orfor¥or..
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“Searching 8,168,684,336 web pages”

005 Gongll Searhing 2,108 584355 web pages
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Big Picture

o Documents are inherently 2-D (human view).
o Web pages are often processed as 1-D data stream (machine view).

o Goal 1s to capture content for whatever purpose. Success 1s
ultimately judged based on human perceptions of relevance.

What's one obvious manifestation of this compromise?

“If people believe that they have searched the
entire Internet when they run a search on a
search engine, they are sadly mistaken — they
are only seeing a subset of what 1s available.”

Vint Cerf, Financial Times, 12/5/01
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Big Picture View

Hidden Web  Syrface Web Private Web

Gated Web Opaque Web
Invisible Web Deep Web

Visible Web @ Grey Web
Proprietary Web

“Invisible Web: Finding Hidden Content,” Diane Clark,
http//www.thealbertalibrary.ab.ca/netspeed/netspd2003/presentations/E2 _Invisible Web.ppt

@ Web Document Analysis: the Case of the Missing Dimension(s) LEH IG H

Daniel Lopressi NIV UNIVERSITY.




The Invisible Web

“Consists of material that general-purpose search
engines either cannot or perhaps more importantly,

Chris Sherman,

Author's
Why i1s there an invisible Web? biased view

o Intentional exclusions: indexing policies, e.g., popularity.
e Financial considerations: user registration, pay for placement.

o Technical limitations: content contained in specialized databases,
multimedia file formats.

“Invisible Web: Finding Hidden Content,” Diane Clark,
http//www.thealbertalibrary.ab.ca/netspeed/netspd2003/presentations/E2_Invisible Web.ppt
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Types of Invisibility

o Private Web: password protected sites, “no robots”” meta-tag.
o Proprietary Web: fee for use, free but registration required.

o Opaque Web (also called “Gray Web”): pages excluded by crawl
constraints, broken URL's, etc.

e Invisible Web: cannot be indexed for technical or other reasons.

Invisibility 1sn't necessarily all-bad and it may not be avoidable in
every case, but it does seem to reflect missed opportunities.

“Invisible Web: Finding Hidden Content,” Diane Clark,
http//www.thealbertalibrary.ab.ca/netspeed/netspd2003/presentations/E2_Invisible Web.ppt
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Rough Estimates

Claims by BrightPlanet, company aiming to deliver “deep” content:

Visible or Surface Web: Invisible or Deep Web:
> 4 billion documents > 550 billion documents
19 terabytes ('Tb) 7,500 terabytes ('Tb)
100% publicly available > 200,000 such sites exist
Quality 1s often low 95% publicly available

Quality 1,000x to 2,000x greater

BrightPlanet seems focused on data locked in databases.

Bright Planet, “The Deep Web: Surfacing Hidden Value,” Michael K. Bergman, September 2001.
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Document Analysis to the Rescue?
S

Certain Web documents are invisible because they can only be
understood as 2-D entities.

Questions that seem most germane to us:
How prevelant are different multimedia formats on the Web? How
1s this figure growing?
How much of the information on Web pages 1s strongly 2-D?
How much of the content on Web pages is locked 1in images?

It would be nice to know current figures — something comparable to
BrightPlanet analysis — but I had trouble finding any.
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Web Image Text

Some older data for two specific questions:

% of text on page in image format % of text only in image format
90% 90%1
80% 80%
70% 70%

40%

Percentage Image Text

30%

Percentage Image-Only Text

20% 20%
10% 10%
O%mevmw,\gQG,Ovavmmh-mmofwnvmg; 0% o'~ N M T B @~ oo ™ = o @
ﬂﬂﬂﬂﬂﬂﬂﬂ SO APV S = ¥ e~ @0 dad Dol ldEd8 s
g &
g
WWW Page Z WWW Page <

“Document Analysis and the World Wide Web,” D. Lopresti and J. Zhou, Proceedings of the IAPR Workshop on Document Analysis Systems,
October 1996, Malvern, PA, pp. 651-671.

“Locating and Recognizing Text in WWW Images,” D. Lopresti and J. Zhou, Information Retrieval, vol. 2, nos. 2/3, May 2000, pp. 177-206.
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Text in Web Images

gr/-vangalisipapersiSETN2004_Gatos. osoff Internet Explorer
fle Edt View Favortes Tools Hep [

St oo o A search for more current data
Hi=@W On-@E -3 .
didn't turn up much.

5]

@i ik !D\ g et o reer |
Text Area Identification in Web Images
S. 1. Perantonis®, B. Gatos!. V. Maragos! 3, V. Karkaletsis’ and G. Petasis®

* Computational Intelligence Labaratory,
Institute of Informatics and Telecommunications.
National Reseasch Center "Demokritos',
15310 Athens, Greece

{bgat, sper}@iit.demokritos.gr)
http://wew.iit.demokritos.gr/cil

. But from paper published 1n 2004

Signaures

153 10 Athens, Greece
{vangelis, petasis}@iit.demokritos.gr}
ntep://www.1it.demokritos.gr/akel

* Department of Computer Science,

“It has been reported [1][2

Abstract. With the explosive growth of the World Wide Web, millions of
documents ase published snd accessed on-ine. Staristics show that a significant
part of Web text mformation is encoded in Web images. Since Web images

‘nave special characteristics that sometimes distinguish them from other types of

images, commercial OCR products ofien fail to recognize Web images due to

heir special characteristics. This paper proposes anovel Web image processing

algorithm that aims to locate test areas and prepare them for OCR procedure
with better results. Our methodology for text area ideatification has been fully
iniegrated with an OCR engine and with an Information Extraction system. We ° o

present quantitative results for the performance of the OCR engine as well as

quatitative results concerning its effects to the Information Extraction system.

Experimeatal results obtained from a large corpus of Web images, demonstrate )

the efficiency of our methodology.

1 Imtroduction

17% are 1in 1image form and

lished and accessed on-line. The World Wide Web contains lots of information but
even modern search engines just index 2 fraction of this information. This issue poses
new challenges for Web Document Analysis and Web Content Extraction. While

Ty e e those words are usuallv the
of the total number of words visible on a Web page, 17% are in image form and those

words are usually the most semantically important
T T R ETTe et T T Tz ey e e v

ACEE: most semantically important.”

Fie Edit View Docment Toos Window Hep X

[ [ BEEx11Ean

Er.En LIE | T sokoten - G| @, - | [] ©am - @ 0B s - Py———
References 2

“Text Area Identification in Web Images,” S. J. Perantonis, B.
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Simple Things That Don't Work

Tables are inherently 2-D, but HTML markup allows 1-D parsing.

A=

&) New York Mets : Sortable Player Stats - Netscape
. File Edt “ew Go Bookmarks Tools  MWindow Help

@ Q @ @ !"! http: f{neweyork, mets. mib.com{MASAppmibistats/sortable_player_stats.jspc_id= | L&Seﬂh‘.h J dfgo g

Note header
misalignment

= mail ﬁAIM 45 Home @ Radlo @l Metscape @‘Search ﬁﬁonkmarks

=) | Y Hew York Mets ; Sortable Player Skats ]

Register -Login  [MLB.com J) POWERED BY 4 851412

Schedule  Fan Forum "
. ‘;5 untitled - Composer

BX]

Multimedia News Roster

. Filz Edit View Insert Faormat Table Tools windo
___________________ 498 g, @ & D
Ll Mew  ©Open T Pant  Lnk Image Table  Spell
SORTAELE FLAYER m mg | , U __ = f_ ——
E Uu = = = 2 E =E = =
(&) MNewr York Mets: n o - i
() American Leagus % PlaYBl TE!—\I\-‘I: E E E HR:RELETE:BE:S0O:SB:CSI0OBESLGEAVG
S . B 1243536 7551485 18 12 £ 5 550205 192637 45 © 11 £.3012382276
L v O TI4EE8E 6321172208 2 E15E0081862458738 14 £ 3 E 3328425207
O Select Team |:|B M Cameron  MNYM |
O Select Postion =i [ 123438 78213534 1 1828022556842 14 & 6 2.3892514.308
[apostens ] [18.D Mirtiewicz HYM A 116426 7151225192 1 227579 224:482747 10 & 2 £ 36825261286
5 ' [19. K hatsui Kb Sl ;
- e T s [ 5 M Piazza NVM 35134291223 0 2145555156.342600 0 © 0 53262444250
D Pitching Stets |:| 11.% Diaz R
(O Fielding Stats 12, Ciinodward WM = e e
EI=R i | # Normal ‘HTF‘!LJTSE?:;% WMW.J
EErT i =]
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Try Pasting as “ Text-Only”

Sometimes a good word processor can save the day ...

B Mets1.5w - OpenOffice.org 1.1.0

VEilE Edit Mew Insert Format Tools Window Help
| c1Documents and Settingsiutalowty DocumertstPreserta »| £ & H || & ) EE S5k |
o e -
ITaxtbody _'_l i'ﬂmas NawRomanj 112 '; 3' u |§ = == -:| 5 &
e SRR > (0 N SR RS g, R R R P .
=
o Player~ 2 - = -TEAM-- > - =+ -POS= = T R R P T R BT T TR T T U TRy R0 .
W’ - :H:R_ . - RBI_ £ . - -TB---—)- < BB- -, - -SO.--—)- - SB. . - -CS...-D- - -OBP--- - - - SLG
o S 4 CAVGe 2
e = s q
/"\b
w11 TReet
— NYM: 88 + 124+ 536 2 75 =+ 148+ 18 ~» 12- = 5 =+ 50 = 205 =+ 19 63 =+ 45 = 11- =+ 301 +.382- -~ .276Y
¥ e s q
fee
= 2. » C-Beltran¥
o NYM OF = 114 + 438 +63 = 117+ 26 =+ 2. =+ 13 =+ 5% = 186 + 43 7302 14 2 3 3 332 4252 267
R
3. 5 D Waright] | |
= + NYM 3B -+ 123 +438- 278 - 135 >34 =+ 1- - 18 = 80 & 215 =+ 56 84 =+ 14 = 6 - 389 - 514-- 308
B E
T
4. = C-Floydf]
NYM: OF - 116 » 426- » 71 » 122->19- > 1- » 17 = 79 = 214 - 48 4 2 100 » 2 5 368 - 516- - 286
> s q
5: * MPiazzaf 1)
» NYM-C: = 97 = 351- 234 = 91 = 23 2> 0 = 14 = 55 = 156 > 34 60 2 0 = 0 = 326 - 444> 2599 —:‘
Kl | 2
|Page 171 |efaut |100% [ingRT [STD MR = |

... but even ignoring
bad line breaks, we
see spurious tabs and
spaces, stuff that
doesn't line up right,
etc.
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After Much Manual Editing

& Mets2.sxw - OpenOffice.org 1.1.0 IZ”E”Z'

File Edit Wiew |nset Format Toolz  Window Help
’C:\Documents and SettingswdalT iy Documerrts‘tF‘reserrtaLif :E‘v = @ | @ | pd i-?{__ @l 5 -] 1L ﬁ" [ﬁ |
| mewheme.. | |EB|ZE | 3D Effects - ad2066

e | i

. ) TE== epegd trere = = 'I= -— " - =
iText hody _VJ 1C0ur|er Plewn _'j ;9 _:j ¢ O IE = = == = == & & lﬁ;',
b [ T o L 5 i L L gt L L e 2 5 L L il " L i

=t

=’ Player- < TEMM -+POS - G -+ AB -+ B - H -+ 28 -+ 3 -+ HR - BBI - TBE —+ BB -+ S0 -+ 5B -+ C5 -+ OBP - SLG —» WVGI

. .*J-Reyes = > > - e =+ + > - > e e + > =+ F o ¥ . .
& 1.-J-Re HYM S8 124 536 15 148 18 12 b} 50 205 19 63 45 11 3ol 382 2767

3
# 2.-C-Beltran~HYM - OF - 114 - 438 - 63 - 111 - 26 -» 2 -+ 13 - 59 - 186 - 43 -+ 13 -+ 14 - 3F - .332 - .425 - 2671
=k |

= 3.-D-Wright HYM -+ 3B -+ 123 - 438 - 78 - 135 - 34 =+ 1 -+ 1§ - 0 - 225 = 56 - 81 - 14 = 6 = .389-> .514 - .3087
Ak 4.-C-Floyd -+ HYM - OF - 116 - 426 - 71 - 122 =+ 1% =+ 1 =+ 21 =+ 719 - 224 -+ 48 - M = 10 = 2 = .368 =3 .526 - 2860
REG

i 53.-M-Piazza—»HYM - ¢ -» 97 - 331 - 34 - 91 - 23 -» 0 - 14 - 53 = 1% - 34 -+ 60 = 0 - 0 == .326 - .444 —» .259[{1
2| 4] »
[Page 1 11 N [pefaut l100% |INSRT |STD HyP | | |

o What I wanted from the start, but cost me about 10 minutes.
e Why should this be so hard?

o Tables look great on-screen, but browser doesn't truly understand
their 2-D nature.
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What's the difference?

2} baseball statistics - Microsoft Internet Explorar

File  Edit ‘iz Tools  Help

_“JI Bacl ‘__/l @ @ ::_j /'.ﬁ' Search “i'l:."'g'-‘Favnrites @ [‘,,:v ,:'; % » _J 3

Favorites

C

~~ Address |@ Ci\Documents and SettingsidaldyMy Documents' Presentations!, 2005 WDa workshop'Data\baseball_statistics, html b | Go Links **
) A
~ Player TEAM POS & AB E H ZB 3B HR EREBI TE EE S50 SB CS5 OBP ALG ANG
'Q 1. J Reyes MNYM =] 124 53a 75 148 18 12 5 50 205 19 63 45 11 .301 . 382 276
G 2. C Beltran HNYM OF 114 438 a3 117 28 2 12 59 1868 43 73 14 3 L3322 . 425 L2687
& 3. D Wright HNYM 3B 123 438 78 135 34 1 18 B0 225 Lbg 84 14 & .389 .514 .308
4, C Flovyd MNYM OF 116 4Za 71 122 1% 1 27 79 224 48 74 10 2 . 3A8B .EBEZ2A 286
5. M Piazza NYM 4 o7 351 34 91 23 0 14 &5 156 34 a0 0 0 . 32A 444 Ly
A baseball statistics - Microsoft Internet Explorer
File Edit Wiew Favortes Tools  Help a‘
\J () @ @ :h /.F‘ Search ‘:I"I‘\'S’ Favorites @ [L;’:; - .E_;,,_ = - __J 3
(\] Address |@ C\Documents and Settingsidal®iMy Documents|Presentations| 2005w workshoph Data\baseball_statistics3, html ol | Go Links **
) -
~ Player TEAM PO3 = AR B H ZB 3B HE REBI TEB EBE SO0 SB CS5 OBP 5L A5
'Q 1. J Reves MNYM 85 124 53a 75 148 18 12 5 50 205 192 w63 45 11 .301 . 382 .276
Q 2. C Beltran MNYM OF 114 438 &2 117 26 2 12 59 186 43 732 14 3 . 332 425 L2867
& 3. D Wright NYM 3B 123 438 78 135 34 1 18 &0 225 Ea B4 14 g . 389 .EB14 . 308
4, C Floyd NYM OF 1l 426 71 122 1% 1 27 79 224 48 74 10 2 . 368 .EBEZ2A . 28A
5. M Piazza NYM C 97 351 24 91 22 0 14 55 156 324 60 0O 0 . 328 . 444 Fean9 =
v
I@ Done ﬂ My Computer
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Examine HTML Tags

A baseball statistics [fi fbaseball statistics.html] - Composer

. File Edit %ew Insert Formatk Table Tools window Help
© D Q
v 45 aeR % e nads n
~— Mew Cpen Sile Fublizh Browsze Frint : Irnage Table “Spall s
) : B s U = iz == E ===
<
TEAM BOE = AR B &H ZB 3B HR ERBI TEB EBE 20 BB CE OBEP 5L AVE

Q [BPAN] 1, T Reyes NYM 88 124 538 75 148 18 12 5 50 205 18063 wd&s Rl 30 2382 L2786 =
-~ [BPAN]2 . © Beltran NYM oF 114 438 &3 117 2Z& 2 13 59 186 43 73 14 3 . 332 425 L2687
Q (span]3, D Wright NYM 3B 123 438 7§ 135 34 1 18 &0 225 56 84 14 6 .389 . 514 . 308

@.4 C Floyd NYM oF 116 426 71 122 19 1 27 79 224 43 74 10 2 . 368 528 . 286
Z @.5 M Piazza NYM [ 97 351 34 21 23 0 14 55 156 34 60 O 0 326 .444 .259

. File Edit %iew Insert Formak Table Tools window Help
d & a8 O & ® &
e | i _t
L Mawy Cipan Silia Fublish ~ Browse Print Link: - Irnage Table Spell B
m Tt /M » -ava B s U = E EEEEE=E=S
N\ 3
(=]
~ 2.
'Q 2|Flayer SITEAM 3QjPO3 381G S4B =1 138 =] gt S|2B 1838 I0|HR {SIREI {2fTH = =] SiC5 IQjOFBP S|3LG B2 AVG
211. J Reyes SINTH =] =1 21124 39)536 18|75 101145 19118 j8flz 385 250 21205 e (=] 2111 9:2).301 18).382 2|.276
ﬁ o C Eeltran QINTH [=] {0y O]114 301435 10)63 00117 0§26 1042 of13 10)59 o1186 0" a a3 0).332 40}.425 j0J.267 =
& 2i3. D Wright SINTH = 21123 321435 10|78 0135 32134 19(1 21158 32150 = B O" =] (= I3 2f.3859 42].514 42f.308
Qid4. C Floyd OINTH QfoF olll6 j0jd426 10§71 §0i122 30019 1041 Q27 18179 ofzzq O" a =] 14 O].365 30].526 J0[.286
Si5. M Piazza S[NTH 2ic 2197 2f351 §oj34 10191 2123 8(0 2114 38|55 21156 12 (=] alo 21.326 48).444 48f.259
|:m:!d

They look identical to user, but browser doesn't know first is a table.
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More Table Problems

The converse 1s use of the HTML <table> tag for non-table layouts.

k5 ) ERMDaiI: Real-time CRM Industry News from Around the World - Microsoft Internet Exp I - EILI
] File Edt VYiew Favarites | Tools  Help ‘i
ECSEST TR IE NS T BT Work on HTML table
J Address IE] hitp: s crmdaily, comystocks] :”iers ?|
CRMDAILY 5011 ‘P CRM 5TOCKS Explores | NewsFacior Sites by Topic_5]| 1| detectlon by VV ang and HU.'
| WWW.CRMDAILY.COM | . . .
ELLIRE | free newsfeeds” | open forums"! free newsletters” ¢
( Non-genuine ™
\IQEL/)\ 1 GETWISE | —— L T LT LTW-VS | LTW-NB | LTW-KNN
\\\\H R (%) | 87.24 | 90.80 | 94.20 94.25 95.46 89.60
4 = 5ection g e — P (%) | 88.15 | 95.70 | 97.27 97.50 94.64 95.94
Front Page ¥ Archives # [T Customer Loyalty | Fulfillment [“self-Service [ Knowledge Mamt |
Prersanatization® Peack Office ¥ [Tcontact Centers | Big Deals Fups & pouns ¥ ["stock Index® | F (%) 87.70 9325 95.73 95 88 95.05 92.77
: ) L: Layout features only.
The CRMDaily Stock Snapshot ; ayout features oty
T FRE = T: Content type features only.
tech news for ol
52 Vieek i (co] LT: Layout and content type features.
High /Low your Yiehsilg MARKET WATCH }' P
APAC e [ L $141 S8 118353  -0.00 ¥ LTW-VS: Layout, content type and vector space based word group features.
(APAC) ' : . 937 245 il NAS 196626  -0.00 ¥ ITW-NB: L ) d e B b d d o1 f _
sl sio| wai R Y. L. s fe %;?,‘ 12950 000 v -NB: Layout, content type and naive Bayes based word group features.
sicatadinl e roies IR RN - 45 Dfﬂﬁ\- LTW-KNN: Layout, content type and kNN based word group features.
(BLUE) 77.62 145 il (TR 2 31 d| | © A Week on NewsFactoi
BroadVision -1, g2z X -pgawe M L 4853 BRINGS YOU bl =~
(BVFN] 39.75 250 il THE POWER . g g
fcalill:gj 014 0.00 & 0% e o l’flﬁ 22?,‘;:‘&"‘823 (’/,(«EMI’_I_&/’
{cva) s000 o8 ¥ 22t D0 Lo, POUE e
FUo% ~ ull Story
EDAVR) b | ?4'57 Is‘,q_z hﬁli Newh Study: Consultants
m(n'rsc) 017 -0.08 ¥ -1e.0a0 Yo b & DOWNLOAD ;':fk“:;':';e:u:‘; Sntecrate
it - e (I FrEE TRIAL CODE. (IR Y ' .
{eaam) 165 001 0N daa 153w | e cem ek “Detecting Tables n HTML Documents,” Y. Wang and J.
Roundtable: Give
BB s ee¥aum Lo bo e : _lﬂ Hu, Proceedings of the IAPR Workshop on Document
4 » . .
e e T [@ e ) Analysis Systems, August 2002, Princeton, NJ.
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It 1s a table 1f and only 1f 1t looks like a table.

1-D ¥ HTML 3 D
parse render
Nol - est! _+ Yes!
page document
understanding image analysis
\d
page
understanding

Counter-arguments: e “Parsing is easier and usually works.”
 “What about the Semantic Web?”
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Bad HTML

&) An Investigation of Documents from the World Wide Web - Netscape EHEJ[Z|
. File Edit Miew Go Bookmarks Tools Window  Help

@Q @ @' @ ] http:,l',l'www.geckil.com,l'rvharvest,l'wwwS,l'paperi-'EI [ﬂﬁe‘a’i’tﬁ] dgﬂ :@

. B E¥al ZAM 4 Home G Rado [ Netscape C Search 3Bockmarks “ Lehigh Univers...
| % an Investigation of Documents From the W, ] |

-

Syntax Errors

wehlint was used to assess the syntactic correctness of a subset of the HTWI. documents i our data set
{apprommately 92,0000, Figure & presents the top ten syntax errors ranked accordng to the percentage of

indicates the percentage of documents using Netscape-specific extensions.) Observe that over 40% of the
documents i our study contan at least one error. Descptions of the errors appear i Table &

N

455
_3 40%
345
5
S 30%-
S 25%
§ 20% -
S 15% |
o 10%1
59 ! Il
T T <-E 42 48 SE £ ab
3 2 3v 48 § 3 53z § gBd
T % c£3 gs 3 & 3F sSs g5 g°
c £ T £ 8 5 UE e w £
B = 3 = =1 £
E
A 11 3
D=4 650 | == ]

The world 1sn't perfect:
browsers must always be
prepared to deal errors in
their input.

“...over 40% of the

documents ... contain at
least one error ...”

“An Investigation of Documents from the World Wide
Web” Allison Woodruff, Paul M. Aoki, Eric Brewer,
Paul Gauthier, Lawrence A. Rowe

http//www.geckil.com/~harvest'www5/papers/P7/Ov
erview.html
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Bad HTML

How a browser deals with errors, not the formal definition of the
markup language, determines what a user sees.

&) All Things Web: Understanding HTML Validation - Netscape E|E||g|
. File Edit Wew Go Bookmarks Tools  Window Help

-

Q Q @ @ l{"%http:,l',l'www.pantos.org,l'atw,l'h-valid.html E—fl [q Seﬁt'gh] dga -g

i 'f i, = mail .ﬁ.ﬂlr\"l 45 Home Gp Radio [My] Metscape @& Search i F3Bookmarks 3 Lehigh Univers. .,

=) [ 2 Al Thirigs Web: Understanding HTML Yalida. . ] [X]

Design Fundamentals
Technical Tips
HTML Watch +

Webmaster's Corner

About ATW

F

Rules, Rules, Rules

Mozt everyone knows that the "L" in HTTL stands for Langruage. In one sense, computer
languages are no different from spoken languages. Every language (including HTWL) has
certain known "rules” that determine what passes for sensible communication. One commonly
understood HTWL rule, for metance, 1z that every <HZ> tag must be "closed" by a
corresponding </ H2 > tag.

Al too many Web authors, however, use "This page looks just fine on my browser" as a

substitute for "This page follows the basic rules of HIMWL." And thus is born the bratty Web

HTIAL, so he fgures the page 15 fine, and he posts it on the Website. But when Jane's less
tolerant browser hits the page, it chokes and dies.

Many contemporary Web authors propose a simple selution: "o problem! Tust switch
browsers!" (Does the phrase "Borrow a clue” mean anything to you?)

@ 2 & E] |Do'ne

| EERSIE

“... many Web
authors ... use
“This page looks
just fine on my
browser” as a
substitute for
“This page follows
the basic rules of
HTML.” ”
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Bad HTML

What happens when people break the rules?

&) The Document Object Model (DOM), Part Ill: Handling an Illegal HTML. - Netscape CEX “Il’lternet EXplOI'GI' COTI’GCtS

. File Edit Wiew Go Bookmarks Tools SWindow Help . .
| Q @ @' @ . 1' hitkp: f fuenas webreference, comjjs/ colurnd 2 list bl ,C'El € . Search L » / automatlcal ly 1llega1 HTML
g j (7= 8 -\'. (=mai 4,% AIM 45 Home G Radio (MY Metscape QL Search ! ETBookmarks S Lehigh Urivers... / p ageS. 29

’151 W The Document Object Model (DOM], Part 11, ] / E?

The Document Object Model (DOM), Part ITI (5)

pizner vacetions | HANAIINg an Illegal HTML

Hawaii Hotels

{11

‘ Internet Explorer corrects automatically flegal HTML pages. example for an Wh t d 19 t, 9

T e i e at does “correct” mean?
Discount Travel | po00 ol lists should be positioned outside the page's paragraphs. Speaking in terms

el of the DOW's tree, it 12 dlegal for a lst node to be a grandchild of the body node. &

Developer News

S = fist node should be a child of the body node. We chose to demonstrate an illegal HOW Could lt pO SSlb ly knOW

Panama City Beach

Open For New HTML page with a specific st tag, the <UL> tag. Of course, the problem occurs for
Apps all types of ists: unordered (<UL, ordered (<0L3), or descriptive (<DL} h h ! :
o auso l the author's intent?
Il ]
SRR SF 8] oo | S = e

It can't. It's just making some
sort of guess.
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Bad HTML

Universe of all possible Web pages

Renderings are defined
only for legal Web pages

Path taken by browser

#1 to correct page Specific illegal

_~ web page

Path taken by browser

#2 to correct page
lllegal Web pages

Corollary: you can't know what a Web page 1s going to look like
until you render 1t 1n a specific browser.
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Midpoint Summary

e While parsing HTML as a 1-D data stream buys you a lot, it
would be better to combine this with a 2-D analysis of the
rendered 1mage.

e Motivation comes not only from need to recognize image text on
the Web, but also to process physical / logical structure of tables
and to handle malformed HTML.

o This 1s good news for us as document analysis researchers!
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Protecting Web Services

Internet has become vehicle for distributing valuable
content. Malicious programs (“bots’) attempt to exploit
online services intended for human users.

[ ] 4
|dea: create a patter N AMERICAN com 2
recognition task

g m’ Baffling the Bots
for h u mans to ml Ve but Anti-spammers take on automatons posing as humans
By Lee Bruno
hard for m&hl n% Three years ago rogue computer software programs called bots posed as teenagers in Yahoo's

h chat rooms an the Weh. There they created mischief by collecting personal infarmation about the
teens who visited or by pointing chat padicipants to adverdisements. The hots operated by waiting
until a visitar typed a gquestion mark. They would then autarmatically create a response about

where a person could find an answer and pravide a URL that would deliver the visitorto an
advertising site.

- Which compar
our future toda
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Protecting Web Services

Y ahoo's method for protecting free email service. User
must solve simple character recognition task:

[ =--———— Netscape:Welcome to Yahoo!

BB

-

e« v A D 2 M 4l

Eack Forward  Reload Horne Search  Metscape Images Print

& & B & N

Security Shop Stop

- Y 4 i
32 Locaﬁon:\-$|htt|:-:a"a"edit.uahou.cu:-rn.-‘c-:-nﬁg.-"eva]_register?.int1=us&new=l&.done=&.src=um&.partner=&.p=&| ﬁ' Wwhat's Related

>

[Search Listing: D List my new ahoal hiail address for free

Listing includes real name, city, state, and country.

Ftakies.
naly
Enteftainment Business Shopping
Home & Family Computers & Technology Sports & Outdoors
Health FPerzonal Finance Trawvel
Music Small Business

Enterthe word as it is shown in the box below.

special offers, promotions, and research sunceys from selected Wahoo! parttners through “ahaoo! Delivers.
more info on the Harris Poll Online! Take surveys to earn points redeemable for free gifts - ewen win H10,000 in the Harris Poll

Sweepstakes & Free Stoff

F S
—

wiord Verification
This step helps vahoo! prevent automated :
registrations. @

If wou can notsee thisimage click here.

14

===

. D
[ W AP ES) 2 2

CAPTCHA =
“*Completely
Automated
Public Test to tell
Computers and
Humans Apart”
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If You Can't Join 'em, Beat 'em

Thisturns the problem L[“_ 1i LIPS €.
around 180 degrees: we Ghay e
want to create Web pages SEather b e
that computers find

Impossible to analyze.

-“m?*v -
RV KEAK

Note: Henry Baird and some of his students are actively
working on ScatterType and seek volunteersto attack it.
Vigt http://arcturus.cse.lehigh.edu/CAPTCHAS
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Lehigh HIP Workshop, May 2005

fle Edb View Favorites Tools  Hep

Qe - (0 [¥] B (0 PO Slpravons &)

Acdress | ] hitp s, cse. lehigh edufprrfHIPDS findex. ikl

N=RAE-

v| Bl e

Links - #

LEHIGH

UNTVERSITY

\We wish to thank all attendees for making
the HIP2005 workshop a great success!
Henry and Dan

Second lnternational Workshop on
HUMAN INTERACTIVE PROOFS

May 18-20, 2005
Letigh University
Bethlchem, PA 18015 USA

hip2005@cse.lehigh.edu
hitp ffwww. cze lehigh eduiprrihip 2005

E-commerce services are suffermg abuse by programs (bots, spiders,
etc.) which masquerade as legitimate human users, Efforts to defend
against such attacks have, over the last few years, stunulated the
mvestigation of a new family of secunity protocols -- "Human Interactive
Proofs" (HIPs) -- which allow a person to authenticate herself as a
member of a given group: £.g. as human (vs. machine), as herself (vs
anyone else), as an adult (vs. a chid), etc. The vast majority of
commercial uses of HIPs today are CAPTCHAs —— "Completely
Automatic Public Turing tests to tell Computers and Humans Apart” -
which exploit the gap in ability between humans and machine vision
systems in reac images of text. HIP challenges can also be non-

iR e S

COLLEGE HOME | LEHIGH HOME | SEARCH

COMPUTER SCIENCE & ENGINEERING
PC. ROSSIN COLLEGE OF
ENGINEERING & APPLIED SCIENCE

~

& Internet

http//www.cse.lehigh.edu/prr/HIP0S5/index. html

LNCS 3517

Proceedings

Henry S. Baird
Daniel P. Lopresti (Eds.)

Human
Interactive Proofs

Second International Warkshop, HIP 2005
Bethlehem, PA, USA, May 2005
Proceedings

7] Springer
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CAPTCHA's

Again, goal 1s to prevent automated attacks on Web services:

o Exploits observation that humans are still much better than
computers at many pattern recognition tasks.

o Paradigm is variant of well known Turing Test.

The two criteria that matter most:
o Istest effective at keeping out machines?
o Istest tolerable to humans?

Implications:

o Need very large supply of different challenges.
o Must be cognizant of human reaction to CAPTCHA's.

| Computer Science and Engineering
@ Web Document Analysis: the Case of the Missing Dimension(s) LEI IIGI I Computer Science g incg
ec EErnE
" CE a 2ine

Daniel Lopressi NIV UNIVERSITY.



Points to Ponder

e Machines won't stay stupid forever. Range of problems they can
solve 1s growing reasonably rapidly — it certainly 1sn't shrinking.

o Humans evolve at a more modest pace. What does this suggest
about our ability to assimilate new pattern recognition tasks?

While today there are a large number of generative CAPTCHA's to
choose from, someday we may run out of tests that meet both criteria
(hard for machines, tolerable to humans). Should we be concerned?

Cause for hope: variety of pattern recognition tasks in real world 1s
almost endless. Note apparent disconnect, however, between natural
tasks and synthetic versions we use for CAPTCHA's.
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Natural vs. Synthetic #1

) Yahoo! Registration - Microsoft Internet Fxplorer
2 fr/((-,/./ (1;1(/ ety AL L d’e) £ L
! Fle Edt Wew Favortes Tools  Help
&f’/az&i .//,/4 > 3fzr z(.r//( S Frrrers iy / B e

1 @Eack i ‘J B @ :h /'T‘]Search i‘:?Favnrites @ [_’_i' é% .3
o 0r1f/ JA’:IL 23 //4/ .rcw«l I;b/ﬁ(z(,y/

Address |5§ http://edit. vahoo.comjconfiglewsl_register? v=E.int=&new=18.done=http%3a)mail.yahoo.com V| Go ks
CHEr st s P

r s wle /’/w:d // a%;,a Customizing Yahoo! o
/4/% e

( % / Incustry: |[Se|ect|ndustry] X
‘)’ L2
;WS oten . [(Sslecie Tre] ¥

Specialization: |[Se|ecta Specialization] v|

/U Cario rr e
~

Verify Your Registration

* Enter the code shawn: Mote info (7

Thig helps Y shoo! prevent sutomated registrations.,

7 .I‘!
- - =
Terms of Service
J, , Pleaze review the following terms and indicate your agreement below. Printable Version a
PI Py 4

|1. ACCEPTANCE OF TERNS »| )

- P é |

‘ . Internet

What word do you see in the box? What “word” do you see in the box?

George Washington Papers at the Library of Congress Yahoo! free email account registration page
% http//memory.loc.gov/ammem/gwhtml/gwhome.html ) \_ http//mail.yahoo.conv
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Natural vs. Synthetic #2

What is Bobby Thomson's average?

“The Shot Heard Round the World,” Russ Hodges
http//www.baseballhalloffame.org/exhibits/online exhibits/
1951/1951 story.htm

N

/

—
0.9 — |—e—ASR Symbol Error Rate
—#- ASR Utterance Error Rate >
08 + —+— Human Symbol Error Rate
1 Human Utterance Error Rate
0.7
] 1
E 0.6
» 05
2
0 04 +
0.3 +
0.2 +
0.1 + P
| ST e
0+—+—2 R T T e e
NV 0 0 0 0 0 0 0.0 0 X 99 P .2 ¥ XYY N»
B PP AT S SN P P

Signal to Noise Ratio

¢ ¢ ¢
What number do you hear spoken?

“Human Interactive Proofs for Spoken Language Interfaces,”
D. Lopresti, C. Shih, and G. Kochanski, Workshop on Human
Interactive Proofs, January 2002, Palo Alto, CA

\ http://www.cse.lehigh.edu/~lopresti/Publications/2002/hip02.pdf )
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What's Fundamental Here?

Recalling two primary criteria, two secondary criteria are:
o [stest easy to generate?
o Istest easy to grade?

These don't seem as fundamental as criteria listed earlier:

o In deploying CAPTCHA's, all we require 1s very large supply of
different tests. No one said we have to generate them ourselves.

o Likewise, no one said we have to grade them ourselves 1f we can
get someone else knowledgeable (and trustworthy) to do it.
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The Case for Natural CAPTCHA's

Range of pattern recognition tasks we face every day is far greater
than what has been fielded as CAPTCHA's so far.

Above statement remains true even if we confine our attention to
what's available on the Internet.

Might humans be more accepting of natural tasks — ones we have had
lots of experience with — than synthetic ones?

An alternative to generating CAPTCHA's: harvest them.
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Where Do CAPTCHA's Grow?

Describe the weather _ Updates every 5 minutes.
In this scene.

Central Park Cam

From WABC Central Park WebCam, http.//abclocal.go.com/kabc/features/cams/082102 central Park cam.html
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Where Do CAPTCHA's Grow?

Which photos show
the same person?
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Where Do CAPTCHA's Grow?

How many cars do
you see in this image?

From WCPO Cincinnati Ohio Skycam, http://webcambiglook.com/cinn\ skycam.html
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Where Do CAPTCHA's Grow?

Draw a box around
a text string in this
iImage.

From the Lehigh University Library Digital Bridges project, http://bridges.lib.lehigh.edu/
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Where Do CAPTCHA's Grow?

One obvious answer: 1n digital libraries.

2 Making of America - Microsoft Internet Explorar [m[=1E3]
Fle Edt Vew Favortes Toos Help ar
Qe - () ¥ @) 0| s ' menees PSQR 3 ne Library of Congress - Microsoft Internet Explorer FBEx
- - : Ele Edt View Favoriies Toos Hop F
ddress | ] hetp: i ht.urich, edu/m/masarpi =
Qs - Q- [{ B Gh| Osertr Yrrooss @ 2 £ BAC NEWS | Technology | Google to scan famous libraries - ... [2][8][%]
_ = Fle Edt view Favortes Tools Help I3
55 €] hitp:  ww.Joc. gowi )
= ; T
‘7[ €] (] B @ pe ) Search \’."\\'( Favorites @ ] A European Libraries Fight Google-ization | Europe | Deutsch... ‘J‘E”zl
e The LIBRARY of CONGRESS Fle Edt View Favorites Tools  Hel 1
3 of Mare Search Options idcess |8 T Lhijtechn — — — — it i
- — e TR O B B Q| P o= @
Resources for... z ) W 7 Google to scan famous libraries = w |, §
© Kids, Families & : The libraries of five of the ~ [5 7 ddess | ] bt fonom. dr-world, defdwiarticef, 1564, 1566717,00.0 v | [Ed G0 Links
. i 2
Makmg of America (Moa) is a digital library of primary sources in 9 Librarians world's most important . q FR : R ~
social history fram the antebellum periad through reconstruction, Thell | © Publishers academic institutions are to | & | Eurepean Libraries Fight Google-ization i |
collection is particularly strong in the subject areas of education, ps ® Researchers be digitised by Google. -
American histary, sociology, religion, and science and technology. T Fa O - =
callection currently contains approximately 8,500 books and 50,000 § S E Scanned pages from books in e e
articles with 19th century imprints. For more details about the proje Yisitors | th blic d Il then b
about Moa. Making of america is made possible by a grant from the HIGHLIGHTS FROM THE LIBRARY i R il
wellon Foundation Library Resources made available for search and 7
Wise Guide Webcasts ‘.Wl reading online. G\“‘N
New Additions: 134 more volumes focusing on New York City wers f About the Librare Pt s Focals is the warld's mast papula
added to MoA. Digital conversion of the volumes was made possible Ask a Librarian and amazing Americans More on baok evd|... The full libraries of Michigan ~ s=2reh anaine |
gift ff‘m:’\ UM E‘\;N;\:\-ISJ LaWVE‘r’H:fEt:DI’S’\DtV‘dT’S’\t? tdlgltjl DDHV‘EVSW\chfhﬂ’\ Braille and Audic Materials sy and Stanford universities, as well as archives at Harvard, =
complete run of the Journal of the United States Association of Char Copyright Office Veterans History Project LIBRARY NEWS & EVENTS Oxford and the New York Public Library are included.
Workers was funded by a generous donation fram a Friend of the Lib o NEW: Stories fromm VE Dey RE: ¥ The Eurspesh crofecniiliberan
igital Freservation ind Vi Day. Werld War 11 | oA alternative to Google's online library
StoryCorps Hational Tour Beqins at Li 2 :
T e Dy R R oo iy e Joe  O1ine pages from scanned books wil not have adverts but In a stand against a deal struck by five of the
Search Books & Journals: | [searef Klugs Center Todas h Histare | Wes s ) as  will have links to online store Amazon, Google said. world's top libraries and Google to digitize millions
Law Librory of Congress From the American Mermory %W ot ot of books, 19 European libraries have agreed to back
Library Catalogs collectio Ve cech president and panriant ol . Lengthy project a similar European project to safeguard literature.
+ Other Searches in MoA Eueiry . h |
Suppart the Library Shop at the Librar Walt Whitrnan and "Leaves of Grass" "The gaal of the project is to unlock the wealth of informatiof| Nineteen European national libraries have joined forces
. Brints, photoqraphs Spacial exhibition in Amarican Treasures tHiE iz DG 2nd bring 1E oRlAe; S3i6] Susan Waisicki | against a planned communications revolution by Internet
Current online holdings (Updated February 18, 2005) Gifts for women . i ! search giant Google to create a global virtual library,
ages: 3,499,528 (e I e i - sucTar el phadls TNt Al dbile, arganizers said Wednesday. The 19 libraries are backing
Volumes: 11,859 instead a multi-million euro counter-offensive by Europsan
There will also be links to €% This is the day the world nations to put European literature online,
@ it | site map | contsct | Accoscibility | Leaal pUblic; beatfes: 5o -that the: changes
books can be borrowed, 9 "The Isaders of the undersigned national libraries wish to
b Google will not be paid for John Wilkin, University of support the initiative of Europe's lsadsrs aimed at a large
& @ 1 providing for the links. Michigan and organized digitization of the works belonging to aur
hfl‘p //WWW htl umlch edu/m/moagrp < 0 1 continent's heritage,” a statement said. "Such & move
. Bt . . needs a tight coordination of national ambitions at EU level
2] @ Internet to decide on the selection of warks," it added. il
http://www.loc.gov/ B ; | i
. . &1 B Internet
http://news.bbc.co.uk/1/hi/technology/4 094Jn :

http://www.dw-world.de/dw/article/0,1564,1566717,00.html

oogle's project alone totals an estimated 4.5 billion pages.
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Something Is Missing

To grade response to a CAPTCHA challenge, we need to know
“correct” answer (or, rather, how a human would respond).

Google 1s scanning books with intention of making them
searchable online, of course. Hence, we might expect a textual
transcription will be available somewhere.

From standpoint of CAPTCHA's, this would seem to be bad
news: 1t glves away answers.

Note, though, that providing a transcription is just one of many
pattern recognition tasks associated with material in question.

If we didn't generate the CAPTCHA, how do we get the answer?
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@ Web Document Analysis: the Case of the Missing Dimension(s) LEH IGH Computer Science 3 e
e e rir
CE a

Daniel Lopressi NIV UNIVERSITY.




Collaborative Hltering

-0 X

| T selet 1ot - {a) | ‘_ Get better feedback |

i and faster approvals
O ®mws - @ 0% f|3|§ S emocks

Collaborative Filtering CAPTCHASs ; ® BOOtStrap ﬁom te Sts With
e known answers.

{mme , tygar}@cs . berkeley. edu

R — o Require users to solve more

tions such as text recognition or image recognition. We propose a class
of CAPTCHAs based on collaborative filtering. Collaborative fGltering

CAPTCHASs allow us to ask questions that have no absolute answer; s

instead, the CAPTCHAs are graded by eomparison to other people’s

e e than one [CHA.
CAPTCHASs and find that although they are not ready to use now, col-
labarative filtering CAPTCHAS are worthy of further investigation

! e | o Collect responses to new

This paper proposes a framesork for CAPTCHAs using rollaborative filtering,

By ohserving real-world trends made by human subjects, collaborative filtering 04 '
CAPTCHAs attempt to extract complex patterns that reflect human choices. Cz ln 1 ate ‘ AP I ‘ HA S Om
For example, humans who like a particular joke, such as a subtle pun, may also

enjoy other jokes that incorporate similar patterns of whimsy, word-play, and
ironie ohservation. We consider the proposition that these patterns are suffi-
clently complex that no computer agent can predict these patterns with equal

accuracy. While one might naively believe that detecting patterns of hnmor is prO \/ e I l I l l I I I lal Is tO gro \;\/

=

Layers “f signatures | Bookmarks

Pages

beyond the capability of any machine, we show in this paper that computer
agents can do better than one might at first think. We conduet an experiment
that demonstrates that joke-affinity CAPTCHAs can be weally effective. Our re- ° °

sults show that collaborative filtering CAPTCHAs. while not ready to use now, C O ectl On 0 aVal a e te St S
show promise heyond traditional CAPTCHA approaches and deserve further .
examination,

Why should we study collaborative filtering. CAPTCHAs? Because current |
] B26x1163in 4 i |

4 4 1 af 1 TN

“Collaborative Filtering CAPTCHA's,” Monica Chew and Doug Tygar, Human Interactive Proofs: Second International Workshop,
Springer LNCS Volume 3517, May 2005, pp. 66-81.
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Scenario 1

2 New Capicha 0 - Microsoft Internet Explorer

File Edit “ew Favorites Tools Help

"g} B \99 @ @ f_b /':\' Search *Favurites @ - k_; =5 ﬁ ‘ﬂ
Address @ E:\Papersi2005YHIPOS Finall ScenariolMew Captcha 0.html v| Go Links 2%
' Welcome to our Website! a

Click to select the correct orientation for the page helow:

Click to select the correct
orientation for this page.

[

|

36 5. Furi i st st e
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id
sl

e g 55
o

ded’

e

e
Crienfafion #1

e e e e

George Washington Papers at the Library of Congress

http//memory.loc.gov/ammem/gwhtml/gwhome.html &l pone ® irierret
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Scenario 2

23 New Capicha 1 - Microsoft Internet Explorer I:HE|E|
File Edit ‘“iew Fawaorites Tools  Help ﬂ,“'

\J‘) EBa J @ @ i:j /[N Search “i?Favurites @ L,;;v :; e J% .ﬁ
v| Yo Lnks

¥

Address @ E:\Papers\Z00S\HIPOS FinaliScenario|New Captcha 1 html

Welcome to our Website!

Please draw a box around
a single block of text you
see in the image.

Please draw a hox around a single block of text you see in the image below:
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George Washington Papers at the Library of Congress
http//memory.loc.gov/ammem/gwhtml/gwhome.html
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Scenario 3

2 New Captcha 2 - Microsoft Internet Explorer
File Edit Wiew Faworites Tools  Help

P I ease d raW a bOX \J) Back J D @ :J j Search ‘7{_\.;’ Favorites @ E_.-—’ - "‘-f % e% :-i
. Address @ E:\Papers\Z005YHIPOSY FinaliScenariolMew Capkcha 2. Heml w G0 Links >
around a single T 2

COLLEGE HOME | LEHIGH HOME | SEARCH M
I- n f t Xt A LLEIHE}H COMPUTER SCIENCE & ENGINEERING
Ine of lext you see | __ G

In the image.

Welcome to our Website!

Please draw a box around a single line of text you see in the image below:
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Scenario 4
e

Please draw a box around a single word you see in the image.

2 New Captcha 3 - Microsoft Internet Explorer
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Scenario 5
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Leveraging CAPTCHA's

Allowing for differences in people's drawing skills (and a myriad of
other important details), this ought to work.

Note that even 1f transcript for document 1s available online, most of
the information we asked for typically 1sn't:

o text block segmentation,
o text line segmentation,
o word segmentation.

Why did we ask for 1t?

Because 1t's vitally important data (“ground-truth”) for building and
evaluating document analysis systems.
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The Open Mind Initiative
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“The Open Mind Initiative 1s a
novel world-wide collaborative
effort to develop 'intelligent’
software. Open Mind collects
information from people like
you — non-expert netizens' — in
order to teach computers the
myriad things which we all
know and which underlie our
general intelligence but which
we usually take for granted.”

http//www.openmind.org/
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The Open Mind Initiative

“After many decades of research, there are still very many tasks for
which computers are far worse than humans: recognizing speech,
reading printed or handwritten text, recognizing objects from their
image, understanding scenes, making complex plans, summarizing a
story, and so on ...”

“There 1s a growing realization that we now need information
contained in very large data sets.”

“Open Mind relies on collecting, and exploiting large sets of data,
such as the 1dentities of millions of handwritten characters and
spoken words, the names of objects in photographs, common sense
about the world, and much, much more ...”

http//www.openmind.org/
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Leveraging CAPTCHA's

e Open Mind Initiative now appears to be moribund.

o Evidently appeal of labeling training and testing data does not
rise to same level as participating in Open Source projects.

But economic force behind CAPTCHA's provides perfect incentive.

Major mutual benefits:
o CAPTCHA's get large source of natural pattern recognition tasks.

o Data labeled by users serves dual purpose. To pattern recognition
community, could be difference in solving critical open problems.

o Attempts to break CAPTCHA's actually have a positive benefit.
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CAPTCHA'sas aWeb Service

One mechanism for making this
work financially and technically

would be to create a Web service
for CAPTCHA challenges:

o Client requests new challenge.

o Service generates challenge
and delivers to client. Answer
1s also delivered, if known.

o Responses from users are saved
for training.

“CAPTCHA Generation as a Web Service,” Tim Converse,
Proceedings of the Second International Workshop on Human
Interactive Proofs, May 2005, pp. 82-96.

http//captchaservice.org/

Slightly different model:

e

. Ble Edt ¥ew Go Bookmarks Took Window Help
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captchaservice.org

What is this?

A web service that serves up CAPTCHA: like this, ready to be used on your site:

What's a CAPTCHA?

It's a test that 15 easy for humans to pass, and hard for bots to pass. In the kind of image-based CAPTCHA above,
the game is to type the word in the image. Other CAPTCHA types itwolve different skills Tou can view the types
we have implemented so far.

What do I use it for?

For testing if an end user is actually human. We're particularly thinking of using it to stop bots from
comment-spamming on weblogs, but it's up to you

How do I get the CAPTCHAs?

From a URL like this: http:captchaservice orgfserver php fype=word imagedkey=%
Thas will return XML containing a URL to the mage as well as the destred answer. For more details, see our AFT
doc, and [Advice for wnting CAPTCHA chents] (placeholder)

Does it cost anything? Why are vou doing this?

Mo, and 1) for fun, 2) to annoy spammers. The non-profit thinktank CommercelNet 15 gracicusly prowiding and
hosting this server machine

=25 oF ) oo I =S

@ Web Document Analysis: the Case of the Missing Dimension(s) LEH IGH Computer Science oyffigRineg

Daniel Lopresti UNITVERSITYa

Computer Science and Engineering




CAPTCHA'sas aWeb Service
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Open Questions

o How will collaborative filtering work 1n such a framework?

o Are there attack modes which would allow an adversary to
overwhelm system with false answers? (Bad for security and for
data collection.)

o Approach requires multiple challenges: how to sequence them?
o Expertise required to field CAPTCHA's suggests server model.

o Ground-truth data only valuable once 1t gets released, but that
makes 1t useless for future challenges. How to balance this?

o Idea only makes sense 1f 1t meets security needs. Does it?
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Conclusions

Web documents are inherently 2-D. While a 1-D parse is good
enough for many applications, we will eventually need to bring
document 1mage analysis techniques to bear for further progress.

At the same time we're trying to make computers smart enough to
understand the totality of the Web, we're depending on the fact that
they don't in our design and use of CAPTCHA's.

Everywhere you look there are synergies — it's a great time to be a
document analysis researcher.

THANK YOU!
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