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Summary . Web services o ered for human use are being abused by programs.
E orts to defend against these have, over the last v e years, stimulated the devel-
opment of a new family of security protocols able to distinguish between human
and machine usersautomatically over GUIs and networks. AltaVista pioneered this
technology in 1997; by 2000, Yahoo! and PayPal were using similar methods. Re-
searders at Carnegie-Mellon Univ ersity [BALOO] and, then, a collaboration between
the Univ ersity of California at Berkeley and the Palo Alto Researt Center [CBF01]
developed sudh tests. By January 2002 the subject was called "human interactive
proofs' (HIPs), de ned broadly as challenge/response proto cols which allow a hu-
man to authenticate herself asa member of a given group: e.g. human (vs. machine),
herself (vs. anyone else), etc. All commercial usesof HIPs exploit the gap in reading
ability between humans and machines. Thus, many technical issuesstudied by the
image recognition researd community are relevant to HIPs. This chapter describes
the evolution of HIP R&D, applications of HIPs now and on the horizon, relevant
legal issues, highlights of the rst two HIP workshops, and proposalsfor an image
recognition researd agendato advance the state of the art of HIPs.

1 Intro duction

In 1997 Andrei Broder and his colleagues[LBBBO01], then at the DEC Sys-
tems Researt Certer, developed a scheme to block the abusive automatic
submissionof URLs [Bro01] to the AltaVista web-site. Their approach was
to presen a potential userwith an image of printed text formed specially so
that machine vision (OCR) systemscould not read it but humansstill could.
In Septenber 2000, Udi Manber, Chief Sciertist at Yahoo!, challenged Prof.
Manuel Blum and his students [BALOO] at The School for Computer Science
at CarnegieMellon University (CMU) to designan \easy to usereverseTur-
ing test" that would block “bots' (computer programs) from registering for
servicesincluding chat rooms, mail, briefcases,etc. In October of that year,
Prof. Blum askedthe rst author, of the Palo Alto Researd Center (PARC),
and Prof. Richard Fateman, of the Computer ScienceDivision of the Univer-



2 Henry S. Baird

sity of California at Berkeley (UCB), whether systematically applied image
degradationscould form the basisof sud a Iter, stimulating the developmert
of PessimalPrint [CBFO1].

In January 2002, Prof. Blum and the presert authors ran a workshop at
PARC on “human interactive proofs' (HIPs), de ned broadly as a class of
challenge/resmpnse protocols which allow a human to be authenticated as a
memier of a given group | an adult (vs. a child), a human (vs. machine),
a particular individual (vs. everyoneelse), etc. All commercial usesof HIPs
known to us exploit the large gap in ability between human and machine
vision systemsin reading imagesof text.

The number of applications of vision-basedHIPs to Web security is large
and growing. HIPs have beenusedto block accesso many servicesby machine
users,but they could also, in principle, be usedas “anti-scraping' technologies
to prevent the large-scalecopying of databases,prices, auction bids, etc. If
HIPs | possibly not basedon vision | could be devisedto discriminate
reliably between adults and children, the commercial value of the resulting
applications would be large.

Many technical issuesthat have beensystematically studied by the image
recognition community are relevant to the HIP researt program. In an e ort
to stimulate interest in HIPs within the documert image analysis researd
community, this chapter details the evolution of the HIP researd eld, the
range of applications of HIPs appearing on the horizon, highlights of the rst
HIP workshop, and proposalsfor an image recognition researti agendato
advancethe state of the art of HIPs.

This paper is an expandedand updated version of [BK02].

1.1 An Inuen tial Precursor: Turing Tests

Alan Turing proposed[Tur50] a methodology for testing whether or not a
machine e ectiv ely exhibits intelligence, by means of an \imitation game"
conducted over teletype connectionsin which a human judge asks questions
of two interlocutors | one human and the other a machine | and evertu-
ally decideswhich of them is human. If judgesfail su cien tly often to decide
correctly, then that fact would be, Turing proposed,strong evidencethat the
machine possessearti cial intelligence.His proposalhasbeenwidely in uen-
tial in the computer science,cognitive science,and philosophical communities
[SCAO0O0] for over ft y years.

However, no machine has\passedthe Turing test" in its original sensein
spite of perennielseriousattempts. In fact it remainseasyfor human judgesto
distinguish machines from humans under Turing-test-lik e conditions. Graph-
ical user interfaces (GUIs) invite the use of images as well as text in the
dialogues.
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1.2 Rob ot Exclusion Conventions

The Robot Exclusion Standard, an informal consensusreached in 1994 by
the robots mailing list (robots@nexor.co.uk ), speci es the format of a le
(the http://.../robots .t xt le) which a web site or server may install to
instruct all robots visiting the site which paths it should not traversein searh
of documerts. The Robots META tag allows HTML authors to indicate to
visiting robots whether or not a documert may be indexed or usedto harvest
more links (cf. www.robotstxt.o rg/ wdmeta-user.html).

Many Web services(Yahoo!, Google, etc) respect these corvertions. Some
“abuses'which HIPs addressare causedby deliberate disregard of these con-
vertions. The legality of disregarding the corvertions has been vigorously
litigated but remains unsettled [Bar01,Pli02]. Even if remediesunder civil or
criminal law are nally allowed, there will certainly be many instanceswhere
litigation is likely to be futile or not cost-e ective. Thus there will probably
remain strong commercial incentives to use technical meansto enforce the
exclusion convertions.

The nancial value of any serviceto be protected against “bots' can not be
very great, sincea human can be paid (or in someother way rewarded) to pass
the CAPTCHA (an acronym for Completely Automated Public Turing Test
to Tell Computers and Humans Apart, coined by Prof. Manuel Blum, Luis A.
von Ahn, and John Langford of CMU). Of course,minimum human response
times | of 5{10 secondsat least| may be almost always slower than a
automated attack, and this speed gap may force reengineeringof the “bot'
attack pattern. Nevertheless,this may be simplerland more stable|than
actively engagingin an escalatingarms racewith CAPTCHA designers.There
are widespread, but so far unsubstartiated, reports of systematic \farming
out" of CAPTCHAs, in which humans are encouragedand rewarded (by, for
example, according to an often-repeated rumor, accessto porn sites) to pass
CAPTCHAs [Tho02].

1.3 Primitiv e Means

For seweral yearsnow web-pagedesignershave chosento render someapparernt
text asimage(e.g. GIF) rather than encaledtext (e.g. ASCII), and sometimes
in order to impedethe legibility of the text to screenscrapersand spammers.
A frequert use of this is to hide email addressesfrom automatic harvesting
by potential spammers.To our knowledgethe extent of this practice has not
beendocumerted.

One of the earliest published attempts to automate the reading of imaged-
text on web pageswas by Lopresti and Zhou [DZ00]. Kanungo et al [KLB01]
reported that, in a sampleof 862 sampledweb pages,\42% of imagescortain
text" and, of the imageswith text, \59% contain at least oneword that does
not appear in the ... HMTL le."
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1.4 First Use: The Add-URL Problem

In 1997 AltaVista sough ways to block or discouragethe automatic submis-
sion of URLSs to their seard engine.This free\add-URL" serviceis important
to AltaVista sinceit broadensits seard coverageand ensuresthat sitesimpor-
tant to its most motivated customersare included. However, someuserswere
abusing the serviceby automating the submissionof large numbers of URLS,
and certain URLs many times, in an e ort to skew AltaVista's importance
ranking algorithms.

Andrei Broder, Chief Sciertist of AltaVista, and his colleaguesdeveloped
a Iter (now visible at [BroO1]). Their method is to generate an image of
printed text randomly (in a\ransom note" style using mixed typefaces)sothat
machine vision (OCR) systemscannot readit but humansstill can (Figure 1).
In January 2002 Broder told the presert authors that the system had been
in usefor \over a year" and had reducedthe number of \spam add-URL" by
\over 95%." (No details concerningthe residual 5% are mertioned.) A U.S.
patent [LABBO1] wasissuedin April 2001.

Submission Code:
y 6L § v ¢
Enter Submission Code:

Fig. 1. Example of an AltaVista challenge: letters are chosen at random, then
ead is assignedto a typefaceat random, then ead letter is rotated and scaled,and
nally (optionally, not shown here) background clutter is added.

To the presen authors, these do not seemto present a di cult challenge
to modern machine vision methods. The black characters are widely sepa-
rated against a background of a uniform grey, sothey can be easily isolated.
Recognizing an isolated bilevel pattern (here, a single character) which has
undergonearbitrary ane spatial transformations is a well-studied problem
in pattern recognition, and seweral e ective methods have been published
[SWI99,LBP98]. The variety of typefacesused can be attacked by a brute-
force enumeration.

1.5 The ChatRo om Problem

In Septenber 2000,Udi Manber of Yahoo! described this \c hat room problem"
to researdersat CMU: “bots' were joining on-line chat rooms and irritating
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the people there, e.g. by pointing them to advertising sites. How could all
“bots' be refusedentry to chat rooms?

CMU's Prof. Manuel Blum, Luis A. von Ahn, and John Langford articu-
lated [BALOO] somedesirable properties of a test, including:

the test's challengescan be automatically generatedand graded (i.e. the
judge is a machine);

the test can be taken quickly and easily by human users(i.e. the dialogue
should not go on long);

the test will acceptvirtually all human users(even young or naive users)
with high reliabilit y while rejecting very few;

the test will reject virtually all machine users;and

the test will resist automatic attack for many years even as technology
advancesand evenif the test's algorithms are known (e.g. published and/or
releasedas open source).

Theoretical security issuesunderlying the design of CAPTCHAs have been
addressedby Nick Hopper and Manuel Blum in [HBO1].

The CMU team developed a \hard" "GIMPY' CAPTCHA which picked
English words at random and renderedthem asimagesof printed text under
a wide variety of shape deformations and image occlusions,the word images
often overlapping. The userwasaskedto transcrib e somenumber of the words
correctly. An exampleis shown in Figure 2.

BRKR
RENE ety
DRRIN: A

Fig. 2. Example of a\hard" GIMPY image produced by the Carnegie-Mellon Univ.
CAPTCHA.

The non-linear deformations of the words and the extensive overlapping
of images are, in our opinion, likely to pose serious challengesto existing
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machine-reading technology. However, it turned out to placetoo heavy a bur-
den on human users, also: in trials on the Yahoo! website, userscomplained
somuch that this CAPTCHA was withdrawn.

As a result, a simplied version of GIMPY (\easy" or \EZ" GIMPY) ,
using only oneword-image at a time (Figure 3), wasinstalled by Yahoo!, and
is in useat the time of writing (visible at chat.yahoo.com after clicking on
"Sign Up For Yahoo! Chat!’). It is usedto restrict accessto chat rooms and
other servicesto human users. According to Udi Manber, Chief Sciertist of
Yahoo!, it servesup as many as a million challengesead day.

Fig. 3. Example of asimplied Yahoo! challenge(CMU's \EZ GIMPY"): an English
word is selectedat random, then the word (as a whole) is typesetusing a typeface
chosenat random, and nally the the word image is altered randomly by a variety
of meansincluding image degradations, scoring with white lines (shown here), and
non-linear deformations.

The variety of deformations and confusing backgrounds (the full range
of theseis not exhibited in the Figure) posesa seriouschallengeto presert
machine-vision systems,which typically lack versatility and are fragile outside
of a narrow range of expected inputs. However, the use of one English word
may be a signi cant weaknesssinceevena small number of partial recognition
results can rapidly prune the number of word-choices.

1.6 Screening Financial Accoun ts

PayPal (www.paypal.com) is screeningapplications for its nancial payments
accouns using a text-image challenge (Figure 4). We do not know any details
about its motivation or its technical basis.

This CAPTCHA appearsto usea singletypeface,which strik esus a serious
weaknessthat the use of occluding grids doeslittle to strengthen.

A similar CAPTCHA hasrecertly appearedon the Overture website (click
on 'Adv ertiser Login' at www.overture.com).
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Fig. 4. Example of a PayPal challenge: letters and numerals are chosen at ran-
dom and then typeset, spaced widely apart, and nally a grid of dashed lines is
overprinted.

1.7 PessimalPrin t

A model of documert image degradations[Bai92]|appro ximating the physics
of machine-printing and imaging of textjw asusedto generatethe \P essimal-
Print" challengesillustrated in Figure 5.

Fig. 5. Example of a PessimalPrint challenge: an English word is chosenat random,
then the word (as a whole) is typesetusing a randomly chosentypeface,and nally
the word-image is degradedaccording to randomly selectedparameters (with certain
ranges) of the image degradation model.

An experiment assisted by ten UC Berkeley graduate-studert subjects
and three commercial OCR machines located a range of model parameters
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in which imagescould be generatedpseudorandomlythat were always legible
to the human subjects and never correctly recognizedby the OCR systems.
In the current version of PessimalPrint, for eacd challenge a single English
word is chosenrandomly from a set of 70 words commonly found on the Web;
then the word is renderedusing one of a small set of typefacesand that ideal
image is degraded using the parameters selectedrandomly from the useful
range. These images, being simpler and less mertally challenging than the
original GIMPY, would in our view almost certainly be more readily accepted
by human subjects.

1.8 BaeT ext

Chew and Baird [CBO03] noticed vulnerabilities of reading-basedCAPTCHASs
to dictionary and computer-vision attacks, and alsosurveyedthe literature on
the psydhophysicsof human reading, which suggestedresh defensesvailable
to CAPTCHAs. Motivated by these considerations, they designed\Ba e-
Text," a CAPTCHA which usesnon-English “pronounceablewords' to defend
against dictionary attacks, and Gestalt-motivated image-masking degrada-
tions to defend against image restoration attacks. An example is shown in
Figure 6.

Fig. 6. Example of a BaeT ext challenge: a nonsense(but English-lik e) word was
generated pseudorandomly, the word (as a whole) was typeset using a randomly
chosentypeface, an mask was generated, and the word image was damaged using
the mask.

Experiments on human subjects con rmed high human legibility and user
acceptanceof Ba eT ext images.They also found an image-complexity mea-
sure that correlated well with user acceptanceand assistedthe generation of
challengeslying within the ability gap.

1.9 ScatterT ype

In responseto reports (e.g.[MMO03,CLSCO05]) that several CAPTCHASs in wide
usecould be broken by segmert-then-recognizeattacks, Baird et al developed
ScatterType [BR05,BMWO05], whose challengesare images of machine-print
text whosecharacters have been pseudorandomlycut into pieceswhich have
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Fig. 7. Example of a ScatterType challenge: a nonsense(but English-lik e) word was
generated pseudorandomly, the characters (separately) typeset using a randomly
chosentypeface,an mask was generated, the character images cut into pieces,and
the piecesscattered pseudorandomly.

then beenforced to drift apart. An exampleis showvn in Figure 7. This scat-
tering is designedto repel automatic segmen-then-recognizecomputer vision
attacks. Results from an analysisof data from a human legibility trial with 57
volunteersthat yielded 4275 CAPTCHA challengesand responsesshow that
it is possibleto locate an operating regime|ranges of the parameters that
control cutting and scattering|within ~ which human legibility is high (bet-
ter than 95% correct) even though the degradationsdue to scattering remain
sewere.

2 The First International HIP Workshop

The rst NSF-sponsored workshop on Human Interactive Proofs was held
January 9-11,2002,at the Palo Alto Researt Center. There werethirt y-eight
invited participants, with large represenations from CMU, U.C. Berkeley, and
PARC. The Chief Scienists of Yahoo! and Alta vista were presen, along with
researtersfrom IBM Researt, Lucent Bell Labs, Intertrust STAR Labs, RSA
Security, and Documert Recognition Technologies,Inc. Prof. John McCarthy
of Stanford University preseried an invited plenary talk on "Frontiers of Al".
As a starting point for discussion,HIPs were de ned tentativ ely as

automatic protocols allowing a person to authenticate him/herself |
as, e.g., human (not a machine), an adult (not a child), himself (no
one else)| over a network without the burden of passwods, biomet-
rics, special mechanical aids, or special training.

Topics preserted and discussedincluded:

Completely Automatic Public Turing teststo tell Computers and Humans
Apart (CAPTCHAS): criteria, proofs, and design;

secureauthentication of individuals without using identifying or other de-
vices;

cataloguesof actual exploits and attacks by machines to commercial ser-
vicesintended for human use;

audio-basedCAPTCHAs;

CAPTCHA designconsiderationsspeci ¢ to East-Asian languages;
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authentication and forensicsof video footage;

feasibility of text-only CAPTCHAS;

images,human visual ability, and computer vision in CAPTCHA technol-
ogy;

human-fault tolerant approachesto cryptography and authentication;
robustly non-transferable authentication; and

protocols based on human ability to memorize through assaiation and
perform simple mental calculations.

Somedetails of the HIP2002 workshop are available on-line at
www.parc.com/istl /g roups/did/ HIP2M2

including the Program and Participants' list.

3 The Second International HIP Workshop

The 2nd International Workshopon Human Interactiv e Proofs (HIP2005, May
19-20,Bethlehem, PA) brought together twenty-six researters,engineers,and
businesspeopleinterestedin technologiesto protect networked servicesfrom
abuseby programs (bots, spiders, phishers, etc.) masqueradingas legitimate
human users.

Attendees participated in an intensive day and a half of plenary talks,
panels, and group discussionssharing the state of the art and identifying
urgent open problems. Nine regular papers, published in the refereed, on-
site, 141-pagehardcopy proceedings[BL2005], establishedthe framework of
discussionwhich embraced three broad topics:

PerformanceAnalysis of HIPs and CAPTCHAs
HIP Architectures
HIPs within Security Systems

Three working groupsdelved into the topics of "Ev aluation Methodologiesfor
HIPs," "Assuring High Performancein HIPs," and "Present and Future HIP
Tednologies."

Dr. Patrice Simard of Microsoft Researt preseried an invited talk on
"HIP Design: Synthesis, Analysis, and Usability." At the workshop banquet,
Dr. Andrei Broder of IBM Researt gave the Keynote Addresson "The Story
Behind Patent No. 6,195,698(the First CAPTCHA)."

Complete lists of the participants and the regular papers, details of the
program, and slides of someof the talks are available at the workshop web-
site http://www.cse. lehig h.edu/prr/ hi p2005. Summariesof the working
group discussionswill be posted there.

The workshop was organized by ProfessorsHenry Baird and Daniel Lo-
presti of the Computer Scienceand Engineering Department at Lehigh Uni-
versity.
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4 Implications for Image Recognition Research

The emergenceof "human interactive proofs' as a researti eld o ers a rare
opportunity (perhapsunprecedenied since Turing's day) for a substartiv e al-
liance between the image recognition and the theoretical computer science
researdy communities, especially theorists interested in cryptography and se-
curity.

At the heart of CAPTCHAs basedon reading-ability gapsis the choice of
the family of challenges:that is, de ning the technical conditions under which
text-images can be generatedthat are reliably human-legible but machine-
illegible. This triggers many image recognition researt questions,including:

Historically, what do the elds of Computer Vision and Pattern Recogni-
tion suggestare the most intractable obstaclesto machine reading, e.g:

segmetmation problems (clutter, etc); gestalt-completion challenges(parts

missing or obscured); sewere image degradation?

What are the conditions under which human reading is peculiarly (or even
better, inexplicably) robust? What doesthe literature in cognitive science
and the psychophysicsof human reading suggest,e.g.:ideal sizeand image
contrast; known linguistic context; style consistency?

Where, quartitativ ely as well as qualitativ ely, are the margins of good
performancelocated, for machines and for humans?

Having chosenone or more of these “ability gaps', how can we reliably
generate an inexhaustible supply of distinct challengesthat lie strictly

‘inside’ the gap?

It is well known in the image recognition eld that low-quality images
of printed-text documents pose serious challengesto current image pattern
recognition technologies [RIN96,RNN99]. In an attempt to understand the
nature and se\erity of the challenge,models of documert image degradations
[Bai92,Kan96]have beendeveloped and usedto explorethe limitations [HB97]
of image pattern recognition algorithms. These methods should be extended
theoretically and be better characterizedin an engineeringsense,in order to
make progresson the questionsabove.

The choice of image degradations for PessimalPrint was crucially guided
by the thoughtful discussionin [RNN99] of casesthat defeat modern OCR
machines, especially:

thickenedimages,sothat characters mergetogether;

thinned images,sothat charactersfragmernt into unconnectedcomponerts;
noisy images,causingrough edgesand salt-and-pepper noise;
condensedfonts, with narrower aspect ratios than usual; and

Italic fonts, whoserectilinear bounding boxes overlap their neighbors'.

Doesthe rich collection of examplesin this book suggestother e ectiv e means
that should be exploited?
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To our knowledge, all image recognition researt so far has beenfocused
at applications in non-adversarial environments We should look closely at
new security-sensitive questionssud as:

how easily can image degradationsbe normalized away?
can machines exploit lexicons (and other linguistic context) more or less
e ectiv ely than people?

Our familiarity with the state of the art of machine vision leads us to
hypothesize that no modern OCR machine will be able to cope with the
image degradationsof PessimalPrirt. But how can this informed intuition be
supported with su cien t experimental data?

CMU's Blum et al. [BALOO] have experimented, on their websitewww.captcha.net ,
with degradationsthat are not only due to imperfect printing and imaging,
but include color, overlapping of words, non-linear distortions, and complexor
random badkgrounds. The relative easewith which we have beenable to gen-
erate PessimalPrint, and the diversity of other meansof ba ement at hand,
suggestto us that the range of e ectiv e text-image challengesat our disposal
is usefully broad.

There are many results reported in the literature on the psydcophysics of
human reading which appear to provide useful guidance in the engineering
of PessimalPrint and similar reading-basedCAPTCHAs. [LPSS85]reports on
studies of the optimal reading rate and reading conditions for people with
normal vision. In [LKT97] an ideal obsener model is comparedquartitativ ely
to human performance, sheddinglight on the advantage provided by lexical
context. Human reading ability is calibrated with respect to estimatesof the
intrinsic di cult y of reading tasks in [PBFMO02], under a wide range of ex-
perimental conditions including varying image size,white noise,and contrast,
simple and complex alphabets, and subjects of di erent agesand degreesof
reading experience. These and other results may suggestwhich image degra-
dation parameters, linguistic cortexts, style (in)consistencies, and so forth
provide the greatestadvantage to human readers.

How long can a CAPTCHA sucd as PessimalPrint resist attack, given a
seriouse ort to advance machine-vision technology, and assumingthat the
principles | perhapseven the sourcecode| de ning the test are known to
attackers?

It may be easyto enumerate potential attackson vision-basedCAPTCHASs,
but a closereading of the history of image pattern recognition technology
[Pav00] and of OCR technology [NS96]in particular support the view that
the gap in ability between human and machine vision remains wide and is
only slowly narrowing. We notice that few, if any, machine vision technologies
have simultaneously achieved all three of these desirable characteristics: high
accuracy full automation, and versatility. Versatility | the ability to cope
with a great variety of typesof images| is perhapsthe most intractable of
these,and soit may be the best long-term basisfor designing CAPTCHAs.
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Abilit y gaps exist for other varieties of machine vision, of course,and in
the recognition of non-text images, suc as line-drawings, faces,and various
objects in natural scenes.One might reasonablyintuit that these would be
harder and sodecideto usethem rather than imagesof text. This intuition is
not supported by the cognitive scienceliterature on human reading of words.
There is no consensuson whether recognition occurs letter-by-letter or by a
word-template model [Cro82,KWB80]; sometheories stressthe importance of
contextual clues [GKB83] from natural languageand pragmatic knowledge.
Furthermore, many theories of human reading assumeperfectly formed images
of text. However, we have not found in the literature a theory of human
reading which accourts for the robust human ability to read despite extreme
segmetation (merging, fragmentation) of imagesof characters.

The resistanceof these problems to technical attack for four decadesand
the incompletenessof our understanding of human reading abilities suggests
that it is premature to decidethat the recognition of text under conditions of
low quality, occlusion, fragmertation, and clutter, is intrinsically much easier
| that is, a signi cantly weaker challengeto the machine vision state-of-the-
art | than recognition of objects in natural scenes.There is another reason
to useimagesof text: the correct answer to the challenge is unambiguously
clear and, even more helpful, it maps into a unique sequenceof keystrokes.
Can we put theseargumerts more corvincingly?
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