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Overview

* Background: the push toward paper-based voting
* Issues 1n processing scanned ballots

* Opportunties for document analysis research

* QOverview of our ongoing work”

* Summary

" Ideas and a prototype system, but no experimental results yet.
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E-voting In the news

‘Security Analysis of the Diebold AccuVote-TS Voting Machine‘ Eéecmlg Yﬁ)ﬁng dsys‘te(imtls]:i . d
the Good, the Bad, and the Stupi

SECURITY ALERT: July 4, 2005
Critical Security Issues with Diebold Optical Scan Design

‘Sccurily Assessment of the Diebold Optical Scan Voting Tcrminal‘

Pennsylvania voters: trust but verify

Poll finds most want ballot verification
Electronic Voting System Usability Issues

HE MACHINERY OF DEMOCRACY:
HACKING DEMOCRACY ROTECTING ELECTIONS

Hack-a-Vote: Security

“The bottarn line:is if we don't have the ability \]_ ‘{N ELEUTRONI{': EVORI"[} ' 2
e Issuies with Electronic

et e Analysis of an Electronic Voting System

Democracy, Thursday at 9 pr. ‘ V U LI I l H Oy bte m S

Privacy Issues in an Electronic Voting Machine

=000 #0005

SECURITY ALERT: May 11, 2006

5 i 1 ; ; ; Trusted Agent Report
Critical Security Issues with Diebold TSx, . .\ v 1oy ofing Systeml
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What are the problems?

Recent transition to e-voting in U.S. has been rocky at best:

* Well-publicized “attacks” by computer security researchers who
have obtained examples of such systems.

* Votes lost in real elections due to software / hardware failures ...

* ... and due to under-trained workers, bad user interface designs.

No matter the vendor, one truth holds:
all computer systems of this complexity have bugs.

Situation exacerbated by:

* Closed (proprietary) systems, no independent audit trail.
* Result 1s loss of voter trust, lawsuits, flurry of new legislation.
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Voting system usein the U.S.
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From Voting Technology: The Not-So-Simple Act of Casting a Ballot, by Paul S. Herrnson, et al, Brookings Institution Press, 2008.
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How did we get where we are?

The infamous
butterfly ballot from

the 2000 U.S.
Presidential election:

The Florida ballot 1s a classic example of bad user interface design.
(Computer software can suffer from such problems just as easily.)

http://www?2.indystar.com/library/factfiles/gov/politics/election2000/img/prezrace/butterfly large.jpg
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Hanging chads & voter intent

Votomatic technology used 1n Florida was
prone to paper jams. This led to hanging and
dimpled chads, making it hard to determine
voter intent, which provides the legal standard.

http://www.cs.uiowa.edu/~jones/cards/chad.html
http://www.pushback.com/justice/votefraud/DimpledChadPictures.html
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Counting votes may not be easy

?T‘C‘ALBA“DT STATE GENERAL ELECTION BALLOT
udge ____ COUNTY NAME ’
Judge NOVEMBER 7, 2006 I

=

INSTRUCTIONS TO VOTERS -
e et RO INSTRUCTIONS TO VOTERS

‘\ - " - " "
COUNTY OFFIcES To vote, completely fill in the oval(s) next to your choice(s) like this: Gl
| eTme—

CANDIDATE > CANDIDATE S CANDIDATE
O Rpe"enpence UEPENGENGE
@ CANDIDATE
CANDIDATE (O CANDIDATE
RERUBLEAN RERLBLICAN
(=] i, oy
CANDIDATE CANDIDATE
OO BhlGeraTie sarmER LiECR £ SENRRS Cranen-Lazor COUNTY TREASURER
CANDIDATE
O P Piniae O i
_ (> CANDIDATE
STATE AUDITOR
[anymre e Q%O GANDIDATE
UNITED STATES WE oo Pl
DISTRICT [NUMBER] O Notrtanence ke, e
CANDIDATE CANDIDATE COUNTY RECORDER
INDEzENDENCE et
CANDIDATE
O R O R e maemswon GO CANDIDATE
CANDIDATE
O GANDIDATE, D sienie
BEOCRATIE “ARMER LAECR ="
P ATTORNEY GENERAL
= VOTE FOR ONE COUNTY SHERIFF
CANDIDATE
STATE OFFICES O oerevvence = AT
O cANDIDATE
STATE SENATOR REPUBLICAY (S CANDIDATE
DISTRICT [NUMBER] O CANDIDATE o

.
VBT RREE GEMOE AT CTARMER-LALOR i w
CANDIDATE —_—————
INDESENDENGE [ p COUNTY ATTORNEY
o0 VOTE FOR ONE
°

() CANDIDATE

REPUBLICAN CONSTITUTIONAL () CANDIDATE
AMENDMENT
OO R wwerLascr O CANDIDATE
ey et sttt po e |
State COUNTY SURVEYOR
ATE R ERRESENTATY [T —————
CANDIDATE mvuvumsm ww‘lm, Wi Ui oval need Lo e word. D CANDIDATE
— CavoioATe
O SHRTE s e S T
L] L]
© R rsen.icon ot oA e T e CITY OFFICES ],] ]:]
[ i R [CITY NAME OPTIONALL ee e u O = scaIl I ea eI S IIll O Cou 1 °
GOVERNOR AKD 3R o CouNCIL MEMBER
LEUTENANT SOVEROR VOTE FoR UP 10 TWO
C/\ND\D/\TE AND COUNTY OFFICES (D CANDIDATE
O canpiny
& omoonE
W GOUNTY COMMISSIONER
— ooy DISTRICT [NUMBER] =

SR

— 7} fam]
GANDIDATE AND CANDIDATE it

. e Increasing demands that machine's
interpretation match a human's.

= e

VOTE FRONT AND BACK OF BALLOT

3Rz 001
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Evaluating election technologies

Some general system-level goals for trustworthy elections:

Need accurate determination of voter intent.

Must preserve voter anonymity.

Accessibility for disabled voters and non-native speakers.

If possible, prevent overvoting (invalidates voter's ballot).

If possible, prevent unintentional undervoting (voter confusion?).
Easy to administer, even by under-trained poll workers.
Transparently fair.
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LIngering concerns about paper
e

Draft report on Voluntary Voting Systems Guidelines by the
Security and Transparency Subcommittee for the Technical
Guidelines Development Committee of the National Institute of

Standards and Technology (NIST):

“The widespread adoption of voting systems incorporating paper did not
seem to cause any widespread problems in the November 2006 elections.
But, the use of paper in elections places more stress on (1) the capabilities
of voting system technology, (2) of voters to verify their accuracy, and
(3) of election workers to securely handle the ballots and accurately count
them. Clearly, the needs of voters and election officials need to be
addressed with improved and new technology. The STS believes that
current paper-based approaches can be improved to be significantly more
usable to voters and election officials ...”

W. Burr, J. Kelsey, R. Peralta, and J. Wack. Requiring software independence in VVSG 2007: STS recommendations for the TGDC. Technical report, National
Institute of Standards and Technology, November 2006. http://vote.nist.gov/DraftWhitePaperOnSIlinVVSG2007-20061120.pdf.
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Research guestions

Issues that arise from using paper ballots in elections:

* Accurate interpretation of marginal markings.

* Human cost, error rate, and bias in performing manual recounts.
* Failure modes in ballot imaging (e.g., paper jams).

* Systematic errors due to ballot layout (one candidate may be
disadvantaged over another based on physical location on page).

Also keep 1in mind:

* U.S. Elections can be complex (10's to 100's of choices).

* Impact of “voter error” (e.g., improper markings, erasures).
* Potential for traditional ballot-box stuffing.

* Computer hackers attempting to manipulate the vote.
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Connection to forms processing
e

Similarities to forms processing, but also some key differences:

* Much broader range of users (education level, literacy, etc.) than
for traditional forms applications.

* Ballots must preserve a voter’s anonymity.
* Demand to count votes and report results quickly.

* Elections are held infrequently, so voting equipment sits unused
for long periods 1n storage.

* Poll workers often lack technical expertise.
* Maintaining chain-of-custody is a critical security requirement.

* No financial interest in making sure votes are counted accurately,
but there 1s tremendous public interest.
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BallotToolkit

Software components written in Tcl/Tk and runnable under both
MS Windows and Linux. GUI logs user interactions (all events

time-stamped) to facilitate user studies. Data interchange via
XML-like file formats.

Provides support for:

 Ballot specification (locating targets, defining races and elections).
 Ballot ground-truthing (human interpretation of ballot markings).
* Synthesizing collections of marked ballots.

* Investigating “blind” auditing to eliminate human bias.
* Investigating homogeneous class display to facilitate recounts.
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BallotTool software

==

'

' ' '

Specification Ground-truth Blind Auditing HCD
experiments  experiments
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BallotTool GUI

LM_surveylb (x0.25)

=3

Mode Display Image Windows

Define

Ballot Definition

Lehigh University / Muhlenberg College
2008 Presidential Election
NATIONAL SURVEY

Please chose only one answer for each question. Fill in the oval for the answer that youl
select for each question.

In determining your vote for president in the 2008 election please indicate how importa)

| ISamwhal|
L

the following issues will be:

| Very

| Not Too | rqm At Au|
L |

The Economy
Terrorism
Taxes
Education
Health Care
Crime

00000000
00000000
00000000
00000000

Please identify your views on the following candidates for president:

ery Somewhat
Favorable Favorable

Not At All
Favorable

Not Too
Favorable

John McCain
Hillary Clinton
Barack Obama
Mitt Romney
Mike Huckabee

If the 2008 presidential election was being held today and the candidates were Democrd
Hillary Clinton and Republican John MeCain, who would you vote for?

Hillary Clinton o
John McCain o

If the 2008 presidential election was being held today and the candidates were Democrd
Barack Obama and Republican John McCain, who would you vote for?

o
o

Barack Obama
John McCain

Bounding Box ‘

x1:[10 yi:[in xe:[zsaz ye:[3zan

Race: |The War in Irag VoteFor: |1

Candidate: r—
;&30

Bounding Box
®1:[350  y1:[1050 x2:[s00  ye:[1105

Label Bounding Box

y1:§BSD x2: 1060 yZ:[mZD x1:ESDD

Taryet Bounding Box

y1:[1050  x2:[330

Candidate: | Somewnat Imporar

2|10

Label Bounding Box

|
y1: {830 x2: 1360 y2:|1020 ‘

x1: [1200

Target Bounding Box
4
w1z 1050  =2: (1230

Candidate: |MNot Too Important - HJ“S_UN

Label Bounding Box
y1:|8390 x2: h—_éémﬂu ya: iTm

x1: 15000

Target Bounding Box
)
y1:[1050 x2:[1590

Candidate: e
:[1730

Label Bounding Box

yi:[san wz:[1960 yz:[i0z0 | x1:[1E00

Target Bounding Box

Candidate: |ery Important

&30

Bounding Box
x1: (350 yi:[1110 x2:[s00 ye:[1i6s

Label Bounding Box

|
yi:|630 xZ: [1060  y2:|1020 ‘

x1:[300

Target Bounding Box
yi:[1110  %2:(590

Candidate: ;Sumewhal Importar < E‘T“’JTU"

Label Bounding Box

yi: 580 =e:[1360 yz:[i0zo | xi:[izoo

Target Bounding Box
yi:[1170 =z: 1230

Candidate: e
:[1430

Label Bounding Box

yi:[390 xz:[1o60 yz:[i0z0 | x1:[1500

Target Bounding Box
y1:[1170 x2:[1550

:[1730

Label Bounding Box

yi:[890  x2:[1s60 yz:[1020 | x1:[1600

Target Bounding Box

y1:[1110 xz:[1630
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File format for specifying ballots

Blank ballot

Lehigh University / Muhlenberg College
2007 Presidential Election
NATIONAL SURVEY

Please chose only one answer for each question. Fill in the oval for the answer that you
select for cach question.

In determining your vote {or president in the 2008 election please indicale how important
the following issues will be:

Very Somewhat Not Too Not At All
Tmportant Tmportant Tmportant Tmportant

The War in Iraq () o o (e
Global Warming O (e (e (=]
The Economy (e (e o o
Terrorism o o o o
Taxes o o o o
Education (o] o (e o
Hcalth Care o o o o
Crime o o o o

Plcasc identify your views on the following candidates for president:

Very Somewhat Not Too Not At All

Favorable Favorable Favorable Favorable
Rudi Giuliani (e o o o
Hillary Clinton o o o o
Barack Obama o (] (o) (]
Mitt Romney (] (] (e (e
John McCain o o o o

1 the 2008 presidential clection was being held today and the eandidates were Democrat
Hillary Clinton and Republican Rudy Giuliani, who would you vote for?

Hillary Clinton o
Rudi Giuliani O

1 the 2008 presidential clection was being held today and the candidates were Democrat
Barack Obama and Republican Rudy Giuliani, who would you vote for?

Barack Obama (e
Rudi Giuliani (e

Associated specification

<el ection | D="el ecti on001" El ecti on="Lehi gh- Muhl enberg Survey"
bb_x1="10" bb_y1="10" bb_x2="2542" bb_y2="3290">
<race | D="race001" Race="The War in Irag" VoteFor="1"
bb_x1="350" bb_y1="1050" bb_x2="800" bb_y2="1105">
<candi date | D="cand001" Candi date="Very | nportant"”
bbl _x1="830" bbl _y1="890" bbl _x2="1060" bbl _y2="1020"
bbt _x1="900" bbt _y1="1050" bbt _x2="990" bbt_y2="1105">
<candi dat e | D="cand002" Candi dat e="Sonewhat | nportant"
bbl _x1="1130" bbl _y1="890" bbl _x2="1360" bbl _y2="1020"
bbt _x1="1200" bbt _y1="1050" bbt _x2="1290" bbt_y2="1105">
<candi date | D="cand003" Candi date="Not Too | nportant"
bbl _x1="1430" bbl _y1="890" bbl _x2="1660" bbl _y2="1020"
bbt _x1="1500" bbt _y1="1050" bbt _x2="1590" bbt_y2="1105">
<candi date | D="cand004" Candi date="Not At All | nportant"
bbl _x1="1730" bbl _y1="890" bbl _x2="1960" bbl _y2="1020"
bbt _x1="1800" bbt _y1="1050" bbt _x2="1890" bbt_y2="1105">
</race>
<race | D="race002" Race="Gd obal Warm ng" VoteFor="1"
bb_x1="350" bb_y1="1110" bb_x2="800" bb_y2="1165">
<candi date | D="cand001" Candi date="Very | nportant"”
bbl _x1="830" bbl _y1="890" bbl _x2="1060" bbl _y2="1020"
bbt _x1="900" bbt_y1="1110" bbt _x2="990" bbt_y2="1165">
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BallotTool GUI for blind auditing

] balloto29378 (x0.5)

Perfect Ballot Mode Display Image Windows

In determining your vote for president in the 2008 election please indicate how important
the following issues will be:

ballot02937B (x0.5)

Perfect Ballot Mode Display Imaye Windows

In determining your vote for president in the 2008 election please indicate how important
the following issues will be:

= ballot02937B (x0.5)

Perfect Ballot. Mode Display Image Windows

In determining your vote for president in the 2008 election please indicate how important
the following issues will be:

Target x8

The WarinIraq
Global Warming
The Economy
Terrorism
Taxes

| Education

| Health Care

| Crime

[

@8 00/0/0[6l0
0008/0[@00

00008000

()
o
o
o
[=]
o
o
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BallotTool GUI for HCD

LM_surveyH CD (x0.25) (=]
Ballot Mode Display Image Windows _l

A

Classified as Votes

Waed X800
eeoXOR[®

0o0sD88 Qs

Roefojooeoo
Wowaoesowo

dgedeoqo
Soespaeo

-
=
-«
- |
=
&
-
=3

Classified as Non-Votes

0O

000000
Qoloofoloo
00000000
0100000

00 00[folo
0000000
Ploooofdoo
Do0o00o00l0oO
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BallotGen software

= ==

S

Print / Scan
el
Machine Human
interpretation interpretation
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Synthesizing ballots

Two paradigms for injecting marks on blank ballot substrate:

* Extract and place pre-marked targets on image.
* Transform and overlay marks with transparent backgrounds.

In latter case, we can:

* Adjust x- and y-displacement from target center.
* Scale x- and y-dimensions independently.

* Rotate mark by a random amount.

* Re-map grayscale or color of mark.

A Document Analysis System for
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Pre-marked targets

Very Somewhat Very Somewhat
Important Important Important Important
The War in Iraq @ o The War in Iraq D &
Global Warming < 4 ® Global Warming D 1> _»
Very Somewhat Very Somewhat
Important Important Important Important
The War in Iraq O - The War in Iraq O <«
Global Warming (> O Global Warming S <
Very Somewhat Very Somewhat
Important Important Important Important
The War in Iraq [} ] The War in Iraq w ok
Global Warming ok - ) Global Warming - -
Very Somewhat
Important Important
The War in Iraq g g
Global Warming

Lopresti » Slide 21

A Document Analysis System for
DAS Workshop * 9/19/08

Supporting Electronic Voting Research

UNTVERSTI | V E R 1 T Y

» Renssclaer 8 LEHIGH BOISF@STATE



Synthesizing ballots

39705-B

Letigh Usiversaty ¢ Mublenberg College
200K Presideniial Eloction
NATIONAL SURVEY

Please chose anly ome snewer Tor pach quesiion. Fill in the oval for the asewer that you
sedeet For each question,

In determining your vote for president in the 2008 dection please indicate how imporiasi
the Follewing issises will be:

WVery Somewhai Mol Too Nod AL AN

Imposiani Imporiant Emporiand Imposiant
The War in Irag [ =] [=] [=] -]
Cilobal Warming = (=] (=] f=1
The Ecomomy [=] [=) L -] L]
Termoiam =] - -] [=] =]
Taxis [ - ] (=] [ =]
Education [ = = p=]
Health Care L=] (=] [=] -]
Crime [=] = (=] [=]

Please identify your views on the following candsdates for presadent:

Very Somewkad Nat Too Mot At Al

Favorable Favorahle Favaorable Favorable
Johm MeCain L=] L= L] =]
Hilbary Cligiion o [ =] L=] [=]
Barack Obama [ =] — a0 [ =]
Mitt Romney [=] am =] =]
Mike Huckabos [=] [=1 (=] [=]

IF the 2008 presidential clection was being held today and the candidates were Democrat
Hillary Climon and Republican John MeCain, who would you vote for?

Hilkary Cliriom —
John MeCain [==]

IF the 2008 presidential clection was being held today and the candidates were Democrat
Barack Obama and Republican John McCain, who would you vole for?

Barsck Obamn o
Johe MeCain -

g

Simulated Lehigh-Muhlenberg
2008 Presidential Election
survey. Synthesized using
marks that are randomly
chosen and placed (some
intentionally “marginal”).
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Transformed and overlayed marks

OFFICIAL BALLOT
Judge
Judge

COUNTY NAME
NOVEMBER 7, 2006

STATE GENERAL ELECTION BALLOT

INSTRUCTIONS TO VOTERS

To vote, completely fllin the oval(sy next to your choice(s) like this: @B

CANDIDATE
= REFUBLICAN

CANDIDATE
OO Géinra Cropuer-LaBor

GANDIDAT:
O Shotmart

D vaeinitar,

D e s

ATTORNEY GENERAL
VOTE FOR ONE

FEDERAL OFFICES STATE OFFICES COUNTY OFFICES
UNITED STATES SENATOR SECRETARY OF STATE COUNTY AUDITOR
VoTE FOR VoTE FoR TE FOR ONE
CANDIDATE CANDIDATE S CANDIDATE
O Rpe"enpence OO ebertence /- |
@ CANDIDATE
CANDIDATE (O CANDIDATE "
e hiea RERRAT o
CANDIDATE CANDIDATE
OO BhlGeraTie sarmER LiECR £ SENRRS Cranen-Lazor COUNTY TREASURER
VOTE FOR ONE
CANDIDATE
O ELORRS [an g
T CANDIDATE
STATE AUDITOR
[am g s QXD CANDIDATE
UNITED STATES WE oo Pl
DISTRICT [NUMBER] o - ke, e
RICHNONE Kotpeunence
CANDIDATE CANDIDATC COUNTY RECORDER
hoEEDENGE et

>0 CANDIDATE
D CANDIDATE
(]

CANDIDATE.
(= DEMOCRATIC-

RIMERLABCR

[

COUNTY SHERIFF
CANDIDATE
STATE OFFICES O oerevvence = AT
CANDIDATE
BT O B O CANDIDATE
DISTRICT [NUMBER] o
vaTE FOR ONE GO AR E e asson et <
CANDIDATE
NoEENENGE = COUNTY ATTORNEY
o 'VOTE FOR ONE
 caNDDATE
RePUBLCAN CONSTITUTIONAL T CANDIDATE
AMENDMENT

() CANDIDATE

Faurs < vols on 4 consttionsd s, il e

et a3 woing 0 for e amendmant.

=

DISTRICT [NUMBER]

propssed oonsttutianal amentim

COUNTY SURVEYOR
VOTE FGR ONE

o -
compleel filn T oval next t tre vord "VES'fr that

VOTE FOR ONE e
CANDIDATE aancinsenl, compitsly 3 i tha vl et o e g | C CANDIDATE
R Koemvece 6 ot oo

() CANDIDATE

LIEUTENANT GOVERNOR
VOTE FOR ONE TEAM

CANDIDATE AND.

O CaNDIDATE
INDE>EHDEN
CANDIDATE AND

D CANDIDATE

REPUELIZAN

CANDIDATE AND
G=xCANDIDATE

DEMCCRATIS FARMER LABOR

COUNTY OFFICES

O GRTE mme | GO e

O FARRATE D o queston i puce a4 loworcavs oles] CITY OFFICES

o O ves [CITY NAME OPTIONAL]
GOVERNGR AND SN0 COUNCIL MEMBER

VOTE FOR UP T0 TVO.

GOUNTY GOMMISSIONER
DISTRICT [NUMBER]
OTE FOR ONE

20 CANDIDATE fam]

(D CANDIDATE

(D CANDIDATE
D CANDIDATE

B seinitom

[a)

—

VOTE FRONT AND BACK OF BALLOT

3Rz 001

R —

.

v
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Synthesizing ballot collections

ﬁ ballnfgen — |
Infa E;]@
e Define !ﬂ
Define Election
Lehig 05
Unite Ballots
lﬁ 50
0 L1
. [0
el IE Undervate R ate
002
- [0 ] =
) Step : ?tep 4: define election (# of ballots,
vervote Rate
Ui wz_UNdervote and overvote rates, etc.)
[0 |_L1
0
o
[E Randomize 10 |
State Experiment Suffis IEID'I—'
B
< [0l &l
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Status:

* Prototype nearly complete — blind auditing and HCD experiments
will commence soon in collaboration with social scientist
colleagues. Results to be presented in future papers.

Conclusions:

* Paper ballot processing provides an opportunity to apply
document analysis research to a timely and important problem.

* Upon reflection, a number of other ideas will come to mind.
E.g., style-based recognition for interpreting marginal markings.
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Whole-ballot recognition

BASEBALL HALL OF FAME _— Stray mark? BASEBALL HALL OF FAME
(vote for no more than V (vote for no more than 5)

Valid vote? ~ f Ty Cobb
BN
ogers Hornsby

Rogers Hornsby

O Walter Johnson <O Walter Johnson
< Nap Lajoie C Nap Lajoie

@ Christy Mathewson O Christy Mathewson
O Babe Ruth C Babe Ruth

O Tris Speaker O Tris Speaker

& Honus Wagner < Honus Wagner
O Cy Young O CyYoung

[1 Capture voter intent via style-based techniques.
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