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ABSTRA CT

Internet servicesdesignedfor human useare being abusedby programs. We present a defenseagainst such at-
tacks in the form of a CAPTCHA (completely automatic public Turing test to tell computersand humansapart)
that exploits the di�erence in abilit y betweenhumansand machinesin reading imagesof text. CAPTCHAs area
special caseof `human interactive proofs,' a broad classof security protocols that allow peopleto identify them-
selves over networks as members of given groups. We point out vulnerabilities of reading-basedCAPTCHAs
to dictionary and computer-vision attacks. We also survey the literature on the psychophysics of human read-
ing, which suggestsfresh defensesavailable to CAPTCHAs. Motiv ated by these considerations, we propose
Ba�eT ext, a CAPTCHA which usesnon-English `pronounceablewords' to defend against dictionary attacks,
and Gestalt-motivated image-maskingdegradations to defend against image restoration attacks. Experiments
on human subjects con�rm the human legibilit y and user acceptanceof Ba�eT ext images. We have found an
image-complexity measurethat correlates well with user acceptanceand assists the generation of challenges
to �t the abilit y gap. Recent computer-vision attacks, run independently by Mori and Malik, suggest that
Ba�eT ext is stronger than two existing CAPTCHAs.

Keyw ords: Human Interactive Proofs (HIPs), Completely Automatic Public Turing test to tell Computers
and Humans Apart (CAPTCHAs), psychophysics of reading, optical character recognition (OCR), Gimpy,
PessimalPrint, Ba�eT ext, Turing tests

1. INTR ODUCTION

We present Ba�eT ext, a schemefor distinguishing betweenhumansand computers in an online environment in
order to block abusive automatic transactions. We describe experiments which suggestthat Ba�eT ext is well
tolerated by human usersand more resistant to computer vision attacks than previous schemes.

A Human InteractiveProof (HIP) is a proof that a human canconstruct with no specialequipment, but which
a machine cannot easily construct.?, ? More generally, HIPs are a broad classof challenge/responseprotocols
which allow an unaided human to authenticate herselfasa member of a given group, such ashumans or adults.
Such proofs must resist passive attacks: any party that seesthe proof should be unable to falsely generate
a proof of membership. A CAPTCHA, Completely A utomatic Public T uring test to tell Computers and
H umans A part, is a classof HIPs whosepurposeis to distinguish humans from computers. CAPTCHAs have
the attractiv e property that they do not have to be as computationally intractable as traditional cryptographic
problems | if an adversary can hire a human to take the test more cheaply than it would cost to break the
test computationally, the test is secureenough.

Ba�eT ext exploits the large gap in abilit y betweenhumans and machines in reading imagesof text and is
thus a `reading-based'CAPTCHA. All CAPTCHAs in usetoday that are known to us are reading-based.?
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Figure 1: An example of the PessimalPrint CAPTCHA

Figure 2: An example of the original `Hard' Gimpy CAPTCHA

1.1. W eb-Securit y Motiv ations

The proliferation of publicly available services on the Internet is a boon for the communit y at large, but
unfortunately it has invited new abuses. Programs (`bots', `spiders') are being written to steal servicesand
conduct fraudulent transactions. Someexamples:

� Free online accounts are being automatically registered, many times, and then used to distribute stolen
copyrighted material.?

� Recommendation systemsare vulnerable to arti�cial in
ation or de
ation of ratings. For example, E-
bay, a high-tra�c auction website,allows its usersto rate buyers and sellerson the basisof how well they
completetransactions.? Unscrupuloussellersrate themselvespositively, thousandsof times automatically,
in order to hoodwink buyers into believing that they are trust worthy.

� Spammersregister free e-mail accounts o�ered by such servicesasHotmail in large numbersand usethem
to sendunsolicited email.?

These are just a few examplesof actions which are tolerable when performed occasionally by individuals, but
becomeabusive when executedmany times automatically. ?, ?

2. TEXT-BASED CAPTCHAS

2.1. Reading-based CAPTCHAS

All CAPTCHAs presently in commercial useexploit the abilit y of people to read imagesof text more reliably
than optical character recognition (OCR) and other machine vision systems. Their challengesare created as
follows: pick a word, pick a typeface,render the word using the typefaceinto an image, and degradethe image.
The choicesof word, typeface,and degradation must be engineeredto yield imageswhich are easyfor humans
to recognizebut ba�ing to all OCR systemsnow and, one hopes, for years to come. Then, if a subject can
correctly transcribe (read and type in) the word in the image, the subject may be judged to be human, not a
machine. Key research questions,which we considerhere, include:



Figure 3: An example of EZ-Gimp y, the simpli�ed Gimpy CAPTCHA currently in use on Yahoo!

� What are the conditions under which human reading is peculiarly robust? What does the literature on
the psychophysicsof human reading suggest?

� What do computer vision, pattern recognition, and document image analysis suggestare the most in-
tractable obstaclesto machine reading?

� Where, quantitativ ely, are the margins of good performancelocated, for humans and for machines?
� Having chosenoneor more of theseabilit y gaps,how can we reliably generatean e�ectiv ely inexhaustible

supply of distinct challengesthat lie strictly within the gaps?
� Will peopletolerate such tests? Will they be able to read the text imageswithout undue di�cult y?
� How well doesa CAPTCHA resist attack by present-day OCR and computer-vision methods?

2.2. The EZ-GIMPY CAPTCHA

Yahoo! usesa CAPTCHA called EZ-Gimpy, developed at The School of Computer Scienceat Carnegie-Mellon
University, to protect a variety of on-line services? including registering for free email accounts. The EZ-
GIMPY lexicon consistsof 850English words; theseare renderedin various FreeType fonts and degradedusing
the Gimp?, ? tool. Its image degradations include background grids and gradients, non-linear deformations,
blurring, and additiv e pixel noise.

Greg Mori and Jitendra Malik of the Computer ScienceDivision at U.C. Berkeley describe an attack?

on EZ-Gimpy, using lexical knowledge and `generalizedshape contexts,' which enjoyed a successrate of 83%.
Generalizedshape contexts are usedto �nd candidatessimilar to the target shape, and then the lexicon is used
to prune the tree of candidate words.

2.3. The PessimalPrin t CAPTCHA

Another early exampleof a reading-basedCAPTCHA is PARC/UCB's PessimalPrint (Figure 1).? Its lexicon
contains only common English words, so as not to penalize young or non-native English readers. The words
are between5 and 8 characters long, with no ascenders(except for i) or descenders,to defendagainst character
shape-coding OCR.? The motive for the length restriction is that short words are more subject to brute-
force template matching attacks, and long words are more vulnerable to word-shape recognition (and more
burdensomefor humans). This approach yields a small, �xed lexicon. There are over a thousand words in
the standard Unix dictionary that meet the length and ascender-descenderrestrictions, but many of them are
uncommon: in the end, PessimalPrint usedonly 70 words.

Unfortunately , such a lexicon is far too small. If an attacker merely tried one word from it at random, the
CAPTCHA would break with probabilit y 1=70. This attack requires no computation and is easily automated,
so the cost of any one successfulauthentication is low.

PessimalPrint usesthe Baird degradation model to degrade the word images, simulating physical defects
causedby copying and scanningof printed text. ? Systematic testing using synthetic imagesgeneratedby this
model has located the margins of good performancefor several OCR technologies.?, ?

We invited Mori and Malik to attack PessimalPrint, using the sameparametersas in the EZ-Gimpy attack.
On a set of 10 PessimalPrint imagesusing the Courier font, their attack produced 4 correct answers. For 4 of
the remaining images, the correct word was in fourth place or higher in the ordered list of candidates. The



Table 1: Examples of using a mask for degradation

word image mask image

type

add

subtract

di�erence

Courier font used in the attack was not an exact match for the original PessimalPrint font. In another set of
17 PessimalPrint images, in which the fonts were randomly chosenand not identi�ed, the Mori-Malik attack
failed. So, when the font is approximately known, the Mori-Malik attack can break PessimalPrint 40% of the
time. Scaling up to a large number of known fonts, though not yet attempted, might be fairly successfultoo.

2.3.1. User Acceptance

It is critically important that human users not �nd a CAPTCHA annoying or excessively di�cult. Yahoo!
has 98 million registered users,and Hotmail has 100 million ?, ?; so even if 99.999%percent of the population
doesn't complain, a CAPTCHA administrator could still face on the order of 1000complaints a day. The �rst
Yahoo! CAPTCHA, called 'Hard' Gimpy (Figure 2), triggered usercomplaints necessitatingits replacement by
the simpler EZ-GIMPY (Figure 3).

2.4. Where OCR Technology Fails

One possibleattack on reading-basedCAPTCHAs is to apply image-restorationoperations beforeOCR. Almost
all current techniques for image restoration focus on removing the e�ects of blurring, thresholding, and per-
pixel (e.g. additiv e) random noise (such as are relied on in PessimalPrint). However, there are other classes
of degradations, such as occlusion or interference by random shapes, which obliterate parts of the image.
Image restoration methods cannot replacethesemissingparts without prior knowledgeof the occluding shapes.
However, humans are remarkably good at recognizingan entire shape or picture in spite of incomplete, sparse,
or fragmentary information: this is an exampleof a `Gestalt perception' abilit y.

We have therefore chosen to attempt to generate degradations which exerciseGestalt abilities. Table 1
exhibits three types of mask operations: addition, subtraction, and di�erence. � Our use of these masks is
described later in Section 4.

3. THE PSYCHOPHYSICS OF READING

We have surveyed the literature on the psychophysics of normal human reading in the English language,with
the aim of identifying properties of images of printed text which (a) a�ect human legibilit y as measuredby
accuracyof transcription and which (b) a�ect the di�cult y of the reading experiencein terms of time and e�ort
expended,or user annoyance.

� For black (1) and white (0) images, adding is equivalent to Boolean OR, subtracting to NOT-AND, and di�erence
to XOR.



3.1. Optimal Presen tation of Text

The literature ? shows that humanscan read best when the subtendedanglefrom the eye to the character height
is 0.3-2.0� . Assuming a distance from the eye to the monitor screenof about 20 inches, the optimal range of
character height is from 0.2 to 0.7 inches. There is no reasonnot to present peoplewith this optimal character
size,sinceOCR programs are free to rescaleimagesas best suits them.

Legge et al. have studied performance metrics for human reading such as the critical reading rate (the
maximum rate at which humanscan readwith acceptableerror rates), but researchersmust makefurther studies
to determine whether thesemetrics relate to whether subjects �nd a reading-basedCAPTCHA burdensome.?

3.2. Helpfulness of Linguistic Con text

Reading-basedCAPTCHAs can use correctly spelled words, random strings of characters, or something in
between. The use of correctly spelled English words certainly assistslegibilit y for humans (as well as, as we
have seen,for machines): studies? show that human subjects can read a whole English word faster than they
can read a single letter, even the �rst character of the word! Subjects also read with lesse�ort, and perhaps
with higher accuracy, if the challengesare correctly spelled English words.

We chose to use non-English but pronounceablecharacter strings (described in the next Section). This
probably increaseslegibilit y for human users, while it certainly alleviates the small known lexicon problem.
However, this choice comeswith tradeo�s. Recent research? suggeststhat the time to recognizea visually
presented word may be a function of the frequenciesof orthographically similar `stimulus' words that have
recently beenseen.Reading error rate increaseson words having at least one higher frequency neighbor. As a
result, random but pronounceablewords may be problematic in CAPTCHAs sincepeoplemay tend to identify
them as real English words (e.g, misreading `separate' for `seperate'). The literature does not suggesthow to
quantify this e�ect.

4. THE BAFFLETEXT SPECIFICA TION

Ba�eT ext is a reading-basedCAPTCHA that usesrandom masking to degrade images of non-English pro-
nounceablecharacter strings. Each Ba�eT ext challengeis generatedas follows:

1. generatea pronounceablecharacter string and ensureit is not in the English dictionary;

2. choosea font from among a large number;

3. render the character string using the font into an image (without physics-baseddegradations);

4. generatea mask image (described below)

5. choosea masking operation from among `add,' `subtract,' and `di�erence' (seeTable 1); and

6. combine the character-string image and mask image using the masking operation.

Parametersgoverning mask generation include:

1. Masking shape: Any combination of circles, squares,and ellipses. The minimum and maximum radius
determine the sizerange of the shapes.

2. Minim um radius or radii (in pixels) of a masking shape: for circles, this was the ordinary radius; for
squares,this was the half of the minimum allowable side length; for ellipses,this was half the major axis
or half the minor axis.

3. Maximum radius or radii (in pixels) of the masking shape, similar to minimum radius.

4. Density: the fraction of black pixels in the resulting mask.



Table 2: Examples of Ba�eT ext

Image word Image word

obviouse,P 2=A = 298 quasis,P 2=A = 280

alued, P 2=A = 115 brience, P 2=A = 118

emperly, P 2=A = 90 �nans, P 2=A = 49

magine, P 2=A = 113 othis, P 2=A = 14

ourses,P 2=A = 113 privally, P 2=A = 178

thates, P 2=A = 309 publice, P 2=A = 2900

Pronounceablecharacter strings are generatedby a character-trigram Markov model trained on the Brown
corpus.?, ? The strings contain only lowercasealphabetic characters and are between 5 and 8 letters long.
They also are �ltered so they do not appear in /usr/share/dict/ words; the reasonfor this is that we wanted
all the challengesto seemequally foreign. Preliminary �ndings show that the number of eligible strings is linear
in the number of bytes generatedby the Markov model, so we can add strings as needed.

Examples of Ba�eT ext challengescan be seenin Table 2. Section 6 explains the image complexity metric
P2=A.

5. THE BAFFLETEXT EXPERIMENT

We generated Ba�eT ext challengesand tested them on human users, as follows. First we generated 2758
pronounceablecharacter strings (in production they could be generatedon the 
y as needed). Picking fonts
uniformly at random from among 72 FreeType fonts,? we rendered all the text strings as black and white
imagesat a type size of 40 pixel/em. Assuming a desktop resolution of 1024x768and a monitor height of 12
inches,thesestrings are 0.3 incheshigh and soat 20 inchesviewing distancesubtend about 0.9� which is within
the optimal readability range of 0.3-2� . We then generated2000 masks consisting of masking shapes chosen
and placed at random. The masking shapeswere combinations of squares,circles, ellipses. The parametersfor
generating the masking shapes(Section 4) were:

1. minimum radius or radii (in pixels) of a masking shape;
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Figure 4: Percent of correct answers vs. di�cult y rating

2. maximum radius or radii (in pixels) of the masking shape (we tried maximum radii ranging from 5 to 15
pixels); and

3. density (fraction of black pixels): 1% to 50%.

Finally, for each image,weselecteda mask| add (BooleanOR), subtract (BooleanNOT-AND), or di� (Boolean
XOR) | uniformly at random. We did this twice for each clean word image. Altogether, we generatedmore
than 5000Ba�eT ext challenges.

We constructed a Ba�eT ext website and invited 33 PARC employees(including summer interns) to visit it
and transcribe as many Ba�eT ext challengesas they desired. We recordedtheir answers, responsetimes, and
optional comments. Responsetime was measuredat the server side, and so included the (usually negligible)
round-trip network communication time betweenserver and client machines.

Also, subjects rated the perceived `di�cult y' of each image, on a scale of 1-10 (10=hardest), before we
revealedto them whether or not their answer was correct (to eliminate bias in the di�cult y ratings). This was
to help us understand how to generateBa�eT ext with low perceived as well as actual di�cult y for humans
(and, of course,high actual di�cult y for machines).

6. RESUL TS

The subjects transcribed and rated the di�cult y of 1212Ba�eT ext challengesaltogether. Their transcriptions
were correct in 79% of the cases. The averageresponse time was 6.6 secondsfor correct transcriptions and
15 secondsfor incorrect transcriptions. Figure 4 shows that perceived di�cult y is well correlated with actual
di�cult y. Figure 5 shows that 67.7%of all the correct trials were rated 4 or below in di�cult y, and 67% of all
the incorrect trials were rated 7 or above.

It would be highly useful to be able to predict di�cult y (both actual and perceived) of a challengeat the time
we generateit. In our �rst attempt at this, we examined the density parameter (the fraction of black pixels)
of the `e�ectiv e mask': that is, the mask pixels that make somedi�erence when applied to the original word
image.y However, Figure 6 shows that this `e�ectiv e density' does not correlate well with objective di�cult y.
The reason for this becomesclear in Figure 7: the four images in Figure 7 have the same density, but each
�gure is more complex than the last.

yFor example, with `addition' the parts of the mask where the original clean word image is black do not matter, so
we subtract the original image from the challenge image to give the e�ectiv e mask image. Similarly , for `subtraction' we
subtract the challenge from the original.
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Next, we tried an imagemetric described in the psychophysicsof reading literature, perimetric complexity.?

This measuresthe length of the boundary between black and white (the `perimeter') squared divided by the
black area, P 2=A. Perimetric complexity is unitless, independent of scaling, and additiv e for equi-areashapes.
Table 2 shows examplesof Ba�eT ext and their perimetric complexities. As Figures 8 and 9 show, perimetric
complexity is better correlated with both perceived and actual di�cult y than e�ectiv e density is: good enough
to allow the selection of Ba�eT ext challengesto lie within given rangesof di�cult y ratings: e.g. to achieve a
di�cult y rating of 4 or less,pick challengeswith perimetric complexity lessthan 100.

The maximum radius of the occluding shape also a�ects the legibilit y of Ba�eT ext. As radius increases,
accuracy decreasesfor addition and subtraction, but increasesfor di�erence (Figure 10). This occurs because
applying `di�erence' to large occluding shapes inverts large sectionsof the original image while still retaining
high human readability. Subtraction causesthe greatest loss in human legibilit y with increasingly large radii,
becauselarge occluding shapesobliterate large parts of the image.

6.1. Exit Surv ey Results
Of the 33 participants, 18 took the exit survey on their background and reactions to the Ba�eT ext experiment.
Of the 18,

� 3 reported they would be willing to solve a Ba�eT ext every time they sent email;
� 7 reported they would be willing, if it reducedspam tenfold;
� 14 said they enjoyed `perfect vision' (with corrective lensesif necessary);
� 16 reported they would be willing to solve one every time they registeredfor an e-commercesite;
� 17 reported they would be willing, if it meant those sites had more trust worthy recommendationsdata;

and
� all 18 reported they would be willing to solve one every time they registeredfor an e-mail account.

6.2. Engineering Recommendations
Our experimental results and literature survey encourageus to make speci�c recommendationsfor Ba�eT ext
engineering:

� generateimageswith perimetric complexitiesbetween50and 100,soasnot to makethe test too frustrating
for humans; and

� usethe di�erence masking operation, sincehumans can read Ba�eT ext under di�erence very well, and at
higher perimetric complexities than under addition and subtraction.

Our experiment shows that these engineeringpolicies have enabled all the human subjects to respond to the
challenges,and able to answer correctly at least 89% of the time, and quickly, averaging 8.7 secondsper trial.
Also, for reading-basedCAPTCHAs in general,we suggestrendering the word to fall within the optimal range
for legibilit y, i.e., between0.2-0.7incheshigh for a sitting distance of 20 inches.

6.3. A ttac king Ba�eT ext

We have subjected Ba�eT ext to the Mori-Malik attack? in order to compare it with EZ-Gimpy and Pessi-
malPrin t. In those attacks, Mori and Malik had full knowledgeof both the lexicon and the font: so, to allow
for straightforward comparisons,we allowed the samefor Ba�eT ext (atypically, since in normal practice both
would be kept secret). We picked 15 words from EZ-Gimpy's lexicon and applied the addition, subtraction,
and di�erence operations to each word, picking the operation and mask uniformly at random. The maskswere
generated,then selected,to have perimetric complexity between28 to 405. The words were all renderedin the
sameCourier font that the Mori-Malik attack assumes.In a test of 45 images,11%werecorrect (2 di�erence, 2
addition, and 1 subtraction). Of the imagesfalling in our recommendedrange (50-100perimetric complexity),
25% were correct. The results of the Mori-Malik attack, given full knowledgeof font and lexicon, are summa-
rized in 6.3. Ba�eT ext resists this attack better than EZ-GIMPY and PessimalPrint, even when it is stripp ed
of two of its most powerful defenses.



Table 3: Results of the Mori-Malik attack on reading-basedCAPTCHAs with full knowledge of font and lexicon

CAPTCHA Successrate
Ba�eT ext 11%
Ba�eT ext (recommendedcomplexity range) 25%
PessimalPrint 40%
EZ-Gimpy 83%

7. DISCUSSION

The techniquesunderlying Ba�eT ext, inspired by a critical analysisof weaknessesof earlier CAPTCHAs, knowl-
edgeof the state of the art of machine vision, and guidanceculled from the literature on the psychophysics of
reading, appear promising. We have found that perimetric image complexity correlates strongly with actual
di�cult y (the objective error rate) people have in reading. Perceived (subjective) di�cult y is also strongly
correlated with perimetric image complexity. Theseresults make possiblethe automatic selection, from among
candidate imagesgeneratedat random, an inde�nitely long seriesof distinct challengeswhich are, with high con-
�dence, legible and well tolerated by human users,while resisting attack by modern computer vision technology
better than two other CAPTCHAs. Questions for further investigation are:

� How well (or poorly) do a wide range of existing commercial OCR machines perform on Ba�eT ext?

� Can we develop image restoration techniques or other machine vision techniques that break Ba�eT ext?

� Do our engineeringrecommendationsproduce Ba�eT ext that the general public is willing to transcribe
without complaint?
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