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Abstract

It is a well documentedfact that, for humanreaders, familiar
text is more legible thanunfamiliar text. Current-generation com-
puter vision systemsalso are able to exploit somekindsof prior
knowledge of linguistic context: for example, manyOCRsystems
canuseknownlexica (word-lists,such asof commonlyoccurring
Englishwords) to disambiguateinterpretations. It is interesting
thathumanreaders canexploit variousdegreesof familiarity: for
example, stringsof characterswhich,whilenotfoundin dictionar-
ies,aresimilar to spelledwords: e.g. “pr onounceable”strings,or
strings madeup of frequentlyoccurring character n-grams. In
contrast to this, computervision technologiesfor exploiting such
poorlycharacterizedconstraints(absentanexplicit, completelex-
icon) are not yet well developed. This gap in ability mayallow
us to designstronger CAPTCHAs.We measure the familiarity of
challengestringsgeneratedbyfour methods(describedbyBentley
andMallows)andweusetheScatterTypeCAPTCHAto degrade
challenge images.We reporttheresultsof a humanlegibility trial
which supportsthe hypothesisthat more familiar stringsare in-
deedmore legible in CAPTCHAs.Our measurementsmayenable
engineeringCAPTCHAswith a more uniformdistributionof dif�-
cultybybalancingimagedegradationsagainstfamiliarity.
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umentimage analysis,Gestaltperception,familiarity, im-
age recognition, linguistic context, Markov scores

1 Intr oduction

Humaninteractive proofs(HIPs)have recentlybeende-
velopedto blockcomputersfrom abusingInternetresources
intendedfor humanuse[1]. Most HIPs todayarereading
CAPTCHAs—CompletelyAutomaticPublicTuring teststo
tell ComputersandHumansApart—whichchallengeusers
to readdegradedimagesof text which baf�e currentOCR
techniquesbut arestill legible to humanreaders.Lehigh's
reading CAPTCHA ScatterType consistsof a randomly

generated(nonsense,but English-like) text string rendered
asanimageusinga randomlyselectedtypeface.Thechar-
acter imagesare cut into pieceswhich are then scattered
apartpseudorandomlyaccordingto presetparameters(for
examples,seeFigure2). Humanlegibility trialshaveshown
that users'subjective rating of dif�culty is correlatedwith
objective illegibility, andit is now understoodhow to engi-
neerScatterTypechallengesto meetlegibility anddif�culty
targets[2].

It is known that humansreadingfamiliar text perform
betterthanon unfamiliar text [9][11][10]. Computervision
systemsalsocanexploit somekinds of linguistic context:
many OCRsystemscanuseknown lexica[7]. While human
readerscanexploit a rangeof degreesof familiarity, OCR
technologiesfor exploiting suchconstraints(absenta �x ed,
known lexicon)areimmature.

This gap in ability betweenhumansandmachinesmay
allow ustodesignstrongerCAPTCHAsbyexploiting trade-
offs betweenfamiliarity of challengestringsanddegrada-
tion of theimage.

English words – English words are familiar to most
usersof the Internet,but arealsovulnerableto dictionary-
basedattacks.Bentley andMallows[6] observedthatbrute-
force image segmentationfollowed by dictionary lookup
can raisethe probability of successfulattackfrom 1/N to
k/N, wherek is thenumberof distinct lengthsof thestring
andN is thenumberof wordsin thedictionary.

Mark ov dictionary strings– A Markov dictionarytext-
string is an English-like nonsensestring, generatedbased
on the charactern-gram statisticsof words. Bentley and
Mallows[6] extractedcharacter3-gram frequenciesfrom
an English dictionary in which the beginning and end of
words were marked with specialsymbols. The resulting
Markov model was then usedto generatewords psuedo-
randomly;Englishwordswerethenremovedfrom the list,
leaving wordswhich only resembleEnglish,e.g. “coness”
and “splain”. This Markov model canbe appliedto esti-



matetheprobabilitythatany givenstringwill begenerated
by the model. These“Markov generationscores”(or sim-
ply, Markov scores) areexpressedhereasnegativesof bi-
nary logarithmsof theseprobabilities. Thus,for example,
thestring“proper” is scored15.47,and“tacman”is scored
29.54(lowerscoresre�ect higherprobabilities).If a transi-
tion within thestringnever appearsin thetrainingdata,we
assignasmoothedprobabilityof 2� 6.

Consonant-vowel-consonant (CVCCVC) 6-tuples –
Most trigrams formed of consonant/vowel/consonant
choices—e.g. “kag”—are pronounceableeven when they
arepeculiar(e.g. “juf ”). By stringingthemtogether, e.g.
“sixbeg”, we can generatemany pronounceablenonsense
words.

Random strings – A randomstringconsistsof charac-
tersselectedrandomlyanduniformly from amongthe 26
alphabeticcharacters.An exampleof suchstringis “tjcn�”.
Theresultingstringmaynotbepronounceableandmaynot
be a dictionaryword. But its randomnessprovidesmaxi-
mumprotectionfrom blind attackers,comparedto theother
threecategories.

We selectedor generatedfour setsof words—English,
Markov, CVCCVC, and Random—andthen forced them
to be disjoint.1 Whenpeopleareshown degradedimages
of stringschosenfrom thesefour sets,we expect themto
recognizestringssomesetsmorereliably thanothers.Cer-
tainly weexpectthatEnglishwordswill beeasierthanran-
domstrings.It is notclearto uswhichof (a)Markov dictio-
narystringsand(b) CVCCVCstringswill beeasier, but we
expectthembothto lie betweenEnglishandrandomstrings.
To helpresolvethisquestionwewill usethefour setsin un-
equalproportions:15% English,35% Markov dictionary,
35%CVCCVCstrings,and15%random.

We reporton the resultsof two experimentsto testthis
hypothesis.The �rst experimentmeasuredrelative famil-
iarity amongthe four sets.Thesecondmeasuredhow this
familiarity affectslegibility of ScatterTypechallenges.

2 Experiment 1: Measuring Familiarity of
Text Strings

Wepresentedlistsof six-letterstrings(chosenat random
from the four lists) to humansubjectswith the instruction
to assigneacha “f amiliarity score”between1 and5 asfol-
lows:

5 - most familiar , English e.g. “tigers” and“youall”;
4 - pronounceable& English-like e.g. “wellum” and

“seveng”;

1If anEnglishwordoccurredin anotherset,it wasprunedfrom thatset.
If a CVCCVC or Markov dictionarystring occurredamongthe random
strings,it wasprunedfrom the randomset. Any string that occurredin
boththeCVCCVCandMarkov dictionarylistswasprunedfrom bothsets.

English Markov CVCCVC Random
4.79 3.41 2.63 1.47

Table 1. Mean familiarity scores assigned by
eleven human subjects to the four categories
of 6-character strings: (a) English words; (b)
Markov Dictionar y strings; (c) CVCCVC 6-
tuples; and (d) Random unif orm over the al-
phabet. (5: most familiar , 1: least.)

3 - pronounceablebut not English-like e.g. “yecwan”
and“sursuf”;

2 - unpronounceablee.g. “ptmadh”and“xigifz”; and
1 - random e.g. “jqjdcr” and“tkljzr”.

The subjectswereasked not to consultdictionaries.Alto-
gether4649 stringswere examinedand scoredby eleven
subjects. (Only threenon-native English speakers partic-
ipated.) The resultsare shown in Table 1. The absolute
familiarity scoresfor Markov andCVCCVCoverlappedfor
someusers,suggestingthat the differencein familiarity is
slightandinconsistentbetweenthesetwo setsof strings.

Our datareveal a strongcorrelation,of 63%, between
humanfamiliarity andMarkov scores.Figure1 shows the
minimum,maximum,andmeanvalues(with plus andmi-
nus one standarddeviation) of the Markov scoresfor the
four typesof strings.As we expected,EnglishandMarkov
stringshavethelowestscoresandvariances.TheCVCCVC
strings,however, have a high score,while their familiarity
scoresarenotmuchdifferentfrom thoseof Markov strings.
Thisgapmaybedueto thefactthatthepronounceabilityof
the CVCCVC stringsis familiar in quite a differentsense
than the resemblanceto dictionarywordscapturedby the
Markov model.

3 Experiment 2: Measuring Effect of Fa-
miliarity on Recognition of ScatterType
CAPTCHAs

Wehave investigatedhow goodapredictoreachof these
scoresis of successin answeringCAPTCHAs.Stringsfrom
all four groupswererenderedasdegradedimagesusingthe
ScatterTypeCAPTCHA technology[2]. Brie�y , a Scatter-
Typechallengeis a stringof charactersrenderedasan im-
agein a randomlychosentypeface. The characterimages
arecut into pieces,thepiecesarescattered,andthecharac-
tersarepulledclosetogether, sothatpresent-daycomputer
vision techniques�nd the resulting“word” imagehard to
segmentinto characters,andthushardto recognize.Sev-
eral parameterscontrol the cut-and-scatterprocess:a cut
fractiondeterminesthefragmentsize(the`offset' locations



Figure 1. Markov scores for the four groups
of text-strings: the rang es from minim um to
maxim um values are indicated by thin ver ti-
cal bars; mean values plus and min us one
standar d deviation are sho wn by the ver tical
boxes.

of cutsarerandom).Fragmentsaremovedapartby anex-
pansionparameter. Eachrow of fragmentsis shiftedright
andleft alternatively by a randomdistancecontrolledby a
horizontal-scatterparameter. A vertical-scatterparameter
shiftsfragmentswithin a row up anddown alternately. Ex-
amplesof ScatterTypechallengeimages,over a wide range
of dif�culty , areshown in Figure2.

In thistrial, subjectswerechallengedto readScatterType
imagesof the text-stringsdescribeabove, generatedover a
rangeof degradationparametersknown to spanhighly leg-
ible andaswell asillegible variations.Theobjective dif�-
culty asa functionof imagedegradationis discussedin [2].
Eachof thefour text-stringlists weresubjectedto thesame
pseudorandomrangeof imagedegradations.Thus,if mem-
bershipin the four lists did not affect legibility, we would
expectthehumanreadingaccuracy to bestatisticallyindis-
tinguishableamongthefour groups.

A totalof 7489suchchallengeswerepresentedto 86hu-
mansubjects.Theresultsaresummarizedin Table2. The
legibility of challengesis strongly affectedby familiarity
of the text-strings,and the ranking of the four text-string
groupsparallelstheir familiarity scores.Englishwordsare
recognizedbetterthanthe otherthree,andrandomstrings
are recognizedmore rarely than the other three. Reading
accuracy ontheMarkov dictionarystringsis statisticallyin-
distinguishablefrom thaton theCVCCVC6-tuples.

4 Discussion

Table2 shows threeclustersof accuracy: Englishwords
arereadwith about75% accuracy, Markov andCVC text
is readwith about60% accuracy, andrandomtext is read
with about46% accuracy. Thesedataassistin choosing
tradeoffs betweenreadabilityandassurance.The�rst piece

Figure 2. Examples of ScatterT ype challeng e
images, using the Markov dictionar y text-
string “selgol”: at various degrees of dif�-
culty contr olled by judicious choice of degra-
dation parameter s. Upper Left: easy; upper
right: medium hard; lower left: hard; lower
right: impossib le.

of goodnews: althoughCVCCVChasmoreassurancethan
Markov, it is roughly equally readable:so CVCCVC is a
clearlybetterchoice.

Our hypothesiswas that familiarity of challengetext-
stringsmight be an importantpredictorof humanreading
accuracy of CAPTCHAsusingthosestrings.However, we
found that for the 1500 stringsusedin both experiments,
familiarity scoresexhibiteda correlationof only -0.19with
theirsubjectivedif�culty in theCAPTCHAexperiment,and
only -0.14 to their objective dif�culty . Thesecorrelations
are statisticallysigni�cant, but they may be too weak to
exploit when engineeringCAPTCHAs. It occurredto us
thattheeffectof imagedegradationmight, in many of these
cases,beoverwhelmingtheeffect of familiarity. To inves-
tigatethis,we computedcorrelations(asabove) for images
restrictedto low imagedegradations.Speci�cally, we re-
strictedtherangeof two of thedegradationparameters(hor-
izontalscatterH andverticalscatterV ) by enforcinga “H-
V ScatterThreshold”T (sothatH 2 + V 2 � T2) andfound
(Figure3) thatfor smallervaluesof T, which constrainthe
imagesto beof higherquality, thecorrelationof familiarity
with accuracy improves, to -0.23 for subjective dif�culty
and0.24for objective dif�culty . (We conjecturethat,if we
controlledalsofor typefaceschosen,thein�uence of famil-
iarity maybeevenmoresigni�cant.)

The averageMarkov scorefor CAPTCHA challenges
which werecorrectlyansweredwas25.55,rising to 31.56
for thoseincorrectlyanswered.Thecorrelationcoef�cient
betweenMarkov scoresand subjective dif�culty is 0.14,
aboutthesamemagnitudeasfor objective dif�culty , -0.12.

So we have observed that the familiarity of a challenge
string hasa positive effect on CAPTCHA legibility, and
Markov scoresarealsostronglycorrelatedwith familiarity.



Category
ALL English Markov CVCCVC Random

Total challenges 7489 1095 2675 2657 1062
% correctanswers 60.2 75.1 61.1 58.7 46.3

Table 2. Human reading accurac y as a function of challeng e string type .

Figure 3. Correlations between familiarity
and (a) objective familiarity (top), and (b) sub-
jective dif�culty (bottom), as a function of H-
V Scatter Threshold T (smaller T selects less-
degraded images).

Thesecorrelationsare statisticallysigni�cant, but overall
Markov scoreis a weakpredictorof legibility. Subjective
andobjective dif�culty bothappearto bedominatedby the
effectsof imagedegradation.

5. Futur eWork

Using knowledgeof the trade-offs betweenfamiliarity
andlegibility measuredby theseandsimilarexperiments,it
maybepossibleto adjustfamiliarity (through,e.g., Markov
scores)to offset thedif�culty presentedby higherlevelsof
imagedegradation,and so achieve a more uniform level
of overall dif�culty within a setof CAPTCHA challenges.
Furthermore,we might be able to use Markov scoresto
makesubtle,localimprovementsin speci�c CAPTCHAim-
ages,by reducingimagedegradationsin substringswhich
have highMarkov scores.
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