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BACKGROUND & INTRODUCTION

ºWhat is Spam?

· Any deliberate human action that is meant to trigger an 

unjustifiably favorable relevance or importance for some 

web page, considering the pageõs true value .

from Z. Gyöngyi and H. Garcia-Molina (2005), òWeb spam Taxonomyó

·Get higher rank in Search Enginesõ index

ºCategories

· Boosting

º seeks to achieve high relevance and/or importance

·Hiding

º hide the adopted boosting techniques from human web users.
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BACKGROUND & INTRODUCTION

ºHiding Techniques

· Content Hiding

· Cloaking

·Redirection
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JAVASCRIPT REDIRECTION

ºWhy JavaScript?

·Obfuscation

·Dynamic code generation

· Self modifying

· Hard to detect !

º Script-agnostic

º Only use static analysis

º Almost impossible to predict the final behavior
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ºBasic Redirection Techniques

É Directly change Location

É Using Timeout

ÉDOM Event

JAVASCRIPT REDIRECTION BASIC FEATURES
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JAVASCRIPT REDIRECTION TECHNIQUES I
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ºString Manipulation and Eval ()

É Avoid presenting the whole redirect action as a single string

É Using string concatenation and just eval () 

É Throw off parsers without the ability to aggregate constants!



ºUnescape and Decode (Obfuscation)

É Avoid discovery of direct checks

ü Encoding characters

ü Custom decoding schemes

JAVASCRIPT REDIRECTION TECHNIQUES II
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º Injection ( Sciprt, Form, Event é)

É Dynamic code generation and self modifying

ü Script on other sites

ü Post to redirect

ü Simulate click event!

JAVASCRIPT REDIRECTION TECHNIQUES III
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PREVALENCE OF JAVASCRIPT REDIR-SPAM
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PREVALENCE OF JAVASCRIPT REDIR-SPAM
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CONCLUSION

ºCrawlers and search engines cannot be script-agnostic.

ºObfuscation techniques limit the effectiveness of static 

analysis and static feature based systems.

ºMachine-learning based systems may only be partially 

effective.

ºDynamic analysis needs !
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