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An Introduction to Virtualization

What is ‘Virtualization’?

Technique for hiding the physical characterizes of computing
resources from the way other systems, applications or end users

interact with them
OO O

Two common functions: ! ! !
- Making multiple physical resources (st ) ) (e
appear to function as a single \ ) Vi
logical resource [ epcavtme o J

We’ve see this before...

- Making a single physical resource
appear to function as multiple
logical resources

We’ll talk about this today...

http://en.wikipedia.org/wiki/Virtualization



An Introduction to Virtualization

What is a ‘Virtual Machine (VM)’?

Implementation of a machine that executes programs as if it were
a real machine

Separated into two categories:

- Process Virtual Machine
Runs as a normal application inside an operating system
to abstract away the details of the underlying hardware

- System Virtual Machine
Allows multiplexing (time sharing) of the underlying
hardware between different operating systems

http://en.wikipedia.org/wiki/Virtual_machine



Virtual Machines

Process Virtual Machines

Designed to provide a platform-independent environment to a
single process (i.e., program)

The environment is created when its associated process is started
and destroyed when that process exits

Allows program to execute in the same way regardless of the
physical platform it is running on

P

Implemented using an interpreter ?:?
=D
The programmer's code is NOT compiled, -
but the interpreter requires compilation e
before providing the processing environment ] AVA

http://en.wikipedia.org/wiki/Virtual_machine



Virtual Machines

System Virtual Machines

Designed to provide a complete platform which can support the
execution of multiple, and different, operating systems

Allows for time-sharing of underlying hardware between virtual
machines

Think of a scheduler that works on operating systems rather than
processes

Operating Systems remain isolated from one another

The Instruction Set Architecture (ISA) provided by the virtual
machine can be different from that of the real machine

http://en.wikipedia.org/wiki/Virtual_machine



Virtual Machines

System Virtual Machines

Implemented through the use of a Virtual Machine Monitor
(VMM) also-known-as a Hypervisor

Two classifications of Hypervisors:

App | | App App
. Guest | | Guest Guest
- Native (Hardware-Level): software runs os1|los2| ~ |osk
directly on top of a given hardware
Virtual Machine Monitor
platform as a control program for | ‘
. Hardware
operating systems
- Hosted (OS-Level): software runs App App
ithi - I Guest Guest
within an operating system environment o5z | oot
as a cc_)ntrol program for other
operating systems App Monitor

Host Operating System

| Hardware

http://en.wikipedia.org/wiki/Virtualization



Virtual Machines

Native System Virtual Machines

Is where virtualization began... In the time of the mainframe

IBM developed the first Native Hypervisor in the 1960s although

‘hypervisor’ hadn’t entered the lexicon yet...

They called it CP/CMS and it consisted of two main components

- Control Program (CP)
Which served to create the virtual
machine environment for
instances of

App App
Guest | | Guest
OS 1 OS 2

App

Guest
OS k

- Cambridge Monitor System (CMS)

A lightweight single-user OS

Hardware

http://en.wikipedia.org/wiki/Hypervisor



Virtual Machines

Hosted System Virtual Machines

- Virtual Machine Monitor layer is moved one level higher as

compared to Native VMs

- Runs within a Host operating system environment

- An operating system is installed first; as usual, on top of Hardware

- A Virtual Machine Monitor is then installed within the Host OS

- Guest operating systems can

App

' App
be installed on top of the VMM layer ot
- Host OS sees the VMM as a process OS2

Guest
OS k

) ] Virtual Machine
- VMM controls the allocation of time App Monitor

between Guest OSes

Host Operating System

- Guest is segregated from the rest

| Hardware

of the environment

http://en.wikipedia.org/wiki/Virtualization




Virtual Machines

Emulation or Simulation in Hosted System Virtual Machines

Virtual Machine provides a “guest” OS the (simulated) hardware
environment it expects

Advantage: Guest Software need not be modified ‘

Disadvantage: Must pay Performance Penalty

Software is unaware that it is really talking to a
virtualized device

Each interaction between Guest device driver
with the emulated device hardware requires
transaction with VMM

-
The real hardware does its job as usual, but the %==-=
VMM must now translate the result for the guest \irhuahServel o

Standard Edition

http://www.intel.com/technology/itj/2006/v10i3/2-io/4-virtualization-techniques.htm



Virtual Machines

Paravirtualization

Application Programming Interface (API) is provided to the
Guest OS by the VMM so the guest may utilize the hardware

Advantage: Better Performance

Disadvantage: Guest OS must be modified to use API

Guest interacts with VMM at a higher level of abstraction

Instead of supplying the specifics of how to use the hardware,
software provides general requests to the VMM

Decreases the number of interactions between

Guest and VMM for a specific operation Xen

http://www.intel.com/technology/itj/2006/v10i3/2-io/4-virtualization-techniques.htm



Virtual Machines

Containers (OS virtualization)

Instead of virtualizing the hardware, run multiple virtual instances
of same OS on single hardware

Advantage: Best Performance / Scalability, Ease of Admin

Disadvantage: Only virtualizes copies of same OS

Single kernel means very low overhead (1..3%) compared to
standalone server.

Containers provide isolation between FreeRSD lails
processes, appear as separate OS. &

OpenVZ
Examples: Solaris Containers/Zones,
FreeBSD Jails, OpenVZ, L RU
Linux-VServer erver SOl_a rIS There is no Escape

http://www.intel.com/technology/itj/2006/v10i3/2-io/4-virtualization-techniques.htm



Outline

Il.  Virtual Appliances
1. Benefits to Virtualization

V. Example Virtualization Products



Virtual Appliance

Virtual Appliance is a virtual machine prepackaged with the
necessary components to serve its intended purpose

Aimed to eliminate the installation, configuration and maintenance
costs associated with complex stacks of software

For instance

LAMP Appliances (Linux + Apache + MySQL + PHP)

l

App | App |l
Apache php MySQL
oS oS
Linux
| Hardware | | e |
Traditional Environment VM Environment

http://www.vmware.com/appliances/directory/465



Virtual Appliance

Media Wiki A
Software that runs wikipedia.org 5, T\
Freely available to organizations MediaWiki
Packaged as a Virtual Appliance
Uses a minimal OS that installs within supported VMM
And includes all other necessary software packages

TRULY a Turn-Key system

Lets take a quick look if we aren’t behind schedule:

http://www.vmware.com/appliances/
http://bithami.org/
http://www.turnkeylinux.org/all

I —
http://www.vmware.com/appliances/directory/465


http://www.vmware.com/appliances/
http://bitnami.org/
http://www.turnkeylinux.org/all

Virtual Appliance

Step 1: Install Vmware's Player available from vmware.com and open the
MediaWiki Virtual Machine (originally from rpath.com)

Browse for available vitual machines, When you select a virtual
maching, it opens in this YMware Plaver winidow.

Download a wirteal appliance from YiMware Virtual Appliance
Marketplace. You can then open it in YiMware Player.

Recent Yitual Machines
{@ Mediawiki
Featured Virtual Appliance
StllSecure Cobia

CleBIA
G Cobia, a Unified Metwork Platiom, delivers cribical network. and
Download security functions through a fexible delvery platform,

rl:' Vihvyare Dlayar




Virtual Appliance

Step 2: Opening the Virtual Appliance

Open Virtual Machine

Look in: | 3 mediawiki-1.11.0-x86

mediawiki-1.11,0-x86, vmix

My Recent
Documents

My Documents

My Computer

-

File hame: | mediawiki-1.11.0-x86. v

My Network  Files of type:




Virtual Appliance

Step 3: Just enough Operating System loading (Red Hat variant) and booting

i¥4 Mediawiki Mwere Plaver ~ |5 co-ROM{IDE 10) & Floppy | B Ethernet | 7|43} Sound Adapter -0 X
targetB:8:8: Domain Validation skipping write tests
targetf:8:8: Ending Domain Validation

targetB:B:8: FAST-48 WIDE SCSI 8@8.8 MB/s 3T (25 ns, offset 127)
Loading ext3.ko module
Loading scsi wait _scan. ko module
i Hiltlnq for bus probes to complete

[sdal 2779856 51Z2-byte hardware sectors (1423 MB)
[sdal Write Protect is off

[sdal Cache data unawvailable

[zdal AssuMing drive cache: write through

[sdal 2779856 512-byte hardware sectors (1423 HB)
[sdal Hrite Protect is off - i > - .
[sdal : b a nnidvaiTable izy Mediawiki VMwsrePlayer - %CD_—RQM(IDEI:D) gFI_nppy R Ethernet || =|di) sound Adapter
[sdal ;.

'&é&éé&&éé"
WQEEEEWEEW
TREOIIOST D@

Wclcome to Mecdiawiki, wersion 1.11.8

To perform administration, please use a web browser to navigate to httips:/-1£8.
[ 66.123.31:8883~
kjournald starting. Eunnlt interval 5 se dhcpl23-31 login:

ExXT3-fs: mounted filesystem wWwith ordered

INIT: wversion 2.85 booting

aTo direct input to this vitual machhe, press CHl+G. | : . |

| Todirect input bo this vitual machne, press Chil+G. B




Virtual Appliance

£ MediaWiki 1.11.0 Installation - Win dows Internet Ex plore;

& | hittpe)tchopd £3-31 2z hichoeoufsibitoonfigfindes.oho
559 @ porlanco: Madawik Apalanc, | EEMedaik L1 0nsals. X | |
MediaWiki 1.11.0 Installation
= Don't forget security updaies! Keep an eye on the low-§l s P
. . W HE - 8 applance:Medawikd Sppiae... ] 2 Medindfhi L 11,0 Instala,., ¥ [ | - B o < |55 Page v R Took v
Checking environment... -
"~
Fiease inciude all of fhe ines below when reporting instaliaiy Site conﬁg
= PHF 525 installed
® Found database drivers for: MySaL = WK ke s
= PHF server AR is apacheZhandler ok, using pretty URLs (f Wiki name:  |my Must not be blank or "MediaVViki
: ;?:::;L;!':::::;TF-B COMELon SUD:TEB el Preferably & short word without puncivadion, ie "Wkipedia”
5 ey bl oy wil the namespace nama for “meda” pages, and thioughout the inferface.
session data, setitto avelid pathwhich 15 readwnts/exsc et e e e i
® PHP's pemory 1indcis 123M
= Couldntfind Turck MMCache, aAccelarator, APC ar XCachd Contact e.mail: |runt@|ncalhnsi
= Found GMU diff3: fusc/bi
= Found ImageMagick /o in/ convert, iImage thumbng D=plyed o users in soms error messages, uzed as the return address for password reminders, and
= Found GO graphics librany bullt-in ueed as the defaull zender addrees of e-mall notifications.
= Inztallafion direclory: sarvemediswikl
= Script URI path: swixs :
L : |en - Engligh ot
= Installing MediaWiki with pig fila exansions i -
= Environment checked. You can install MediaWiki. Select the language for your wikia inferfaes. Some locaizationa arent fully complets. Uniceds (UTF-8) &
used for 2l localizations.
Site config
Copyright/license: @ Malicense metadata
Wiki name: ) GNU Free Documentation License 1.2 [Wikipedia-compatible)
(] n | -ch
T e O A Creatve Commaons license - chonse
Wik appacy ae:iha Tamaznacs A notice, icon, and machine-readable copyright metadata wil be disolayed for the license vou pick.
Eoriart ezl |mm@|“alhn9l Admin usemame: |WikiSysog
Displaysd to users in some el Pacsword:
ueed ae the defaull eandar addg —— e
Password confinm:
Language: |20 - English A 0min CEN DCkidelsts pages, DIoCk UZErS Trom eCENg, BND 00 CMEr Marsnance fazks.
SeBot s langusge faryour wi A ngw account wil be eddsd only when cresting a naw wiki databaze.
Ea) The pasaword cannot be the same as he usemanes.
-
1| Dore L &8 Ireermet & 1005 -




Virtual Appliance

Step 4. Configuration of MediaWiki through web interface

/= MediaWiki 1.11.0 Installation - Windows Internet Explorer

@ 4w | hitpe Jidhcpl23-31, escelebigh. edofwibkdconfigindss . php V| | 1D e Search I-p -

WG - @ aplnce Medawid gppire... | @Medinali L 1L Dnstata . 3¢ [ | fo v B v b page v sk -

s

E-mail, e-mail notification and authentication setup

E-mail features (global): & Enabled
O Dizabled

IEERIERTETEICE 7 MediaWiki 1.11.0 Installation - Windows Internet Explorer

nofifications) f sen - -
@. * ) heepe Jjdhepl23-31 esce.lehigh. edufek) configinds: php v| Ay (X |Lwve Search | At
User-to-user e-mail: & Enablsd g & :tl'.enppliance:mgﬁawlq npma-.;,_,]@h‘bﬂimhl.ll.n]nstala... X I | - B g v b Page v Lk Tools v
) Disabled = :
~
The uer-te-uzer & Database conflg

exchange e-mal will

i Datab : @ MysSaL
E-mail notification about ' Dizsabled ase type ¥

changes: ) Enabled for chayl
3 Enabled for cha IF yoir databage SEMVer (M1 On your web server enter ihe name of IP address here.
recommended for 19

Database host: |Ic=ca|hust

e
Fortnie festure to v Database name: |wikidh

optiona in the uer DB usernamea: Iwikiuser

testing the feature,

yourselr. DB password: | Must not be blank
Thara are addiionel D8 passweord confinm: |

LecalSetthgz.cho a ,
If vou enly have o 2ngis uzer atcount and detebass avaiable, snter those here. If you have dotobass

rool access (326 DElow) ¥ou Can specily new acoountaidetabases to be created. This acoount will not

E-mail address = Disabled b& CTER18d If £ Pre-EXEtE. I I Iz the cass, ensure that § has SELECT, INSEAT, URDATE, and DELETE
suthentication: & Enabled permizaiona on tha Med eWit detabazs.

It this eplion & enaby
whenevar thay set [
uzzrs andlor chang Superuser Tamea: |mu{
priential abuse of i

Superuser account: [0 Use superuser account

Superuser password: |

1 Dore If the database user specified above does not exisi, or does not have access in create the databaze (if
s neaded ) or iaties wihn t plesse chack the box and provide detzis of 3 superuzsr acoount, such ae
root, which doea.

i

£ | Dore L & Tterret oot -




Virtual Appliance

r

& Mediawiki Wmsars Fiager = | O CO-ROMOCE L) CLFopDs B9 Ethernet | = @) Scund Adapre | - 00X

Swy ImageMag ickConvertCommand = ",usrsbin/convert";

Having some fun

If you want to use image uploads under safe mode,
create the directories images~archive, images/thumb and
imagesstemp, and make them all writahle. Then uncomment
this, if it’s not already uncommented:

& SwgHashedUploadDirectory = false:

.i" Main Pape - MyWIKI - Windows Internet Explorer

Q Fudl T & | htzpyflchopl 23-31. eecs lehigheduwikifinde: ohp/Main_Paos

## If you have the appropriotc support softwarc installed
#8 you cam enable inline LaTeX equations:
SuggllzeTeX = falze:

|52 |= | & Appliance:Madiswili Apglianc.. . | EEMan Page - KWl

article Hiscussion adit nistary

Main Page

Swglogo = “htip://wwi.cse. lehigh.edus"briansbrianpic. jpg’:

SGuwgLocalInterwiki = Swgditenamc:

MediaWiki has been successfully installed.
{ SugLanguageCode =
Consuft the User's Cuidz for information on using the wi

SugProxuKeu = "Bcb1e587d7bBbeB?f33626e3c825c25cAfBbaeb392a536d72a4636b6bBafcf 21"

Getting started

navigzstion
Main Page i . : & E i
Commmirity figral = Configuration seftings list @ ## Default skin: yow can change the default skin. Use the internal suymbolic
e Niki FAQP ## names, ie 'standard’, 'mostalgia’, 'cologneblue’, ’'moncbook’:

Recant chan ges = MadiaWiki relzase mailing list® SwgDefaultSkin = "monobook’ :

Random page
Help
Donalions

" & 8 E N NGB

search

[0 | [ seann |

TR Py

While it may seem off-topic, but it is the point of a virtual appliance:
using your time to manage the application and not the system software
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Benefits to Virtualization

Cost Benefit
Traditional production servers (physical box) run a single application
Utilization of hardware by that appliance estimated at 5-15%

Reduction of physical assets reduces substantial expenses
- Cost of hardware,
- Data center footprint,
- Electricity, and
- others

Virtualization allows for consolidation of appliances at ratios
between 10:1 and 20:1 (perhaps closer to 2:1 for general purpose
servers)

http://youtube.com/watch?v=MnNX13yBzAU&feature=related



Benefits to Virtualization

Cost Benefit continued...
Man Hour Reduction too:

Instantiation of new virtual machine requires just minutes

As compared to the “old fashioned way” involving
- Sourcing of new hardware (purchasing and installation)
- Installation of Operating System, Patching
- Installation of relevant Applications
- Testing



Benefits to Virtualization

Operational Benefits

Automation of Installation process from OS to Applications
(i.e., Appliances)

Isolation (Sandboxing)
- Program Development and Testing
- Beneficial for running un-trusted Operating Systems or
- Un-trusted Applications

Provide legacy system support without allocating physical resources
Teaching environment for classes such as these
Check-pointing

The state of the machine can be saved, paused, restarted, even
migrated to another machine




Outline
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Xen

Originated as a University of Cambridge Project

xe n TM

Project led to founding of XenSource, Inc.

Acquired by Citrix in October 2007 for $500 Million

Products include:
Citrix XenServer (Free)
A free starter package for bringing virtualization to every server

Citrix XenDesktop
On-demand Windows desktop anywhere

and more...

Xenproject.org open source Xen hypervisor (behind Amazon Web
Services, RackSpace Public Cloud, Verizon Cloud, etc)

http://en.wikipedia.org/wiki/Xen



Xen hypervisor

Requires modification to Kernel of pre-installed OS

Modification installs Xen VMM just above the hardware (Native System
Virtual Machine)

Xen boots from boot-loader (GRUB) and then loads the modified Host OS
into the privileged domain (DomO0)

Administrator can use Host OS to install and then start guest OSs in the
unprivileged domain (DomU)

Some commercial implementations (including Citrix, Oracle, etc.)

http://en.wikipedia.org/wiki/Xen



Xen

Scary moment during installation of Guest OS

gwbh3@sandbox08-1:/home/gwb3

File Edit Wiew Terminal Tabs Help
Welcome to Cent05S -

e + Warning 7= ------TNC---- +

byice xvda was
partitions it
must be initialized, causiwg the loss _ga
ALL DATA on this drive.

The partition table on d
unreadable. To create ne

| |
| |
I I
| |
| |
| |
| This operation will override any previous |
| installation choices about which drives |
| to ignore. |
| |
| Would you like to initialize this drive, |
| erasing ALL DATA?Y |
| |
| |
| |
| |
| |
| |

- + -+
| ves ] | No |
F----- + +----+
e e il R + B
<Tab=>/<Alt-Tab> between elements | =5pace=> selects | =F1l2= next screen

However, taking a closer look Xen is doing it’s job




Xen

Sandbox Machine
running Xen Linux
Kernel

Virtualized CentOS

environment within

original Operating
System

gwb3@sandbox08-1:/

BIEIEY

Fle Edit View Terminal Tabs

[root@sandbox@&-1 /F]# uname -a

Linux sandboxB08-1 2.6.18-53.1.14.el5xen #1 SMP Wed Mar 5
1686 1386 GNU/Linux

[root@sandboxB@8-1 /7]1# 1s

Help

afs dew home media net root smb  tmp wm
bin etc lib misc opt sbin Srv  usr
boot gmon.out 1lost+found mnt proc  selinux sSys var

[root@sandbox@8-1 /1# D

gwb3@sandbox08-1:/home/gwb3

File Edit View Terminal Tabs

[root@dhcpl23-62 /]# uname -a

Linux dhcpl23-62.eecs.lehigh.edu 2.6.18-53.el5xen #1 SMP Mon Nowv
2007 i68b6 1686 1386 GNU/Linux

[root@dhcpl23-62 /1# 1s

bin dev home lost+found
boot etc 1lib media
[root@dnhcpl23-62 /1# |}

Help

sbin
celinux

misc
mnt

SrV
3

net proc
opt root

tmp
usr

12:39:19 EST 2008 1686

12 03:26:12 EST

var

(«11




VMware

Proprietary virtualization software developer vimware
x86-compatible architectures only
Both Desktop and Server space software packages:

Desktop:

VMware Workstation (orig. 1999) allowed users to run multiple
x86 operating systems

VMware Fusion is the Mac-Intel platform product
\//

~T¥rees—

~/= VMware Player allows users to run but not create VMs
Server:

/ VMware ESXi is an Enterprise marketed product
4

~T¥rees—

=~ VMware Server is the less optimized, freeware version

http://en.wikipedia.org/wiki/vmware



Vmware Player

Browse for available vitual machines. When pou select a virtual
maching, it opens in this YMware Player window,

Open
| Download a vitual appliance from Yidware Vitual &ppliance
c]‘] Marketplace. “You can then open it in Vidware Player,
G-
Download

Recent Virtual Machines
@Mediawikl

Featured Yirtual Appliance
StillSecure Cobia

CGBIA Cobia, a Unified Nebwork Platform, delivers cribical network and
Download security functions through a flexdble delvery platform.

VMware
Player




Vmware Server

q Apphications Places System a Sun 1 jan, 1200 m

fle Edt Jew Hgst WV Tabs Help

& 1] b G B 3 D | . ‘
Powsr Off  Suspend R sai Snapshet Full Screen  Quick Switch Summary L Console
@ar}- = . |@ o amost .J & windows X Professional 3
| £ W | Local host @
B windous 1 prolessonal - \wware Server Conscle W G



Other Technologies

5
f? ﬁﬁdlﬂkws'mem-
EG Microsoft
Opt : I I V 2 ; ; Virtual Server 20052
. . . - Enterprise Edition
server virtualization | —
p Server Virtualiz: | ¢
™
A 1

|| Parallels

Vir ua- “ C

|
&7

VhareFuson Windows Server2008
Hyper-V*
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