Undueln uence: Eliminatingthe Impact of
Link Plagiarismon Web Searb Rankings

Baoning Wu Brian D. Davison

Departmert of Computer Science& Engineering
Lehigh University, Bethlehem, PA 18015USA
f baw4,davisong@cse.lehigh.ed u

April 2006

Abstract

Link farm spam and replicated pagescan greatly deteriorate link-based
ranking algorithms like HITS. In order to identify and neutralize link farm
spam and replicated pages,we look for su cien t material copied from one
page to another. In particular, we focus on the use of \complete hyper-
links" to distinguish link targets by the anchor text used. We build and
analyze the bipartite graph of documents and their complete hyperlinks
to nd pagesthat share anchor text and link targets. Link farms and
replicated pagesare identi ed in this process,permitting the in uence of
problematic links to be reduced in a weighted adjacency matrix. Experi-
ments and user evaluation show signi cant improvemert in the quality of
results produced using HITS-lik e methods.

1 Intro duction

The seard engineis the door to the Web today. Many websitesget signi cant
trac through seard engineresults, soit has becomecommercially expediert
for a web site to rank as highly as possible. Seart engine spamming is the
use of techniquesthat provide an arti cially high ranking, and is of signi cant
concernto commercial seard engines[24, 34].

Before the invertion of link-based ranking algorithms, most seard engine
spam was related to content, and included techniques such as repeated key
words, invisible text, long lists of descriptions of a page, etc. With the advert
of link-based ranking algorithms such as PageRank[9] and HITS [25] in the
seard engineworld, suc textual manipulation becamelesse ectiv e, and sothe
focusturned to link-based techniques.
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When rst introduced, algorithms like HITS (variants of which are found
in seard enginessuch as Teomawhich powers Ask Jeews) did quite well for
ghting content spam and gave quite relevant results. However with the ap-
pearanceof link farms, in which sites are densely interconnected, HITS is no
longer robust [7, 27, 28, 11].

To demonstrate this, we gathered web pagesfor hundreds of queries and
applied HITS to them in 2004. Manual review of those results indicated that
more than 80 percent were distorted by spamming communities. For example,
for the query webproxy served by Yahoo, the top ten authorities that result from
HITS arelisted in Table 1(a). Sewral of thesesitesare strongly connectedwith
ead other and they dominate the HITS authority results. Another exampleis
for the query weather served by Google. The top ten HITS authorities are listed
in Table 1(b), and most have nothing to do with weather. We will seemore
examplesin Section4.

Currently there are three major factors that can degradeHITS results:

\Mutually reinforcing relationships” [7] in which a pageis the target of
many links from multiple pagesof the sameweb site, or alternativ ely, one
pagethat points to many pagesof another web site.

The existenceof many duplicate pages,making links cited within them
rank highly.

Link farms [31, 22] in which a set of Web pagesis denselyinterconnected.

Someof theseissueshave beenaddressedn part by other researt, which we will
discussbelow in Section2. Our approac is unique in that it addressegluplicate
pagesand link farms at the sametime by examining \complete hyperlinks" to
recognizerepeated content.

The outline of our idea is as follows. We proposeto use the concept of a
\complete hyperlink", i.e., the link target together with its anchor text as a
basic unit for ead link. To make duplicate pagesor build link farms, many
links are intentionally created and duplicated. If we can identify these copied
links, duplicate pagesand link farms can be detected. Our intuition hereis that
duplication of a\complete link" is a much stronger sign of this copying behavior
than just a duplicate link target. Basedon this concept, we extract one or more
\complete links" from each HTML documert and build a document-hyperlink
matrix for these pages. The bipartite subgraph within this matrix is a good
indication of duplicate pagesor link farms.

While we won't punish a page for a single copied hyperlink, if there are
enough such duplicate complete links, the chanceis small that all these links
within this pageare generatedindependertly by di erent people. Therefore, we
penalize such links. After nding theseduplicate \complete links", we punish
them by down-weighting them in the adjacencymatrix and then calculate HITS
results. Our policy is only to punish links, but not to ban pagescortaining these
links. User evaluation of query results shows a signi cant improvemern in the
quality of results produced using HITS-lik e methods.



Rank | URL
1 http:/lin ux.com/
2 http://newsforge.com/
3 http://itmj.com/
4 http://thinkgeek.com/
5 http://newsletters.osdn.com/
6 http://freshmeat.net/
7 http://slashdot.org/
8 http://www.ostg.com/
9 http://ads.osdn.com/?ad _id=2560&allo c_id=6182&op=clic k
10 http://ads.osdn.com/?ad _id=2435&allo c_id=5907&op=clic k
() Top HITS authorities for web proxy from Yahoo.
Rank | URL
1 http://www.tripadvisor.com/
2 http://www.virtualtourist.com/
3 http://www.ab ed.com/memoryfoam.html
4 http://www.ab ed.com/furniture.h tml
5 http://www.ren tal-car.us/
6 http://www.accommo dation-specials.com/
7 http://www.lasik eyesurgerycom/
8 http://www.lasik eyesurgerycom/lasik-surgery.asp
9 http://mortgage-rate-re nancing.com/
10 http://mortgage-rate-re nancing.com/mortgage-calculator.h  tml

(b) Top HITS authorities for weather from Google.

Table 1: HITS results dominated by link farms.

The remainder of this paper is organized as follows. Section 2 reviews re-
lated work about link farms, community discovery, and duplicate Web pages.
The concept of \complete links" and the algorithm for nding the bipartite
graph on the document-hyperlink matrix will be introducedin Section3. Some
experimental results and human evaluation results will be presered in Section
4. We wrap up with a discussionand summary of our conclusions.

2 Related work

The related work canbe divided into three categories:one gh ts link farm spam,
secondgeneratesclusters or to usebipartite coreto nd web communities, and
the last nds duplicate web pages.



21 TKC eect and link farm spam

The problem of \mutually reinforcing relationships" is rst introduced by
Bharat and Henzinger[7]. A simple but e ectiv e algorithm is also given there,
i.e., to assignthe edgean authority weight of 1=k if there are k pagesfrom
the samehost pointing to a single documert on a secondhost and assignthe
edgea hub weight of 1=I if a single documert on the rst site has| links to a
set of documerts on a secondhost. Unfortunately, while this method neutral-
izesmutually reinforcing relationships, it cannot handle larger groups acting in
cohort.

The \TK C e ect" is rst described by Lempel and Moran [27]. Pageswithin
a tightly-knit community will get high rank value for iterativ e processedike
HITS. A link farm exploits the TK C e ect to improve their position in seard
enginerankings. The authors proposethe SALSA algorithm which is moreresis-
tant to the TK C e ect than HITS. Unfortunately, SALSA doesnot incorporate
long-range reinforcemert that HITS has (rather it acts more like a popularity
ranking method [12, 8]), and is still vulnerable to a form of the TK C e ect when
many pagesall point to ead other [33].

Chakrabarti proposedusing Documert Object Models together with hyper-
links to beat nepotistic \clique attacks" [11]. Comparedto his idea, our method
only takesthe link and simple pagecontent (i.e., anchor text) into accourt and
doesn't needany other content analysis.

Li et al. [28] found that HITS is vulnerable to the \small-in-large-out" situ-
ation. The \small-in-large-out” is the root link that hasfew in-links but a large
number of out-links. Usually the community assaiated with this root link will
dominate the HITS results. They useda revised HITS algorithm that will give
these\small-in-large-out" root links di erent weights to ameliorate their e ects.
Sincetheir approach are not aimed at link farm spam, it is quite possiblethat
they may still fail under the attack of link farms.

Gyongyi et al. describe a new algorithm, TrustRank, to combat Web spam
[23]. The basic assumption of TrustRank is that good pagesusually point to
good pagesand seldomhave links to spam pages. They rst selecta bunch of
known good seedpagesand assignhigh trust scoresto them. They then follow
an approach similar to PageRank;the trust scoreis propagated via out-links to
other Web pages. Finally, after corvergence,the pageswith high trust scores
are believed to be good pages. Their algorithm is not appropriate to Web island
pages.

Recerily, Benczur et al. [4] proposed SpamRankto nd spam pagesby
nding pageswhose inlink pagesformed deviant distributions of PageRank,
marking them as likely spam, and then propagating the spam weight using
PageRankon the inverted web graph. Thus, at the end, eacth pagein the graph
has a SpamRank correlated to how closeit is to believed spam pages.

Zhang et al. show how to usethe \ampli cation factor" in PageRankresults
to detect link collusions[39]. They de ne a new metric \ampli cation factor"
asthe total weight of PageRankvalue of a group of nodesover the actual weight
of PageRankvalue o wing into this group. The intuition behind \ampli cation



factor" is that the stationary weight of colluding nodesto be highly correlated
with the dumping factor while non-colluding nodesto be relatively insensitive.
By using di erent dumping factors and drawing the correlation curve for eath
page,they can identify most of the colluding nodes.

Fetterly et al. usestatistical analysisto nd spam[18]. Seweral distribution
graphs, such asthe distribution of the number of di erent host-namesmapping
to the samelP address,or the distribution of out-degrees,are drawn. Most
of these distributions are modeled well by formulas such as a power law. The
outliers of such datasetsare marked as spam candidates. By manually cheding
these candidates, a majorit y of them are found to be spam.

Amitay et al. [2] propose categorization algorithms to detect website func-
tionalit y. They recognizedthat siteswith similar rolesexhibit similar structural
patterns. In the experimert results, they claimed to haveidenti ed 31 clusters,
ead of which appearsto be a spamring.

Elsewhere,we present a di erent method for nding link farm spam [36],
in which an automated method is usedto selecta seedset of bad pages(spam
pages)which are then expandedto include others that link to enough known
bad pages. Our current approach is additionally ableto nd duplicated pages
and has an accuracy of about 5% higher.

Finally, in prior work [15] we examined the viabilit y of recognizingwhether
a hyperlink would be considerednepotistic. Using a variety of page characteris-
tics, initial experimental results on a small dataset shaved signi cant promise,
achieving classi cation accuraciesof over 90%.

2.2 Web communities or clusters

Kumar et al. [26] used bipartite subgraphsand coresto nd web communities.
Figure 1 is an example of a complete bipartite graph. They use the Apriori
algorithm to nd all bipartite coresand then expand the coreto communities
by using HITS-lik e methods. In order to prevert duplicate hubs from identify-
ing coresas spurious communities, they lter hubs that contain duplicate link
shingles| de ned asthe hashesof a sequenceof v e links.

Eppstein [16] shows a linear time algorithm to list all the maximal complete
bipartite subgraphs. The work is interesting but it requires that the graph
must satisfy bounded arboricity and requires to be implemerted in a parallel
processingernvironment. Also, Zaki and Ogihara [38] mertion that Eppstein's
algorithm is not practical for large data setsdue to the big constart within the
time complexity formula.

Flake et al. [19] de nes a web community as\a set of sitesthat have more
links (in either direction) to members of the community than to non-menbers."
They proposedusing maximum o w and minimum cut method to identify these
communities. They only take the link graph into accourt, while our method
utilize anchor text together with links.

Reddy and Kitsuregawa also usedbipartite graphsto nd web communities
[32). Unlike Kumar et al., they are not limited to completebipartite graphs, but
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Figure 1: A complete bipartite graph with size 2*3.

instead proposea method to nd denselyconnectedbipartite graphsto identify
larger web communities.

Roberts and Roserthal [33] proposea simple algorithms to nd clusters of
web pagesbased on their outlink sets, and the authority value of a pageis
proportional to the number of clusters which tend to link to it rather than the
number of pageswhich link to it.

2.3 Duplicate and near-duplicate Web pages

A number of signi cant researt papersabout detecting duplicates of web pages
have beenpublished [10, 5, 35, 13, 6, 17]. The basic idea of these papersis to
rst cut the documernts into chunks or shingleswith a sequenceof terms. They
then either usethese chunks directly or calculate a digest of the chunks as the
ngerprin t of each documert. Two documerts are consideredduplicates if they
have signi cant overlap of the chunks or ngerprints. In our approac, only
links and anchor texts are extracted from a pageand two pagesare considered
to contain duplicate material if they have common links with common anchor
texts without requiring them to be in sequence We will give details in Section
3.

Someresearhiershave alsoexaminedthe useof templatesin Web pages.Bar-
Yossefand Rajagopalan [3] used DOM treesto extract pagelets,which can be
usedto form templates, from Web pages. Then they ran the pagelet/template-
basedClever to nd that precisionis increasedsigni cantly. Gibson et al. [20]
also usedboth DOM basedand text basedalgorithm to detect templates, and
demonstratedan increasingtrend of templates on the Web. While our approach
is somewhat similar to template recognition, our matching is less brittle to
content and link variations created by spammers.

3 Algorithm details

In this section, we give details of our algorithm for addressinglink farm and
duplicate pageissues,and can be summarized as follows:

1. Collect pagesfor a given query by using the HITS collection process.



2. Parseall pagesto get \complete hyperlinks" for each page and generate
a documert-hyperlink matrix. Filter out hyperlinks to pageswithin the
samedomain.

3. Find denselyconnectedbipartite componerts within the matrix generated
in step 2, by identifying the union of all satisfying complete bipartite
graphs.

4. Changethe adjacencymatrix with weighted valuesaccordingto the com-
ponerts found in step 3.

5. Apply additional re-weighting sud that | links from onedomainto a single
pageto have weight 1/1 (identical to one half of Bharat and Henzinger's
imp improvemert to HITS [7]).

6. Calculate nal ranking using re-weighted link graph.

3.1 Complete hyp erlinks

In our algorithm we proposeto use\complete hyperlinks”, i.e., to considerone
hyperlink together with its anchor text asa single unit. The \complete link" is
usedinstead of just the link target asin previouslink analysiswork by others. If
two pageshave a bunch of commonlinks with sameanchor texts, it is a stronger
sign than using links alone that thesetwo pagesare duplicates or made by the
samepersonor machine on purpose,which is an obvious behavior of link farm
spammers.

Since a \complete link" is the combination of link and its anchor text, it
is quite possible that two dierent complete links will have same URL but
with di erent anchor texts. For example, the following tuples are two di erent
complete links:

(http://wume.cse.le  high.edu/,\WUME lab")
(http://wume.cse.le  high.edu/,\Our lab's homepage")

In the parsing process,for eat pagewe get all the outgoing links together
with their anchor texts. Supposewe have a data set of n pagesfor a query and
after parsing we get together m di erent complete hyperlinks. Then for this
data set, an n m size \do cument-hyperlink" matrix A can be built. If the
documert i contains completelink j, then A[i; j] will be setto 1, otherwise 0.

3.2 Finding bipartite comp onents

A bipartite graph hastwo disjoint setsX and Y. In a complete bipartite graph,
ead elemen in X will point to ead elemert in Y and ead elemen in Y is
pointed to by eat elemer in X. If there are k elemeris in set X and | elemeris
in setY, the bipartite graph hassizek |I.

For the \do cument-hyperlink" matrix A[n m] generatedabove, we can nd
bipartite componerts with the set X lled with documents and setY lled with



completelinks. If the bipartite componert sizesare above somethresholds, we
will considerthem as a problematic community. The reasonis that there are
two possibilities that real pageswill form a large bipartite componert within
the document-hyperlink matrix: oneis a link farm and the other is duplicate
pages. For example, if we set the thresholdsto be 10 and 5, that meanswe will
nd all bipartite componerts that have at least 5 documerts and eat of them
have 10 duplicate complete hyperlinks with others. It is quite likely that these5
pagesare duplicates or they are connectedas a result of somekind of collusion.

In reality, link farms often do not form a single complete bipartite compo-
nent; instead we have found that they are usually denselyconnectedvia multiple
overlapping small bipartite cores.

One thing to note hereis that to list all the complete bipartite componerts
is not an easyjob. Here, we proposean approximate algorithm to list com-
plete bipartite componerts from a given \do cumert-hyperlink" matrix. This
approximate algorithm is usedin our paper [37].

3.2.1 An appro ximate Algorithm

Initial Steps. It is not necessaryto nd ead overlapping core; our algorithm
aims at nding the pagesforming complete bipartite coreswith at least k doc-
umens, ead containing at least| common complete links where k and | are
thresholds that can be adjusted.

The basic idea of our algorithm is that we don't consider eac bipartite
componert alone, that is, we only considerthe documert-hyperlink matrix asa
whole and eath time we only deletethe rows or columnswhich don't have enough
non-zeromembersaccordingto the thresholds. This processwill iterate until no
more rows or columns can be deleted from the matrix. For a simple example,a
starting matrix with 5 documerts and 4 complete links is given in Figure 3(a),
and the thresholdsare 2 and 2. We needto nd all bipartite componenrts which
have at least 2 documerts and ead of them has at least 2 common complete
links. Oncethe iterations are complete, we will get the matrix in Figure 3(b).

One problem with the above step is that sometimesan elemen will be
marked incorrectly in the nal matrix becauseit just has enoughlinks within
another bipartite componert. As we canseefrom Figure 3(b) that the A[P4;L1]
is still 1 becauseP1 and P2 have enough number of L1, but we don't want to
punish the link L1 in pageP4. Soin order to get the nal correct matrix as
Figure 3(c), we needa nal adjusting step. A summary of the processof nding
bipartite componerts is shown in Figure 2.

Final Step. Given documert-hyperlink matrix A, we calculate a special
formof B = A AT to get adocumert-documert matrix in which B[i; j ] records
the common hyperlinks within documert i and documert j. For example,if the
given matrix is that in Figure 3(b), we will get the matrix in Table 2 after this
step.

For eadh B[i; j ], if the number of di erent membersis lessthan the threshold
| ori = j, then the elemen is removed. For example, in Table 2, P1 and P2
have two members, which is equal to the threshold 2. Sothe link P1-L1 and



Finding Bipartite Comp onents:

INPUT: documert-hyperlink matrix A; thresholdsk and |
OUTPUT: reduceddocumert-hyperlink matrix with only bipartite componerts
of k | or larger

1. Zero all rows of A that have a sum smaller than |
2. Zero all columns of A that have a sum smaller than k

3. Repeat Steps1 and 2 until A no longer changes.

Figure 2: Algorithm for nding bipartite componerts.

L1 (L2 | L3 | L4
P1 1 1 0 0
P2 1 1 0 0
P3 0 1 0 0 @
P4 1 0 1 1 [L4]
Ps| o |0 | 1|1 &

(a) Initial document-hyperlink matrix.

L1 | L2 | L3 | L4
P1L| 1 1 0 0 [L2]
P2 1 1 0 0
P4 1 0 1 1 @D T
P5 0 0 1 1 "

(b) After one iteration.

L1 [L2 [L3 L4 :2-
P1 1 1 0 0 [L2]
P2 1 1 0 0
P4l 0| 0| 1]1 @
P5 0 0 1 1 — il

(c) Final document-hyperlink matrix.

Figure 3: Document-hyperlink matrix views.

P1-L2 are valid. But for row of P4, P4 and P1 have only 1 common complete
link L1, sothe link P4-L1 is removed from B[P4;P 1] and B[P 4;P2].
Remove all elemeris in matrix A that are not presen in B. For example,



Final Adjustmen t:

INPUT: Partially reduceddocumert-hyperlink matrix A
OUTPUT: Final reduceddocumen-hyperlink matrix A

Generatea matrix B in which B[i; j ] contains the intersection of the com-
plete hyperlinks of documenrts i and j, aslong asasi 6 j.

For each elemen BJi; j ], drop the elemen if the number of complete links
is lessthan the threshold I.

Remove all elemerns in A that are not presert in B.

Figure 4: Detail of the nal adjusting step.

P1 P2 P4 P5
P1 0 L1,L2 L1 0
P2 | L1,L2 0 L1 0
P4 L1 L1 0 L3,L4
PS5 0 0 L3,L4 0

Table 2: Documert-documert matrix B.

sinceP4-L1 is no longer presen, that elemen will be setto 0. Then we get the
matrix in Figure 3(c).

The nal adjusting algorithm is shown in Figure 4. Now all the bipartite
componerts are stored in the matrix A and in order to distinguish this new
matrix from the original document-hyperlink matrix, we call this new matrix
the bipartite matrix.

Computational Complexit y The most computationally expensiwe part of
our algorithm isto nd bipartite subgraphsfor the documenrt-hyperlink matrix.
There are 4 stepsfor nding the bipartite componerts of a matrix. The time
complexity of Steps1 and 2 are O(n m) ead; Step 3 loops over Steps1 and 2
at most 2*min(n,m) times. Sothe time complexity of the rst three stepsare
O(nm min(n,m)). The nal step hasa complexity of O(n?m). Soif n = m, in
total the time complexity for detecting bipartite componerts is O(n?).

3.2.2 A simpler alternativ e

The above algorithm has a ws when the threshold for k is bigger than 2. The
reasonis that the nal adjusting stepwill keepall the commonlinks that appear
in two di erent documerts. For example, if we considerthe following example
matrix in Table 3 and use 3 as the threshold for both k and I, then the result
matrix will remain unchanged after applying the whole algorithm in Section
3.2.1. Obviously the link P7-L3 and P8-L3 should be dropped becausethey do
not match the threshold 3. The reasonthat our algorithm fails to drop them

10



L1 | L2 | L3 | L4 | L5 | L6
P1L| 1 1 1 0 0 0
P2 | 1 1 1 0 0 0
P3| 1 1 1 0 0 0
P4 | O 0 0 1 1 1
P5| O 0 0 1 1 1
P6 | O 0 0 1 1 1
P7 | O 0 1 1 1 1
P8 | O 0 1 1 1 1

Table 3: A documert-hyperlink matrix that the algorithm can not handle cor-
rectly.

is that the intersection of P7 and P8 is [L3,L4,L5,L6], thus four elemerns exist
in the corresponding document-documert matrix. Sincefour is bigger than the
threshold three, all these four elemens will be kept in the nal Documernt-
hyperlink matrix accordingto the nal adjusting step shown in Figure 4.

This indicates that our proposed algorithm may penalize somelink farm
pagesmore than enough. Sincethe document-documert matrix can guarantee
that all the marked complete links occur in at least two documernts, thus, if we
x 2 asthe value for k, then the above aw will not be a problem any more.
Hence,we proposeusing this xed value 2 for k asan alternativ e for the bipartite
core detecting.

By xing k, aslong asmore than | common complete links exist in two doc-
umernts, theselinks will be marked aslink farm links. Hence,the threshold for |
should be increasedsudh that only link farms will be penalized. For example, if
two documerts share4 or 5 common complete links, thesetwo documerts may
not be a problem. But if two documerts sharemore than 10 common complete
links, the chanceis big that theselinks are within a samelink farm.

Another advantage of this simpler alternativ e is that the speed of detecting
bipartite componerts is improved. Becauseone direct implementation of this
alternative can just compare eadh documert with all the others. Hence the
complexity will be O(n?) for this simpler alternativ e.

3.3 Down-w eighting the adjacency matrix

As we mertioned before, there are two possible methods to form the bipartite
core, one is the link farm and the other is duplicate pages. To eliminate their
e ects on link-based ranking algorithms, oneintuition is to give lower weight to
theselinks within the adjacencymatrix asin [7, 33].

Based on the bipartite matrix, a straightforward way to down-weight the
adjacency matrix is usedin our algorithm: For ead unique complete link L,
we court the total N appearancesof L in the bipartite matrix. Then for each
appearanceof L in the nal documert-hyperlink matrix, we assign1/N in the
adjacency matrix instead of 1, which is the default value.

For example, in Figure 3(c), L1 appears twice, so both A[P1;L1] and

11



L1 (L2 | L3 | L4
PL|05]05| 0 0
P2 05]05| 0 0
P3| O 1 0 0
P4 | 1 0 [05] 05
P51 O 0 |05]|05

Table 4: Down-weighted documert-hyperlink matrix.

A[P2;L1] in Figure 3(a) will be setto 1=2. The nal down-weighted matrix
for this exampleis shown in Table 4.

3.4 Ranking using the weighted adjacency matrix

The nal stepis to usethe down-weighted adjacency matrix for ranking the
results. Seweral methods can be usedin this step, and we tried both Kleinberg's
HITS and ranking by popularity.

First we used original HITS on this weighted adjacency matrix and found
that the results are not good for somequeries. By inspection, we nd that the
main reasonis that \m utually reinforcing relationships" exist. So, inspired by
Bharat and Henzinger'simp version of HITS, we re-weight instancesof | links
from one domain to a single pageto have weight 1/1 to addressthis problem.
After solving this problem, we nd that most tested queriesget good results.

The secondalgorithm is just ranking by popularity. Here\p opularity" of a
page meansthe sum of all weighted valuesfor the incoming links to the page.
This algorithm is fast becauseno iterativ e processis involved and usually it can
also generategood ranking results.

4 Exp eriments and evaluation

In this section, we will describe the data setsthat are usedin our experimerts,
the ranking results of our algorithms discussedin the previous sections, and
nally a userstudy to evaluate our results.

In this experimental section, without specic indication, the results are cal-
culated by the algorithm introducedin Section 3.2.1. In general, we use5*5 as
the thresholds for k and I.

4.1 Data set

We adopted the samedata collecting processasHITS to collect our experimert
data. Initially we send a query to seardi.yahoo.com get top 200 URLs for
this query, then for each URL, we get the top 50 incoming links to this URL
by querying seard.yahoo.com again and we also download all outgoing pages
within this URL. The expandeddata set is then usedas the basedata set for
this query.

12



Rank | URL
1 http://www.teleactivities.org/
2 http://www.no-gam bling.com/
3 http://www.dan ubecasino.com/
4 http://www.teleorg.org/
5 http://www.teleactivities.com/
6 http://www.teleactivities.net/
7 http://www.teleactivities.net/resources/ezi nes.htm
8 http://www.teleactivities.net/resources/si  tes.htm
9 http://www.teleactivities.net/resources/fo  rums.htm
10 http://www.teleactivities.net/resources/a wards.htm
(a) HITS results.
Rank | URL
1 http://www.no-gam bling.com/
2 http://lwww.teleorg.org/
3 http://ong.altervista.org/
4 http://b x.bOx.com/
5 http://video-p oker.batcave.net/
6 http://www.w ebsarrba.com/mark eting-campaigns
7 http://online-casino.o-f.com/
8 http://caribb ean-poker.webxis.com/
9 http://roulette.zomi.net/
10 http://teleservices.net rms.com/
(b) BH-HITS results.
Rank | URL
1 http://www.freetranslation.com/
2 http://www.systransoft.com/
3 http://bab el sh.alta vista.com/
4 http://www.y ourdictionary .com/
5 http://dictionaries.tra vlang.com/
6 http://www.go ogle.com/
7 http://www.foreign word.com/
8 http://www.bab ylon.com/
9 http://www.w orldlingo.com/pro ducts_services/worldlingo _translator.h tml
10 http://www.allw ords.com/

(c) CL-HITS and CL-POP results.

Table 5: Results for query translation online.
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Rank | URL

http://lwww.recallusa.com/

http://www.binarybiz.com/
http://www.medi-spastore.com/
http://www.101domain.com/

http://www.lencom.com/

http://www.lastmin ute-angebote.ws/
http://lwww.toploansources.com/debt-consolidation.h tm
http://www.losangeleshairstudio.com/lo s_angeleshair _salon
http://www.credit-ro cket.com/

http://rwgusa.com/adv ertise.htm
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(a) HITS results.

Table 6: Initial results for query auto shopping

For this experiment, we used 412 queries and downloaded more than 2.1
million unique Web pages. These queriesinclude queriesused by previous re-
searders[25, 33, 11, 14, 27, 28], the namesof the categoriesfrom the dmoz Open
Directory Project [30], and popular queriesfrom Lycos and Google[1, 21].

4.2 Exp erimental results

For each query, we comparethe rankings generatedby four methods. The rst

is simply HITS on the original graph. The secondis BH-HITS (inspired by
Bharat and Henzinger's imp), which is HITS applied to the graph after re-
weighting | links from one domain to a single page to have weight 1/1. The
third is CL-HITS, which is HITS applied to the BH-HITS weighted graph but
also incorporates re-weightings basedon bipartite componerts found, and the
last is CL-POP, which applies weighted popularity to rank pageson the same
graph as CL-HITS.

In most casesthe HITS will generatebad results and sometimesBH-HITS
will be dominated by link farms. In contrast, CL-HITS and CL-POP usually
give good results. In the following, we provide experimental results for some
samplequeries.

Query: translation online. The top 10 authority URLs for this query by
HITS arein Table 5(a). The top 10 authority URLSs for this query by BH-HITS
are in Table 5(b). The top 10 authority URLs for this query by CL-HITS and
CL-POP areidertical, and are shown in Table 5(c).

From these tables, we can seethat HITS is dominated by pages from
http://www.telea ctiviti es.co m/, where a lot of nepotistic links [26, 15] ex-
ist. BH-HITS solves this problem, but unfortunately, is still dominated by
seweral strongly connectedpages,which hasnothing to do with the query trans-
lation online. The CL-HITS and CL-POP do quite well with sametop lists, but
CL-POP needssigni cantly lesscomputation.

14



Rank

URL
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http://www.jahanshahr.com/

http://www.creativ enative.net/

http://www.college-sc hool-loans.com/
http://www.consolidation-loans- nder.net/

http://www.1314168.com/

http://www.cyb ernetixusa.com/

http://www.ac hclan.com/

http://www.college-studen t-loans.org/

http://www.ccro wsfansart.com/
http://www.mobile-home-loans-home-equit y-loans.com/index.html

(a) BH-HITS results.

Rank | URL

http://www.autopartsreplacemen t.com/
http://www.pain tscratch.com/
http://www.autob odypartsonline.com/
http://www.autob ytel.com/
http://www.auto directsave.com/
http://www.autozone.com/
http://www.buy autoparts.com/
http://www.edelbro ck.com/
http://www.jcwhitney .com/
http://www.holley .com/

O©CoO~NOOOTA,WNPE
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(b) CL-HITS results.

Rank | URL

http://www.autopartsreplacemen t.com/
http://www.carsale.com/
http://www.autob ytel.com/
http://www.pain tscratch.com/
http://www.auto-rx.com/
http://www.autozone.com/
http://www.autopartsliv. e.com/
http://www.autopartstreet.com/
http://www.autob odypartsonline.com/
http://www.autopartsauthorit y.com/

Boo~vwourwnr

(c) CL-POP results.

Table 7: Results for query auto shopping

15




Rank | URL

http://www.discoun tcars.net/
http://www.motel-discoun ts.com/
http://www.stlouishoteldeals.com/
http://www.ric hmondhoteldeals.com/
http://www.jac ksorvillehoteldeals.com/
http://www.jac ksonhoteldeals.com/
http://lwww.k eywesthoteldeals.com/
http://www.austinhoteldeals.com/
http://www.gatlin burghoteldeals.com/
http://lwww.ashevillehoteldeals.com/

O©CoOoO~NOOh,WNPE
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(a) HITS results.

Table 8: Initial results for query rental car.

Query: auto shopping. The top 10 authority URLs for this query by
HITS arein Table 6(a). The top 10 authority URLSs for this query by BH-HITS
arein Table 7(a). The top 10 authority URLs for this query by CL-HITS are in
Table 7(b). The top 10 authority URLSs for this query by CL-POP are in Table
7(c).

Again, HITS is dominated by nepotistic links of pages from
www.bethpagecharber. com the top 10 URLs from BH-HITS are densely
connectedto ead other. CL-HITS and CL-POP both give relevant top results;
there are somedierent URLs within top 10 for these two ranking methods,
but in fact in our whole list, the top 30 URLs of them are similar but with
dierent order.

Query: rental car. The top results for the four algorithms are in Tables
8(a)-9(c). HITS and BH-HITS areboth overwhelmedwith link farms. CL-HITS
and CL-POP both give relevant results, with the exception of google.com in
position 5 for CL-POP. Google shows up in position 15 for CL-HITS.

4.3 Duplicate pages

Duplicate pagescan be a problem for Web pageranking. One commonapproac
is to delete theseduplicate pagesbefore ranking [26, 32].

There are somedi culties with this deleting process. The most obvious
question is which duplicate to keepand which oneto delete. So we beliewe it
is better to give weighted value to the outgoing links within duplicate pages
instead of keeping one page and deleting the rest. Another problem is that
two pagesmay escape from the shingle test [10] while in fact a lot of links
within thesetwo pagesare common while much text content of thesetwo pages
are dierent. By giving di erent weights, only duplicate links within duplicate
pagesare punished; other unique links within these duplicate pagesare still
retain their original value.
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Rank URL

http://www.ren tadeal.com/

http://www.allab outstlouis.com/

http://www.allab outb oston.com/

https://tra vel2.securesites.com/alput _travelguides/addlisting.h tml
http://www.allab outsanfranciscoca.com/

http://www.allab outwashingtondc.com/

http://www.allab outalbuquerque.com/

http://www.allab out-losangeles.com/

http://www.allab out-denver.com/

http://www.allab out-chicago.com/
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(a) BH-HITS results.

Rank | URL

http://www.hertz.com/
http://lwww.a vis.com/
http://www.nationalcar.com/
http://www.thrift y.com/
http://www.dollar.com/
http://www.alamo.com/
http://www.budget.com/
http://www.en terprise.com/
http://www.budgetren tacar.com/
http://www.europ car.com/

©Coo~NOOU, WNE

[En
o

(b) CL-HITS results.

Rank | URL
http://www.hertz.com/
http://lwww.a vis.com/
http://lwww.thrift y.com/
http://www.nationalcar.com/
http://www.go ogle.com/
http://www.alamo.com/
http://www.dollar.com/
http://www.budget.com/
http://www.bnm.com/
http://www.en terprise.com/

Boo~vwourwnr

(c) CL-POP results.

Table 9: Results for query rental car.
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Rank | URL

http://www.maps.com/
http://www.mapsw orldwide.com/
http://www.cartographic.com/
http://www.amaps.com/
http://www.cdmaps.com/
http://www.ewpnet.com/maps.h tm
http://mapsguidesandmore.com/
http://www.njdiningguide.com/maps.h  tml
http://www.stanfords.co.uk/
http://lwww.delorme.com/
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(a) BH-HITS results.

Rank | URL

http://www.maps.com/
http://maps.y ahoo.com/
http://www.delorme.com/
http://tiger.census.go v/
http://www.da vidrumsey.com/
http://memory .loc.gov/ammem/
gmdhtml/gmdhome.h tml
http://lwww.esri.com/
http://www.maptec h.com/
http://lwww.streetmap.co.uk/
http://www.libs.uga.edu/darc hive
/hargrett/maps/maps.h tml
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(b) CL-HITS results.

Table 10: Results for query maps

As mertioned before, our bipartite componert detection algorithm can de-
tect duplicate links among pages. Since we can still use the same mecanism
for weighting as described in section 3.3, no preprocessingstep is necessaryto
detect theseduplicate pages.

For example, for the query maps people usually want to nd web pages
related to maps, driving directions, etc. The top 10 authority URLS for this
query by BH-HITS are in Table 10(a). Although most of the top URLs are
related to maps, several more famouswebsitesfor map don't show up here, such
asmaps.yahoo.com The reasonfor this is there are quite someduplicate pages
that are the replication of http://dmoz.org/  Shoppin g/ Puldi catio ns/Maps/,
but maps.yahoo.comis not within this page.

Our bipartite componert detecting algorithm nds this automatically, sothe
weights for thesepagesare reduced. The result of CL-HITS for mapsisin Table
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HITS BH-HITS CL-HITS CL-POP
1| 12.9% 24.5% 48.4% 46.3%
2| 10.7% 18.3% 28.8% 26.2%
3 6.6% 10.4% 6.7% 6.4%
4 | 26.8% 14.7% 11.3% 12.7%
5| 42.8% 31.9% 4.6% 8.1%

Table 11: Evaluation results.

10(b). We can seethe results have more diversity than BH-HITS. SoBH-HITS
itself is not good at handling replicated pages. Our algorithm can achieve this
without a separateprocess.

4.4 Evaluation of rankings

To comparethe relevanceof results generatedby our algorithms with the results
generatedby HITS and BH-HITS, an evaluation web interface was built.

For this evaluation, 20 queries were selected. For ead query, the top 10
URLs generatedfrom 4 algorithms HITS, BH-HITS, CL-HITS and CL-POP
weremixed for a blind evaluation. Userswere preserted with a randomly chosen
query and a randomly selectedset of ten results (in random order). For each
URL preseried with a query, study participants had v e choicesof relevance:
1. quite relevant 2. relevant 3. not sure 4. not relevant and 5. totally irrelevantfor
ead URL. Only one choicewas permitted for eadh URL (although a usercould
refrain from making a choice). After completion of ead set of evaluations, a
participant could optionally chooseto evaluate another set of results for another
randomly selectedquery.

The study included twenty-eight participants, recording a total of 1688pref-
erences.The distribution of preferencescoresis shown in Table 11. Both HITS
and BH-HITS havebigger percertagesin \not relevant" and \totally irrelevant”,
while CL-HITS and CL-POP have bigger percertagesin \quite relevant" and
\relevant". The major reasonof this big di erence is that we have much less
spamresults by using CL-HITS and CL-POP.

We can also usethis data to calculate precision at 10, if we allow either a
\quite relevant” or \relevant" choice to count. Under that assumption, HITS
achieved a precisionat rank 10 of 23.6%,BH-HITS 42.8%,CL-HITS 77.2%,and
CL-POP 72.5%.

45 Results for the alternativ e metho d

As described in Section 3.2.2, we can x the threshold for k to be 2. In choos-
ing the threshold for | to be 10, we calculated the results again by using this
alternativ e method. The results are shown in Table 12.

From Table 12, we can seethat by using the alternative method, CL-HITS
achieves a precision at rank 10 of 75.4% and CL-POP achieves a precision at
rank 10 of 72.7%. Compared with the results shaovn in Table 11, this simple
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CL-HITS CL-POP
1 45.9% 46.1%
2 29.6% 26.6%
3 5.8% 5.9%
4 11.4% 12.7%
5 6.9% 8.4%

Table 12: Evaluation results for the alternative method.

alternativ e can generatecomparableresults. Also the experimertal results indi-
cate that although a aw existsin the approximate algorithm shown in Section
3.2.1, the results from the approximate method are slightly better than the
results from the alternative method discussedin Section 3.2.2.

5 Discussion

In this paper, we have demonstrated the e ectiv enessof our algorithm in im-
proving the quality of HITS-style results despite the presenceof signi cant link
spam. We made the explicit decisionto penalize spamming behavior by re-
weighting the graph, and did not attempt to penalize speci ¢ pages. In many
caseswe nd bipartite graphsof popular, high-quality interlink ed sitesthat are
under common corporate ownership. We choseto retain such pages(as well as
more obviously spamming pages)in our dataset, but to reducethe e ect that
the bipartite componert will have on the overall computation. In this section,
we reconsiderour choice of complete links as we have de ned them above.

5.1 Complete link vs. link target

Intuitiv ely, more link farms may be found by using link targets than complete
links, becausemore targets will match and thus more easily exceedthe bipartite
componert threshold than complete links; it is therefore possiblethat we may
miss somelink farms by requiring complete links.

On the other hand, the use of link targets alone can be too aggressie.
Good links will end up down-weighted if theselinks are above the threshold for
detecting bipartite componerts. For example, for the query amusementparks,
the top result is http://www.pki.c  om/ for the complete links method. This
web site is a good one for this query, but we can't nd it within top 30 list by
using link targets alone becauseit is marked in one of the bipartite componerts
and thus many incoming links get down-weighted.

To comparethe performance of using the links alone with the performance
of using complete links, we selectedthe same 20 queries, and for eath query
we applied the same algorithm but using links without anchor texts. Users
evaluated the top 10 authorities for these queries. The performanceis shovn
in Table 13. As we can tell, the sum of the \quite relevant" and \relevant"
is 66.4%, which is about 10% lower than the results of using complete links,
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Type | Results
quite relevant 44.3%
relevant 22.1%
not sure 5.4%
irrelevant 14.3%
totally irrelevant 13.6%

Table 13: Evaluation results for using links alone.

showing that using complete links is better than using link alone.

5.2 Exact match vs. bag of words

One obvious question peoplemay raiseis that what if the spammersdeliberately
usedi erent anchor texts for the samelink. Sinceour algorithm courts samelink
with di erent anchor texts asdi erent completelinks, the deliberately generated
anchor texts for the samelink may escape our bipartite graph detection and
more spam links may survive.

In order to show the robustnessof our algorithm to this issue,we did one
more experiment to nd the impact of the di erent anchor texts. In this exper-
iment, instead of using the exact match of the anchor text, we usedthe idea of
\bag of words" for handling the anchor texts, i.e., for ead anchor text, we re-
moved stop words and stemmedead word and put them in alphabetical order.
Then this bag of words is used as the anchor text and forms the complete link
together with the corresponding link. Similar algorithms are usedfor this new
completelink and 20 queriesare calculated for usersevaluation. The results are
shown in Table 14.

The sum of \quite relevant" and \relevant" from Table 14 is 76.2%, which
is quite closeto the results of using exact anchor text matching. This suggests
that either exact anchor text matching or bag of words matching could be used.

Although one may think that spammerscan userandomly generatedanchor
texts for the samelink target in order to bypassour proposedmethod, we argue
that in reality this won't work asthey expect. The reasonis that usually the
spammersnot only want to boost the link popularity to a pagebut alsowant to
boost the pageranking for certain queries. In order to do this, they e ectiv ely
combine link farms with link bombing techniques [29], i.e., they usually use
common anchor texts to the links within a link farm.

As aresult, our approach (especially the bag of words version) is expectedto
be an e ectiv e deterrent when its useis public knowledge. Spammerswill have
to expend more e ort (generating di erent anchor texts to escape detection)
and will have a lesse ectiv e boost in rank (sincethe link bombing e ect will be
reducedby the useof di erent anchors).

Finally, we note that someof the occasionalobvious errorsin retrieval arethe
result of ranking without any additional textual analysis. Highly authoritativ e
sites such as google.com will sometimesbe listed in the top results, even when
the query is unrelated. This problem may be corrected using techniques suc
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Type | Results
quite relevant 47.3%
relevant 28.9%
not sure 7.7%
irrelevant 11.4%
totally irrelevant 4.5%

Table 14: Evaluation results for using bag of words.
as pruning of outliers [7].

6 Conclusion

In this paper, we proposeda polynomial time method using complete links for
detecting link farms and duplicate pagesin order to get better results for link-
basedranking algorithms. In addition, we proposea simpler alternativ e method
for the samepurpose. Both of them show big improvemerts when comparing
with HITS algorithm.

While we cannot claim that our approach complete addresseshe problem
of seard engine spam, we found that it can identify highly authoritativ e and
relevant results, shawed signi cant improvemerts over the original HITS per-
formance on current, spam-dominated datasets, and for its e ectiv enessas a
deterrent evenif usebecamepublic knowledge. We also found that after graph
re-weighting, ranking by popularity often provides similar quality to HITS at a
much lower computational cost.
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