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Abstract—Nowadays, smart meters are capable of collecting,
processing, storing, and reporting users’ energy consumption
data with high fidelity. While facilitating a wide variety of
applications such as demand response and anomaly detection,
smart meter data exposes users to the risks of revealing sensitive
information including occupancy states and activity patterns.
Among privacy-preserving data collection methods for smart metering, data manipulation techniques can easily be implemented
in smart meters and do not require installation of batteries.
However, the trade-offs between data utility and privacy leakage
supported by these techniques are not fully explored. In this
work, we identify appliance-level utility as well as privacy
metrics and quantitatively evaluate the effectiveness of two data
manipulation techniques: down-sampling and noise addition.
Furthermore, we combine the two techniques and evaluate the
levels of appliance-specific information leakage supported under
miscellaneous configurations. Using publicly available data set,
we show that data manipulation techniques can provide coarsegrained protection of users’ privacy while enabling applications
requiring appliance-level information such as fault detection.
Our evaluation reveals the limitations of these data manipulation
techniques, which can help users determine whether investments
on more advanced solutions such as battery-based load hiding
are necessary.

I. I NTRODUCTION
As hardware technology and the smart grid paradigm
continue to evolve, capabilities of smart meters have been
enhancing over the last decade. Many existing smart meters are
equipped with sensing, data processing, storage, and communication modules to report whole-home energy consumption
data to utility service providers. In addition, data disclosure
policies, such as the Green Button [1], allow users to download
their own data or authorize a trusted third party to access it.
In [2], the Green Button framework is enhanced to (a) allow
utility customers to control the amount of data disclosed, and
(b) enable third-party service providers to verify consumers’
data authenticity. When energy usage data is disclosed, users
have to face the trade-off between the utility of data and
the risk of privacy leakage: On the one hand, smart meter
data is leveraged in an ever-growing array of applications that
can benefit the users, including theft detection [3], anomaly
detection [4], and demand response [5]. For instance, abnormal
changes in energy consumption can be identified by computing
an anomaly score for an individual user and then adjusting it
based on smart meter data from the neighborhood [4]. The
user is exempted from scrutinizing all the data and can focus
on the snippets containing anomalies. On the other hand, the
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Fig. 1. NILM algorithms and sensitive information that can be extracted from
appliance-specific energy usages.

development of non-intrusive load monitoring (NILM) techniques [6] that disaggregate whole-home energy readings into
appliance-specific energy usages has led to privacy concerns.
As illustrated in Fig. 1, further inferences on appliance-level
energy data can reveal sensitive information such as occupancy
states [7], user activity patterns [8], or even multimedia
contents being played on a TV set [9]. While providing useful
services by applying NILM or more advanced data analytics,
a trusted data curator (e.g., the utility company, or a third
party granted data access by the user) is able to extract
sensitive information that a user does not want to disclose.
As an example, suppose that a utility company collects smart
meter readings to support time-based rate programs and fault
detection. Meanwhile, the algorithm in [9] is applied by the
utility company to infer the multimedia contents being played
on a user’s TV set. Over time, knowledge on users’ preferences
for TV programs will be accumulated and may be sold to
advertisement companies without their consent. To facilitate
the development of innovative services leveraging smart meter
data while limiting the risks of privacy leakage, it is vitally
important to not only establish effective regulations and guidelines [10] but also devise privacy-preserving mechanisms.
Several categories of methods have been proposed to protect
user privacy in smart metering settings [11]. Encryption-based
techniques (e.g., [12]) can prevent the extraction of sensitive
information by untrusted parties and external attackers. However, these approaches cannot prevent trusted data curators
from performing unauthorized data analytics. Battery-based
load hiding (BLH) techniques (e.g., [13]) require the installation of batteries to hide or flatten load curves that may reveal
sensitive information. Many BLH schemes formulate and solve
optimization problems to minimize privacy revelation while
achieving objectives of the user and/or the utility company
(e.g., [13], [14]). As data is collected and stored in smart
meters before being reported to the utility company, it is
possible to protect users’ privacy through data manipulation.
For instance, adding noise to smart meter readings [15] can
protect privacy while still support useful applications such as
billing. In contrast to privacy-preserving methods from other
categories, data manipulation techniques can be implemented

in smart meters through firmware upgrades and do not require
extra investments on batteries. However, the utility-privacy
trade-offs offered by data manipulation techniques under different settings have not been fully explored. Specifically, we
are interested in finding answers to the following questions
that may be raised by users and utility companies:
• How well can data manipulation techniques prevent leakage of appliance-level energy consumption information?
• When are investments on BLH techniques necessary to
protect privacy?
In this work, we quantitatively explore the trade-offs between privacy leakage and utility of smart meter data enabled
by two data manipulation techniques: down-sampling and
noise addition. The contributions of this work are as follows:
We identify quantitative metrics to measure per-appliance data
utility and privacy leakage, facilitating the comparisons both
between data manipulation techniques and with BLH schemes.
In addition, we quantitatively explore the trade-offs enabled by
down-sampling and noise addition, respectively. Furthermore,
we evaluate the effectiveness of the combination of these
two techniques in privacy protection. Our experiments show
that evaluating the utility-privacy trade-offs at appliance level
allows users to find out whether sensitive information they
do not want to disclose can be protected by implementing
data manipulation techniques in smart meters. Our evaluation
framework can also help users determine whether or not they
need to invest on BLH solutions.
II. R ELATED W ORK
In addition to securing the communication channel between
smart meters and a trusted data curator [12], a category of
techniques mask load curves that may reveal sensitive information through load scheduling. If batteries are installed on
household premises, users can hide private information, such
as appliance usages, occupancy states, habits, and lifestyles,
by controlling when and how batteries should be charged and
discharged (e.g., [13], [14]). Alternatively, it is also possible
to schedule deferrable loads to prevent privacy leakage. For
instance, it is shown in [16] that occupancy detection can be
thwarted by modulating the power usage of a water heater.
Privacy-preserving techniques based on load scheduling rely
on the existence of energy sources or deferrable loads on a
user’s premise. In addition, they also require the deployment of
control and communication infrastructure. Users may not want
to invest on these load-scheduling-based solutions if methods
with lower costs are available.
Privacy-preserving data manipulation techniques allow users
to release their data to a trusted data curator while limiting the
level of privacy leakage. In [15], noise is added to smart meter
readings before they are reported. To ensure data utility, the
range of the noise signal is controlled based on the maximum
allowed error tolerance of the application to be implemented
(e.g., a maximum error of 1% for monthly billing). It should
be noted that once noise is added, applications requiring highfidelity meter readings (e.g., load forecasting and time-based
rates) can no longer be supported [15]. Noise addition can

also be integrated into data aggregation framework to provide
a trade-off between data precision and level of privacy [17].
In essence, smart meter readings are time-series data sampled
at regular intervals. To protect temporal privacy from being
learned, it has been proposed that smart meter readings can
be buffered and disordered before transmission [18]. Another
property of time-series data is the sampling rate. In [19], the
authors study the impacts of sampling rate on the accuracy
of edge detection, which is the first step of many NILM
algorithms such as the first one proposed in [20].
In [21], a stochastic process, referred to as privacy mapping,
is designed to distort smart meter readings while balancing
between privacy and data utility. Such a privacy mapping
can be implemented by load-scheduling-based techniques. For
data manipulation techniques, the trade-off between hiding
sensitive information and maintaining usefulness of smart
meter data is not fully explored. In [15], the effectiveness
of noise addition in privacy-protection is studied, whereas
data utility is only discussed by listing the set of applications
that can still be implemented after noise is added. A general
privacy-utility framework has been proposed [22] to find
optimal privacy-preserving strategies for the mapping from
measured to released data. However, the usefulness of downsampling and noise addition in balancing between data utility
and privacy revelation remains unexplored. Finding a way
to address this problem can help users choose between lowcost data manipulation techniques and load-scheduling-based
solutions.
III. P RIVACY-U TILITY F RAMEWORK FOR E VALUATING
DATA M ANIPULATION T ECHNIQUES
A user’s smart meter collects whole-home energy consumption data at regular time intervals and transmits the data to a
trusted entity. We assume that the smart meter has a modular
design (e.g., [23]) that allows the utility company to configure
the sampling rate of the sensing module and/or implement
noise addition [15] through firmware upgrades. We are interested in the following scenario that requires balancing between
data utility and privacy leakage: Applications implemented by
the trusted data curator rely on the energy usage information
of a subset of a user’s appliances. The user does not want
to disclose information of appliances (or a subset) that are
not required by the services he/she subscribes. In this section,
we describe our framework for evaluating the utility-privacy
trade-offs enabled by low-cost data manipulation techniques.
A. Adversary Model
The communication channel between user’s smart meter and
the trusted entity is secure, so the data collection system is
protected against external attackers. We assume that any entity
(e.g., the utility company) entrusted with a user’s smart meter
data is honest but curious: It correctly implements the services
requested by the users but may extract extra information
without their consent. We also assume that services offered
by the trusted entity rely on the energy usages of a subset of

a user’s appliances. Examples of such services include costsaving recommendations and appliance fault detection. In costsaving recommendations, a user participating in time-based
rate program identifies a set of appliances (e.g., washer/drayer
and dishwasher) and seeks recommendations on when to
operate them to reduce the energy bills. In appliance fault
detection, the user tells the trusted entity the set of potentially
faulty appliances he/she owns and requests help to identify
the ones to be replaced (e.g., a faulty oven that has been
used for years). To enjoy such services, the user authorizes
the trusted entity to disaggregate his/her smart meter data and
analyze the energy consumptions of a subset of appliances.
Appliance-level information that the user does not want to
disclose is regarded as private. For example, a user receiving
cost-saving recommendations on his/her dishwasher does not
want the curious data curator to learn about how and when the
kitchen outlets and bathroom ground-fault interrupter (GFI)
are operated, which may allow the curious attacker to derive
the user’s activity patterns or lifestyle (see Fig. 1). In our
evaluation, we assume that the trusted entity uses factorial
hidden Markov models (FHMM) to disaggregate smart meter
readings into per-appliance usage information. This algorithm
has been used as a benchmark algorithm in NILM research
(e.g., [24], [25]).
B. Data Utility Model
Smart meter data facilitates a wide variety of smart-grid services that provide utility to the users. The distortion introduced
by a privacy mapping is used as a metric for data utility in [21].
Since we are interested in applications relying on appliancespecific energy usages (e.g., appliance fault detection), we
define data utility for individual appliances. Suppose that a
smart meter monitors a user’s home during a time period
T . Readings generated by the smart meter at regular time
intervals is denoted by time series X T . To implement the
services requested by the user, a trusted entity applies an
NILM algorithm to extract appliance-level energy usages.
We denote the energy readings disaggregated from X T for
appliance i by XˆiT . The actual energy readings for i during T
is represented by XiT . Appliance-specific data utility is defined
as follows:
Definition 1 (Data Utility Metric): Given two time series
XiT and XˆiT for appliance i, the distortion between XˆiT and
XiT can be measured by their distance d(XiT , XˆiT ). Suppose
that there are N samples in XiT (and XˆiT ), we use the average
d(XiT ,XˆiT )
as the utility metric for i.
distortion d¯ =
N
In this work, we use the Euclidean distance. Consider the
appliance fault detection application. If the average distortion
introduced by data manipulation exceeds some threshold (e.g.,
10% of the power consumption range for the appliance of
interest), the chance of false positives (i.e., normal operations
mistaken for faults) increases. The greater the distortion, the
less the utility. To measure data utility, we need ground-truth
data on per-appliance energy consumption during T , which is
available in public data sets such as the REDD [26] data set.

TABLE I
L IST OF A PPLIANCES IN THE E XPERIMENTS
Index Appliance
Index Appliance
1
oven
2
refrigerator
3
dishwasher
4
kitchen-outlets-1
5
lighting-1
6
washer-dryer
8
bathroom-gfi
7
microwave
9
electric-heat
10
stove
11
kitchen-outlets-2
12
lighting-2
13
lighting-3

C. Privacy Model
A user does not want information on how and when appliances closely related to occupancy or activity patterns (e.g.,
kitchen outlets, lighting, and electric heat) to be leaked if their
information is not required by the services he/she subscribes.
We use mutual information to evaluate the information leakage
if the trusted data curator applies NILM to manipulated smart
meter readings. We define per-appliance privacy metric using
mutual information as follows:
Definition 2 (Privacy Metric): Given two time series XiT
and XˆiT over the same time period T for appliance i, the
mutual information I(XiT , XˆiT ) between the two series is
X X
p(x, y)
,
I(XiT , XˆiT ) =
ln
p(x)p(y)
T
x∈Xi y∈XˆT
i

where p(x) and p(y) are the probability density functions of
random variables x ∈ XiT and y ∈ XiT , and p(x, y) is the
joint probability density function.
Mutual information quantifies the amount of common information embedded in both the ground-truth series XiT and the
series XˆiT derived from manipulated smart meter readings.
The greater the mutual information, the more the privacy
leakage. Mutual information has been widely used in privacypreserving techniques based on load scheduling (e.g., [27],
[13], [22]) as well as data manipulation (e.g., [21]). We
note that there are other privacy metrics such as correlation
coefficient [15] and relative entropy [14]. We choose mutual
information as privacy metric to facilitate comparisons not
only among data manipulation techniques but also with loadscheduling-based schemes.
D. Data Manipulation Techniques
Among the data manipulation techniques reviewed in Section II, we choose to explore the utility-privacy trade-offs enabled by down-sampling and noise addition. Both techniques
can be implemented in existing smart meters through firmware
upgrades.
• Down-sampling. For smart meters with a modular design
(e.g., [23]), down-sampling can be implemented in two
ways. The utility company can directly lower the sampling rate of the front-end sensing module. Alternatively,
it is also possible to down-sample stored meter readings
X T by summing up every n samples. The sampling rate
of the resulting meter readings XˆT is n1 of X T . Note that
the sampling rate of XˆT is constrained by the memory
size of smart meters.
• Noise addition. The implementation of noise addition in
smart meters is discussed in [15]. Noise is added after

utility and privacy metrics. To compute mutual information,
we use a bin size of 50 W. We are interested in how well data
manipulation techniques can prevent the leakage of sensitive
appliance states. Simultaneously, the manipulated data should
retain a certain utility level such that users can still enjoy their
desirable services.
(a) Mutual information in nats
(b) Normalized distortion metric
Fig. 2. Utility-privacy trade-off enabled by down-sampling.

power measurements are taken by the sensing module.
In this work, we assume that the random noise XnT has a
uniform distribution, i.e., XnT ∼ U (−R, R). If X T contains L samples and L is large enough, the central limit
theorem ensures that the error eTn introduced by noise
2
addition has a normal distribution, i.e., eTn ∼ N (0, L·R
3 ).
We use the jumping daily window (JDW) approach to
determine the maximum allowed error because it is shown
to be the best noise addition strategy in [15]. We choose
a confidence level of 98% for eTn to implement noise
addition.
It is possible to combine these two techniques: We can first
down-sample X T and then apply noise addition on the downsampled time series XˆT .
IV. E XPERIMENTS ON S MART-M ETER DATASET
A. Experiment Settings
We take out 13 appliances from House 1 of the REDD [26]
data set. Table I lists these appliances and their indexes. The
smart meter readings are the aggregation
Pof the energy readings of the 13 appliances, i.e., X T (t) = 1≤i≤13 XiT (t), ∀t ∈
T . The sampling rate of the REDD data set is approximately
1/3 Hz. We divide the data set into a training set and a testing
set. The training set contains per-appliance energy readings
of 1 week, and the remaining 11 days of the data forms the
testing set. We down-sample the training set to generate a
group of training sets at different sampling rates. The FHMM
algorithm is trained on these training sets to generate FHMM
models for the House 1 at different sampling rates. For downsampled smart meter readings (with or without noise added),
the FHMM model at the corresponding sampling rate is used
to perform disaggregation. To evaluate the data manipulation
techniques, we generate three groups of testing sets by applying down-sampling, noise addition, and their combination,
respectively. Each testing set contains only the whole-home
smart meter readings. The curious attacker applies the FHMM
algorithm to the testing set to infer the energy consumption
of the 13 appliances. For appliance i, we use the groundtruth data XiT and the inferred time series XˆiT to compute the

(a) Mutual information in nats
(b) Normalized distortion metric
Fig. 3. Utility-privacy trade-off enabled by noise addition.

B. Evaluation Results
1) Down-Sampling: We down-sample the testing data set
from 1/3 Hz to the following sampling rates: 1/6 Hz, 1/15
Hz, 1/30 Hz, 1/60 Hz, 1/150 Hz, 1/300 Hz, 1/600 Hz,
1/900 Hz, 1/1800 Hz, and 1/3600 Hz. We can use the data
in Fig. 2 to explore the trade-off between data utility and
privacy leakage enabled by down-sampling. Suppose that a
simple fault detection application uses down-sampled data.The
user asks if the microwave is faulty or not, so the utility
company performs NILM to obtain appliance-level energy
usages. First, we determine the level of privacy protection.
According to [13], user’s privacy can be protected if a BLH
scheme can lower the mutual information below 0.3 nats.
Using Fig. 2a, we can find that a sampling rate lower than
1/150 Hz reaches the same level of privacy protection. Then,
we use Fig. 2b to see if the distortion level is tolerable by
the fault detection application. Note that we normalize the
distortion metrics over the average power consumption of
individual appliances as the per-appliance distortion levels in
Fig. 2b. We can use a low sampling rate (e.g., 1/900 Hz)
since the distortion level for the microwave is only 2.3%
of its average power level of 2260 Watts. The disaggregated
energy usage of the microwave does not significantly diverge
from the actual usage ranges, so we are still able to detect
faults such as a magnetron tube failure, which results in about
a 2000-Watt decrease in power consumption. On the other
hand, if the target appliances are lights, we cannot significantly
reduce the sampling rate since the distortion level is too
high (e.g., about 35% at 1/900 Hz). The information leakage
will also be higher and cannot be effectively limited. In this
case, a user must choose load-scheduling-based techniques
or combine down-sampling with noise addition for privacy
protection. For existing smart metering system using low
sampling frequencies (e.g., 1/1800 Hz or 1/3600 Hz), we can
observe from Fig. 2a that user privacy in terms of appliance
states is effectively protected.
2) Noise Addition: Using the 31 -Hz testing set, we add
noise and generate testing sets with the following maximum
allowed error ratios: 0.5%, 1.0%, 1.5%, 2.0%, 2.5%, 3.0%,
3.5%, 4.0%, 4.5%, and 5.0%. We can use the data presented
in Fig. 3 to explore the utility-privacy trade-offs enabled by
noise addition. Again, suppose that the user wants the utility
company to help detect faults in his/her microwave. To reach
a good privacy protection level (i.e., mutual information lower
than 0.3 for all appliances), Fig. 3a suggests that the maximum
allowed noise ratio should be at least 1.5%. If the microwave
is the only appliance the user wants the utility to learn about
through NILM, we can further increase the ratio to 5.0%

Fig. 4. Average privacy level enabled by the combination of down-sampling
and noise addition in terms of mutual information in nats.

because Fig. 3b shows that this ratio only results in a 2%
distortion for the microwave.
3) Combining Down-Sampling and Noise Addition: The
group of testing sets are generated by first down-sampling the
1
3 -Hz testing set and then adding noise. Fig. 4 shows the mutual information metric averaged over the 13 appliances at each
(sampling rate, maximum allowed noise ratio)-combination.
Due to space constraint, we include per-appliance utility and
privacy metrics for this scenario in our technical report [28].
At each sampling rate, the impacts of noise addition on perappliance data utility exhibits similar patterns to what we
observed in Fig. 3b. As shown in Fig. 4, the privacy level
(in terms of average mutual information) is high. Suppose
that the utility company needs meter readings with a relatively
high sampling rate for conventional applications such as billing
and that the user still wants the utility to help diagnose his/her
microwave. Combining down-sampling and noise addition can
help them find the proper trade-off between utility and privacy:
At 1/6 Hz with a 1.0% noise addition, the privacy levels for
all appliances are lower than 0.3, whereas the distortion level
for the microwave is about 2.9%. With this configuration, the
utility is able to generate energy bills with an 1% error and
perform fault detection for the microwave. Meanwhile, the
level of privacy protection is low enough to protect the user.
V. C ONCLUSION
In this work, we quantitatively evaluate privacy-preserving
data manipulation techniques for smart metering. We show
that users can balance between privacy revelation and data
utility by choosing the proper data manipulation techniques.
Although extra investments on batteries and control infrastructure are not required, we note that the granularity of control
supported by these techniques is coarse. By evaluating utilityprivacy trade-offs quantitatively, a trusted data curator will be
able to help users choose between low-cost data manipulation
techniques and BLH schemes for privacy protection.
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