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CHAPTER OVERVIEW
Page 1:
Chapter Introduction
Frame 1: AThe Universal Machine@
Graphic concept:

AUniversal Machine@ B computer inside a representation of the universe.

Audio:
In this chapter we=ll examine yet another aspect of AThe Universal Machine@ B its universal impact on the shape of society.

Frame 2: ATechnology Changes the World@
Graphic concept:

Keep Frame 1 graphic

Animations/morphing from wheel to steam engine.

Text:
New technology affects the world.


Audio:


Computers, like earlier technological advances, have affected society.  The wheel got things rolling about 5,000 years ago, resulting in better agricultural equipment and easier travel.  The steam engine helped to launch society from the Agricultural age into the Industrial age.  People began moving from farms to factories, from countryside to big cities.

Frame 3: AThe Computer Age@
Graphic concept:

Animations/morphing from steam engine to computer.  Other icons representing e-mail etc.

Text:
Same as frame 2.


Audio:


The Computer revolution has ushered in the Information age C an age of computerized banking, electronic mail, and teleshopping on the Internet.  

But not all change is good.  This chapter examines three issues for computing and society B the right to privacy, legal concerns, and professional ethics.  The decisions that computer professionals make today can greatly impact the rest of us tomorrow.
Page 2:
Section 1 Description:  Computers and Social Change
Graphic concept:

Representations of Industrial Revolution and Computer Revolution used in Section 1, Page 1, Frame 1.

Audio:


The Computer Revolution, like the Industrial Revolution before, is having a significant impact on how people live, where they live, what their values are, and their relationship to other members of society.

Page 3:
Section 2 Description:  Computers and Privacy
Graphic concept:

Four types of privacy.  (Use Section 2 graphics)

Audio:


We are now a part of the Information Age B and some of the information being processed out there is about YOU.  What types of information should be kept private?  What are the benefits of losing a bit of privacy?  This section will explore the issues of your right to information and communications privacy.

Page 4:
Section 3 Description:  Computers and Legal Issues
Graphic concept:

Scales of justices

Audio:


Issues for computing and the law are abundant.  This section looks at three important ones: legal protection for software, liability for software failure, and legal control of information over networks.

Page 5:
Section 4 Description:  Computers and Ethical Issues
Graphic concept:

Book of Professional Ethics from Section 4.

Audio:


With social changes come new ethical issues and a need to codify ethical standards.  This section will explore how the problem solving strategies you have learned to apply to programming problems can also help you to unravel ethical dilemmas.
Page 6:
Select an icon
Graphic:
Icon buttons representing chapter sections

Text:
Click an icon or the fast forward button. (Mike?)

Audio:

Click on an icon to select a section, or click the fast forward button to move on to the next section.

I.
COMPUTERS AND SOCIAL CHANGE
Page 1:
AThe Industrial Revolution and Social Change@
Frame 1: AIndustrial Revolution Introduction@
Graphic concept:

Factory person and computer person.

Text:  The Industrial Revolution and Computer Revolution brought about social change.

Audio:


The Computer Revolution of the 20th century has often been compared to the Industrial Revolution of the 18th century, especially in the changes they brought about.  Let=s take a look at some of the social changes that occurred during the Industrial age. 


Frame 2: AIndustrial Revolution and Geographic Changes@
Graphic concept:

Map with factories.

Audio:
As more factories were built, more people moved from decentralized farms and villages to centralized cities, to work in factories. This geographic change in the population had a ripple effect.  For example, the transportation industry boomed C first canals and pony expresses, then railroads.

Frame 3: AIndustrial Revolution and the Monetary System@
Graphic concept:

Mass produced items

Audio:
The Industrial age also spurred the growth of our monetary system.  With the increase of mass-produced items, monetary payment for goods and services soon overshadowed traditional bartering methods.

Frame 4: AIndustrial Revolution and the Concept of Time@
Graphic concept:

Person with punch card.

Graphic of a clock == a dollar bill, while describing Atime is money@
Audio:
Factories forced a strict timetable on its workers.  Whereas farmers in the agricultural age measured time according to the rising and setting of the sun, workers in the Industrial age measured time according to their punch cards.  The concept of time changed, so what was once a metaphor C  Atime is money@ C now pretty much a literal statement describing how most people in a modern society think and work.
Page 2:
AThe Computer Revolution and Social Change@
Frame 1: AComputer Revolution Exercise 1 Introduction@
Graphic concept:

Radio buttons (or rather, checkboxes I would think) for student to click.

Audio:
Some people argue that the Computer Revolution isn=t really a revolution at all. Whether or not the AComputer Revolution@ is well-named, it certainly has had deep-seated effects on society.

Frame 2: AComputer Revolution Exercise 1 Introduction@
Graphic concept:

Same.

Knobby
Click on any of these aspects of society upon which computing has had a significant effect.

[Knobby feedback to user responses shown in brackets]

Decentralized work force.
[More people are telecommuting from home.]

ABig Brother@ watches you.
[Contrary to Orwell=s 1984, computing helps bring down totalitarian regimes.  But the Feds want everyone to use a chip that will let them decode all encrypted messages.]

Increased crime.



[Now there=s Awhite collar crime@ and Ahacking@,

stealing electronic funds or secrets.]

Better crime fighting.


[Investigators can monitor telecommunications, especially if they can unencrypt messages!]

Less jobs.





[Robots have replaced factory workers;

will expert systems replace technicians?]

More jobs.




[The computing industry is the fastest growing sector of most modern economies.]

Increased communication.  
[Electronic mail and the World Wide Web!]

Increased spirituality.

[There are chat rooms and churches on the Web,

but also plenty of pornography and materialism.

More freedom and more responsibility!]

Frame 3: AComputer Revolution Exercise 2@
Graphic concept:

List of social effects.

Input computer screen labeled AIndustrial and Computer Revolutions@.  One column labeled ADifferences@ and one column labeled ASimilarities.@  (No AFinish@ button needed.)  Student will drag effects into appropriate column.

Social effects in Industrial Revolution graphic:
Dependency on transportation (dif)

Increased communication (sim)

Increased economic efficiency (sim)

Centralized population (dif)

Dislocated workers (sim)

Loss of privacy (sim)

Growth of labor movement (dif)

Growth of multi-national corporations (dif)

Knobby
Some of the social changes resulting from the Computer Revolution are similar to the changes caused by the Industrial Revolution.  And some are different.  Drag each social effect into either the ASimilarities@ or ADifferences@ column.

Page 3:
Probe Question
Frame 1: ARevolutions and Social Change Probe Question 1@
Graphic concept:

Empty ATime Line@ with slider.  Label it AInvention Time Line.@  As the slider is moved to each date, a picture of an invention will popup, accompanied by a label.

Knobby
Obviously, computers aren=t the only inventions to affect society.  Drag the Time Line slider to see some other inventions that really changed society.

Slider to contain the following inventions:
Wheel






Cotton gin

Coal-oil lamps




Steamship

Automobile




Telescope

Printing Press




Cryptography

Transistors




Microscope






Frame 2: ARevolutions and Social Change Probe Question 2@
Graphic concept:

Keep Invention Time Line.  List social effects (user will drag to appropriate invention.)

Knobby
Each invention on this Time Line resulted in at least one major social change.  Drag each social effect to the invention you think caused it.

List of Asocial effects@:
Carts improve farming, chariots decide wars (wheel)

Practical production makes the South AThe Land of Cotton@ (cotton gin)

Whaling industry declines as coal replaces whale oil (coal-oil lamps)

Steaming upstream increases Mississippi traffic (steamship)

Greater literacy, Reformation, Renaissance (printing press)

Copernican theory confirmed & age of scientific discovery opens (telescope)

Ability to win wars, for example finding U-boats in Atlantic (cryptography)

Mass-production of radios, televisions and personal computers (transistors)

Medical advances and cures for diseases (microscope)

Dispersed population (automobile)

Page 4:
Conclusion
Frame 1: ARevolutions and Social Change Conclusion@
Graphic concept:

Same as Page 1, Frame 1.

Audio
We=ve touched on just a few of the many social effects of the Industrial Age and the Computer Age.  And, who knows what FUTURE changes we can expect from the Computer Revolution?

It=s important for computer professionals to be aware of how new technology might affect the way people live.

II.
COMPUTERS AND PRIVACY
Page 1:
Types of Privacy
Frame 1: AIntroduction to Privacy Issues@
Graphic concept:

Single computer and a networked computer.

Audio:
We live in a era where information is power, largely because the computer can generate so much information--census data, credit reports and credit cards, encrypted and unencrypted messages, and so forth. The vast amount of information floating around in digital format has also affected our individual privacy. 

Frame 2: AWhat is Privacy?@
Graphic concept:

Networked computers with a padlock between them.

Text:

Privacy is the power or ability to say Ano.@
Audio:
Privacy can be described as the power or ability to say Ano@ in certain ways to the outside world.  This is important in a society that places a high priority on individuality.

One way people can say Ano@ to the outside world is to simply lock their doors.  But the rise of computers have resulted in the need for more ways to say Ano@ to the outside world.  Let=s look at four common types of privacy.

Page 2:
Privacy Exercises
Frame 1: APrivacy Exercises Introduction@
Graphic concept:

Four small graphics, each representing a type of privacy Physical privacy - door; Observational privacy - window shade; Information privacy - letter; Communications privacy - two networked computers.  Label each graphic.

Audio:
Most people expect to be granted certain types of privacy.  The four types of privacy we want to consider are physical privacy, observational privacy, information privacy, and communications privacy.

Frame 2: APrivacy Exercise 1@
Graphic concept:

Move four graphics from Frame 1 into each corner of the screen.

Display the following AScenario 1@ in the middle of the screen:

Sue writes a letter to Candace, in which she mentions confidentially she has an infertility problem.  Candace then passes around the letter to friends.

Knobby:
Hmmm... What sort of privacy got violated here?

Knobby=s feedback to correct answer (Information privacy.)

Right! Sue sure lost some information privacy, didn=t she?  After all, information privacy means saying Ano@ to the whole world knowing about your medical condition!

Knobby=s feedback to incorrect answers (use these for all scenarios):

Physical privacy:  No, physical privacy means saying Ano@ to someone=s physical presence.  Try again.

Observational privacy:  Nope, observational privacy means saying Ano@ to someone watching you.  Try again.

Communications privacy:  Hmmm, not really.  Communications privacy means preventing someone from intercepting your mail, phone calls, or e-mail.  Try again.

Information privacy (for later scenarios):  Well, not really.  Information privacy means saying Ano@ to someone having access to information about you.

Frame 3: APrivacy Exercise 2@
Graphic concept:

Display the following AScenario 2@ in the middle of the screen:

Jim is in his office, crying, with the door closed.  He even has a sign on his door saying ADo not disturb.@  John comes in and refuses to leave until Jim tells him what=s wrong.

Knobby:
Poor Jim!  What type of privacy did John violate?

Knobby=s feedback to correct answer (Physical privacy.)

You=re right!  Jim=s physical privacy was violated because he was not able to be by himself when he wanted to.

Frame 4: APrivacy Exercise 3@
Graphic concept:

Display the following AScenario 3@ in the middle of the screen:

Jim is in his office, crying, with the door closed.  John peeks through the miniblinds in the glass partition and watches Jim, trying to figure out what=s wrong.

Knobby:
Now I=m curious about JimYBut again, his privacy was violated.  What kind?

Knobby=s feedback to correct answer (Observational privacy.)

You=re right!  Jim=s observational privacy was violated because he did not want to be watched.  Observational privacy means the right to say Ano@ to being watched without knowing about it.

Frame 5: APrivacy Exercise 4@
Graphic concept:

Display the following AScenario 4@ in the middle of the screen:

Sally sends an e-mail message to Jim via the company network.  Steve, the system administrator, has access to Sally=s e-mail account and reads the e-mail message.

Knobby:
Read over the scenario and then click on the type of privacy that has been violated.

Knobby=s feedback to correct answer (Communications privacy.)

Absolutely!  Sally=s communications privacy was violated because she did not have the ability to deny Steve access to her communications.  Communications privacy involves the control over your mail, phone calls, telegrams, e-mail, and other types of communications.
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Privacy as a Tradeoff
Frame 1: AIntroduction to Privacy as a Tradeoff@
Graphic concept:

Scales, with AValues@ on one side, ACosts@ on another.

Text:

Privacy has both its values and its costs.

Audio:
Preserving privacy at all costs may not always be worthwhile.  Computer professionals -- as well as others -- must sometimes weigh the value versus the cost of privacy.

Frame 2: AValue of Privacy@
Graphic concept:

Add to AValues@ part of scale the following text: ANecessary for democracy@ and APromotes individuality@
Audio:
Privacy has great value to a democracy, starting with the privacy of the voting booth.  Privacy also promotes the value of each person=s individuality.  You can develop your own ideas or beliefs, which may eventually benefit others and the rest of society.

Frame 3: ACosts of Privacy@
Graphic concept:

Add to ACosts@ part of scale: ALack of support@  and ANo access to information@
Audio:
Privacy has its costs, though, a common one being the lack of community spirit.  If everybody is too private, it=s hard to care about anybody else.  And if you value your privacy too much, you may also be missing out on receiving important information from the outside world.  

Page 4:
Information Privacy
Frame 1: AInformation Privacy Introduction@
Graphic concept:

Scales, with a ABenefits@ scale and a ADrawbacks@ scale.

Text:

Information and Communications privacy also have trade-offs.

Audio:
The trade-offs of privacy are perhaps most challenging when considering information and communications privacy.  The information being processed about you and the information you send to others should be within your control.  But are there cases where a violation of your privacy might be beneficial?

Frame 2: AInformation Privacy Tradeoffs Exercise@
Graphic concept:

Input computer screen with two columns ABenefits of Keeping Privacy@ and ABenefits of Losing Privacy@.  (Student will drag and drop into each column.)

Text:

Information privacy is the ability to control information about yourself.

Audio:
Information privacy is the ability to control information about yourself.  In other words, the right to say Ano@ to what is known about you and who knows it. People=s concern over their information privacy often boils down to who has access to information about them.

Frame 3: AInformation Privacy Tradeoffs Solutions@
Graphic concept:

Present each benefit one at a time.  (I don=t think they=ll all fit on the screen at once.)   Student drags and drops into appopriate column.

Knobby:
Here are some benefits of keeping privacy and of losing privacy.  Drag each one into the correct column.

Benefits (and solutions):
Benefits of keeping privacy:  1. information cannot be used for the wrong purposes.  2. if people believe information about them is secure, they will be more inclined to offer information that can be helpful to others.  3. information cannot be subject to misinterpretation by unqualified people.  4. you can control how much information you give to the kind of person you give it to


Benefits of losing privacy:  1. medical information can lead to a life saved.  2. purchasing information can lead to knowledge of defective products.  3.  Background checks offer greater safety to the public.  4. marketers can contact you only about stuff you=re interested in  5. others may judge you less suspicious and more trustworthy
Page 5:
Communications Privacy
Frame 1: ACommunications Privacy Introduction@
Graphic concept:

Two computer connected by modem.  Person Atapping@ into modem with stethoscope.

Text:

Communications privacy concerns the accessibility of information as it is transmitted.

Audio:
Communications privacy concerns the accessibility of information as it is transmitted from one point to another.  In other words, information you send to someone else should not be intercepted by an unauthorized person.  Or should it?

Some argue that interception of some wire and electronic communications could prevent the acts of terrorists.  But others argue that this is still an invasion of privacy, regardless of the danger of the communication.

Frame 2: ACommunications Privacy Benefits@
Graphic concept:

Keep previous frame=s graphic.

Text:

Interception of information sent over the Internet can be a violation of communications privacy.

Audio:
Interception of the United States mail and of all voice communications are prohibited by law.  Many of us are less concerned with those violations than with the possible interception of information we send over the Internet or other networks.

At this point, many agree that the benefits of protecting communications privacy over the Internet still outweigh the benefits of losing some of this privacy.  Knobby is going to help you show you how communications privacy affects YOU.

Frame 3: ACommunications Privacy Exercise@
Graphic concept:

Input computer screen with AFinish@ button.

Knobby:
Think of ways you communicate with other people.  List some types of communication that you would NOT want intercepted by someone else.

Frame 4: ACommunications Privacy Solutions@
Graphic concept:

Popup window with Knobby=s solutions.

Knobby:
Here are some things I think you might like to keep private.

Knobby=s solutions:
Your credit card number over the Internet

An e-mail message to your Asignificant other.@
A caricature of your professor faxed to your roommate

A telephone conversation with your bank

A survey mailed to a marketing company

A note passed to your friend during class

Page 6:
Probe Question
Frame 1: APrivacy Probe Question@
Graphic concept:

Input computer screen labeled ACommunications Privacy.@  Two columns -- ATechnical Solutions@ and ALegal Solutions@.  Present each solution one at a time.  Student will drag into appropriate column. 

Knobby:
HmmmY what can we do to make sure our communications are kept private?  Offhand, I would think there are both technical and legal ways to do this.  Drag each solution into either the ATechnical@ or ALegal@ column.

ASolutions@:

Technical: 1. Improve encryption techniques.  2. Enable Acode names@ for Internet users.

Legal: 1. Increase penalties for intercepting electronic communications, regardless of how the information is used.  2. Make Asecure@ forms mandatory for any financial transactions over the Internet.

Page 7:
Computers and Privacy Conclusion
Frame 1: AComputers and Privacy Conclusion@
Graphic concept:

Scale used in Page 3, Frame 1.

Audio:
There are certainly trade-offs to protecting and losing our privacy.  And underlying the issues of privacy are both ethical and legal issues.  Are we ethically bound to protect an individual=s privacy?  And how much privacy should be protected through legal means?

Ethical and legal issues abound in other aspects of computers and society.  The next section in this chapter examines some of the more critical legal issues facing computer professionals today.

III.
COMPUTERS AND LEGAL ISSUES
Page 1:
Computers and Legal Issues Introduction
Frame 1: AComputers and Legal Issues Introduction@
Graphic concept:

AScales of Justice@ and graphic representation of three types of legal issues.  (Floppy disk with copyright symbol, Abroken@ computer and padlock around computer network.)  Label them ALegal Protection for Software@ ALegal Liability for Software Failure@ and ALegal Control over Network Information@
Audio:
Computers and the law can interact in a wide variety of ways.  We=ll focus on three of them.

First, legal protection for software involves keeping others from copying and using source code without permission.  Second, legal liability for computer  failure provides a recourse for those harmed by that failure.  And third, legal control over information on computer networks attempts to set rules as to the type of information available on networks.

Page 2:
Legal Protection for Software
Frame 1: ALegal Protection for Software Introduction@
Graphic concept:

Four documents representation of four types of protection, labeled ATrade Secret@ ACopyright@ APatent@ Licensing Agreement.@
Text:

There are four ways software developers can protect their work.

Audio:
Software is considered an intangible piece of property -- commonly known as Aintellectual property@ -- so the general laws concerning theft don=t really apply.  However, most people believe that inventors and authors should have their works protected from plagiarism.

There are basically four ways computer developers and companies can protect their software products -- trade secrets, copyrights, patents, and licensing agreements.   Knobby is going to help you figure out how these four types of protection can be used.

Frame 2: ALegal Protection for Software Exercise 1@
Graphic concept:

Shrink/move graphics from Frame 1 to four corners of screen.

Add computer screen with first scenario in it.

Knobby:
Read the scenario and then click on the best type of legal protection.

Scenario 1:
Quinn writes unique source code for a common game program.  He wants to sell it to the general public, but is afraid someone else will figure out his source code and duplicate it.  How should he protect it?

(Answer:  Copyright)

Knobby=s feedback to Scenario 1:  (If feedback won=t fit in Knobby=s balloon, add it to the end of the scenario.)
That=s right!  Copyright protection keeps others from copying and using the actual expression of an idea.  In this case, the game is the idea, and Quinn=s source code is the actual expression of that idea.  Now, can Quinn copyright the game itself?

(After student answers the first part correctly, add Knobby=s second question to the scenario, along with a way to answer Yes or No:  ACan Quinn copyright the game itself?@ (Answer is no.)

Knobby=s feedback to part 2 of Scenario 1:
Yes:  No, ideas cannot be copyrighted.  Just the expression of that idea.

No:  You=re right!  An idea cannot be copyrighted

Knobby=s feedback to wrong answers (use for all scenarios):

Trade secret:  No, trade secrets generally apply to proprietary software whose algorithms are confidential.

Copyright:  No, copyright protection is generally used to keep others from copying source code, once it is distributed to the public.

Patent:  No, patent protection is generally used to prevent more than just copying, such as unauthorized duplication in another product, which could then be sold for profit.

Licensing agreement:  No, licensing agreements are generally used when the users of the software don=t buy the software, they just but the right to use it under given conditions.

Frame 3: ALegal Protection for Software Exercise 2@
Graphic concept:

Replace Scenario 1 with Scenario 2.

Knobby:
Read the scenario and then click on the best type of legal protection.

Scenario 2:
A construction company comes up with a new way to calculate bids having a very small margin of error.  They hire another company to develop an exclusive computer program to perform these calculations.  The construction company plans to use the program only in-house, and wants to keep others from learning about it or using it.  How can they protect their proprietary software?

(Answer:  Trade secret)

Knobby=s feedback to Scenario 2:
That=s right!  Trade secrets can protect a unique formula or algorithm, as long as the developers make an effort to keep the algorithm confidential.  Since the engineering company plans to use the new computer program in-house (as opposed to selling it commercially,) the algorithm can be kept secret and qualify for trade secret protection.

Frame 4: ALegal Protection for Software Exercise 3@
Graphic concept:

Replace Scenario 2 with Scenario 3.

Knobby:
Read the scenario and then click on the best type of legal protection.

Scenario 3:
A company has developed a software program to assist in a physical process for curing rubber.  Based on temperature measurements, the program constantly recalculates the curing time, which is then used by the machinery curing the rubber.  This is a unique program, tied into with a machine invented by the owner of the company.  How can the computer program be protected?

(Answer:  Patent)

Knobby=s feedback to Scenario 3:
That=s right!  Although patents aren=t often used to protect software, in this case the program is linked to a physical process and physical piece of machinery, which ARE patentable.  A patent is an exclusive license granted by the government and can protect against copying, duplication, and use.  (By the way, something like this was the very first software patent granted!)

Frame 5: ALegal Protection for Software Exercise 4@
Graphic concept:

Replace Scenario 3 with Scenario 4.

Knobby:
Read the scenario and then click on the best type of legal protection.

Scenario 4:
A new company B AText R Us@ B has recently developed a small word processing program, but is having a hard time copyrighting it.  It=s pretty similar to other word processing programs on the market, but the company still wants some protection against unauthorized duplication as they want to sell it commercially.  What type of protection might work?

(Answer:  Licensing agreement)

Knobby=s feedback to Scenario 4:
That=s right!  A licensing agreement states that buyers don=t Aown@ the software; they just buy the right to use the program on a certain number of computers.  If buyers do not own the software, they cannot copy it or use the source code in other programs.  This protects the developers of the software without a copyright.

Page 3:
Liability for Computer Failure
Frame 1: ALiability for Computer Failure - Introduction@
Graphic concept:

ABroken@ computer.

Text:

Negligence and Product Liability can sometimes be applied to software failure.

Audio:
If something goes wrong and someone gets hurt, you can be sure someone is going to try to find out who is liable.  Unfortunately, the legal system designed to handle general liability is not well adapted to handle liability for software failure.  Software is a complex and intangible animal.  It is difficult to pinpoint the exact reason for something going wrong.

In general, there are two types of liability:  negligence and product liability.

Frame 2: ANegligence@
Graphic concept:

Randomly fill Abroken@ computer=s screen with text.

Text:

Negligence is the failure to exercise due care.

Audio:
Negligence is described as the failure to exercise due care.  In other words, if I do sloppy work, which results in harm to someone else, I could be sued for negligence.

But when trying to apply negligence to software programs, how can you prove a failure to exercise due care?  With programs of great size, pinpointing the error and demonstrating the failure of due care are close to impossible.

Frame 3: AProduct Liability@
Graphic concept:

Display AFatal Error B ALL DATA LOST!@ in Abroken@ computer=s screen.

Text:

Product (strict) liability applies only to products.

Audio:
The second kind of liability is called product liability, or strict liability.  If a product is defective and causes harm, its manufacturer can be held liable.  But product liability applies only to products, not services.  Computer software is often treated as a service, as programs perform specific tasks.  So it is difficult to apply product liability to a defective software program.

Page 4:
Legal Control over Internet Information
Frame 1: ALegal Control over Internet Information - Introduction@
Graphic concept:

Gavel over two connected computers.

Text:

Should network information be controlled?

Audio:
One of the hottest issues today is legal control over Internet information.  Vast amounts of information are being circulated among what is basically an unorganized group of individual networks.  Should the information be controlled?  And if so, who should control it?

Frame 2: ADifficulties of Legal Control@
Graphic concept:

Add globe.

Text:

Different countries have different laws.

Audio:
The legal issues surrounding the control of information are difficult for many reasons.  First, the Internet spans many countries, with each country having its own laws and standards for what is acceptable.  And laws and standards even vary within one country.  Developing global laws controlling Internet information would difficult, even for a Protocol Guru.

Frame 3: ACensorship Issues@
Graphic concept:

Two generic documents labeled ACommunications Decency Act@ and ABill of Rights@ (maybe use older-looking Bill of Rights.@
Text:

The Communications Decency Act of 1996 restricts "indecent" material from being transferred, created, solicited, or downloaded knowingly to or from a minor via telecommunication devices, such as the Internet.

Audio:
Second, control over information often boils down to censorship B a touchy subject in many countries.  In the Bill of Rights, the First Amendment guarantees us freedom of speech.

But the Communications Decency Act of 1996 seeks to prevent the distribution of Aindecent@ materials across the Internet, as a protection for minors.  This Act was passed, but was later declared unconstitutional by three Philadelphia judges.

Frame 4: ACensorship Issues Exercise@
Graphic concept:

Input computer screen labeled ACommunications Decency Act.A  Two columns labeled AArguments For@ and AArguments Against@.  Add Blue Ribbon and Blue Ribbon with ANo@ symbol.  Student will drag and drop arguments into appropriate column.  Present each argument one at a time.

Text:

Keep text from previous frame.

Knobby:
HmmmY there are certainly arguments for and against the passage of this act.  Drag each argument into the AFor@ or AAgainst@ column.

Arguments (and solutions):
For: 1. Protects minors from exposure to pornographic material. 2. Maintains similar standards as imposed on written, photographed, and audio material.  Against: 1. Violates Fourth Amendment Freedom of Speech. 2. There is no clear-cut definition of Aindecent.@ 3. Material unsuitable for children is not necessarily unsuitable for adults.  4. If a constitutional right is modified, it must be done minimally.  This act doesn=t do this.

Frame 5: AAlternatives to Censorship@
Graphic concept:

AParental control@ icons.

Text:

Alternative solutions to the Communications Decency Act are in the making.

Audio:
Alternative solutions to the Communications Decency Act are in the making.  Many people advocate self-regulation by Internet servers.  And software programs are currently available that can control the type of information viewed from a computer while surfing the Internet.
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Legal Issues Probe Question
Frame 1: ALegal Issues Probe Question@
Graphic concept:

Computer screen with case study.

Knobby:
Read over the case on the screen and then answer the questions.

Case:
A software development company has just produced a new software package that incorporates the new tax laws and figures taxes for both individuals and small businesses.  Dave, the president of the company, knows that some parts of the program have not been well tested, but he also believes that the first firm to put this kind of software on the market is likely to capture the largest market share.  The company advertises the program widely, but when it actually ships a disk, it includes a disclaimer for errors resulting from the use of this program.  The company expects to receive (and in fact, invites) a number of complaints, queries, and suggestions for modification, and they plan to use theses to make changes and eventually issue updated, improved, and thoroughly debugged versions.  Dave argues that this is general industry policy and that anyone who buys version 1.0 of a program knows this and will take proper precautions.  However, because of hidden bugs, a number of users filed incorrect tax returns and were penalized by the IRS.

Questions:
1.  Which legal issue(s) do you think apply here?

a.  Negligence

b.  Product liability

c.  Censorship

d.  Both a. and b.

2.  Do you think the people who were penalized by the IRS have grounds to sue the software development company?  Why or why not?

(Open-ended answer.)

Frame 2: ALegal Issues Probe Question Opinion@
Graphic concept:

Popup window with legal opinion.

Legal opinion:
To come.

Page 6:
Legal Issues Conclusion
Frame 1: ALegal Issues Conclusion@
Graphic concept:

Scales of justice.

Text:

Ethical standards play a part in evaluating legal issues.

Audio:
As you have gathered, many of the legal issues surrounding the computer industry are fuzzy.  Part of this uncertainty is due to the notion that ethical standards also play a part in determining the types of computer information that should be protected or controlled.

In the next section, we=ll examine some of the ethical issues faced by computer professionals today.

IV.
ISSUES OF PROFESSIONAL ETHICS
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Professional Ethics Introduction
Frame 1: AProfessional Ethics Introduction@
Graphic concept:

One student looking over at another student=s computer.

Audio:
We are often faced with ethical decisions to make, although many of these decisions are cut and dried.  For example, should I copy my roommate=s program written for another class?   For most people, the answer is easily Ano.@
Frame 2: AEthical Decisions@
Graphic concept:

Student standing between two empty computers with question mark over head.

Audio:
Decisions like these are pretty easy make for those who adhere to a set of basic ethical standards.  But more difficult ethical decisions can arise when a situation causes some of these basic standards to conflict with one another.  For example, should I help my roommate with her final project since she has had the flu for two weeks?

Frame 3: AEthical Dilemmas@
Graphic concept:

Same graphic as previous frame with the words AYes@ ANo@ ACheating@ AHelping@ flashing.

Audio:
In this case, one ethical standard says ANo@ because helping a fellow student could be considered cheating.  Another standard says AYes@ because it is a good thing to help others in trouble.  Here=s an example of an ethical dilemma, in which we need to prioritize standards.  The more complex ethical issues arise from people disagreeing over ethical priorities, rather than the ethical standards themselves.

Frame 4: ATools for Solving Ethical Problems@
Graphic concept:

Same graphic as previous frame.  Thought balloon contains AProblem-solving techniques!@
Glenn added this thought: bring back a graphic from the problem solving chapter C such as the blocks world problem.  Maybe the alphabetical letters on the blocks could morph into simple ethical standards like ATell the truth@, AKeep your word@, ADon=t gossip@, etc.

Audio:
But there is hope for resolving the more complicated ethical dilemmas. Ethical decisions are easier to make if you start with some basics.

Just as you have learned to break complex programming problems down to simpler subproblems and the primitives of a machine, so you can break ethical problem down to simpler issues and basic standards.  Once you have broken the problem down, you can consider the interactions among the simpler issues and primitives and look for a solution that puts things in their right order or priority.

Frame 5: AEthical Standards Exercise@
Graphic concept:

Input computer screen labeled AStandards@  Two columns labeled AHigher Priority@ and ALower Priority.@ Student will drag standards into each column.  (There are no right answers.)

AStandards@ on screen:  Tell the truth, Don=t steal, Be nice, Don=t cheat, Help others, Respect others= privacy, Do no harm, Put people before money.

Knobby:
Ethical decisions are easier to make if we can rely a set of basic standards, or primitives.  Which standards on the screen are more important to you?  Drag each standard into the appropriate column.  
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Frame 1: AProfessional Ethics Standards@
Graphic concept:

Documents representing of ACM and IEEE Codes.

Text:

Professional communities have acknowledged the need for outlining professional standards and codes

Audio:
When faced with personal ethical dilemmas, many of us can refer to a set of basic standards we have set for ourselves.  But what about professional ethical decisions?  Are these standards the same?

In many cases, the standards are the same, but professional communities have acknowledged the need for outlining professional standards and codes. These can serve as instant solutions for cut and dried types of problems, or as building blocks for more complex ethical problems.

Frame 2: AProfessional Ethical Requirements@
Graphic concept:

Text representations of three Cs. (Specific graphic examples will be added in the next 3 frames.)

Text:

Three factors of professional ethics are competence, context, and concern.

Audio:
Several computing associations have developed professional codes to guide members in their professional conduct.  Many ideas have gone into these codes, but often they involve three factors:

Professionals should be competent in their work, be aware of the context of their work in relation to the rest of society, and be concerned about the effects of their work. 

Frame 3: ACompetence@
Graphic concept:

Bricklayer laying bricks next to the ACompetent@ graphic.

Text:

Keep.

Audio:
Early attempts at codifying professional ethics merely stated a commitment to high professional standards of performance.  In other words, professionals should be competent and do the best work they can.  For example, a bricklayer should know how to lay bricks and should do it well, so it causes no harm.

Frame 4: AContext@
Graphic concept:

Bricklayer next to completed wall with a AKeep Out@ sign on it.

Text:

Keep.

Audio:
In addition to being competent, professionals should be aware of the context of their work.  In other words, they should be aware of how their work affects other aspects of society.  For example, the same bricklayer should know what he or she is building, and how it affects others.  Is the brick wall for a building for the homeless, or as a barrier to keep Aundesirables@ away?

Frame 5: AConcern@
Graphic concept:

Bricklayer looking at wall with question mark over his head.

Text:

Keep.

Audio:
Some argue that professional ethics extends beyond competence to context, and beyond context to concern.  Professional concern is taking an interest in why the work is being done and even whether the work should be done.  In the bricklayer example, the bricklayer could be concerned about the purpose of the wall and decide if he wanted to contribute to its construction.

Frame 6: ACompetence, Context and Concern Exercise 1@
Graphic concept:

Move text representations of three Cs to corners (if they=ll fit.)  Display Scenario 1 in computer screen.  Display just Question 1.

Knobby:
Here=s an interesting scenario.  Read it over and then answer the question.

Scenario 1:  

Tim, a computer programmer, recently applied for a better-paying job.  One of the requirements of the job was proficiency in a systems-related programming.  Tim had a little experience in that area, but he Afudged@ his resume to make it look like he was proficient.  Tim was quickly interviewed and subsequently hired, since the company was in a huge hurry to finish a product for a client.  His first assignment was to complete several modules of the project, using the systems-related programming language, with little supervision.  Tim did the best he could, but the product was not thoroughly tested because of the time crunch.  The product went out the door and Tim was assigned to a new project.
Question 1:

Although it could be argued that Tim violated all three factors of professional ethics, which is the most obvious one violated?

a. Competence (correct)

b. Context

c. Concern

Knobby=s feedback:
a.  That=s right!  Professionals are required to be competent in the work they expect to perform, and to disclose their competence accurately.  Tim was not competent and should have made this known when presented with the project.

b.  Not really.  The scenario doesn=t indicate that Tim wasn=t aware of the effects of the program.

c.  Not quite.  Although Tim could have shown more concern for the outcome of the project, another factor was violated.

Frame 7: ACompetence, Context and Concern Exercise 1, Question 2@
Graphic concept:

Display Question 2, along with an area for input.  Include AFinish@ button.

Knobby:
Now answer Question 2. 

Question 2:

Do you think the company that hired Tim fulfilled its ethical obligations?  Why?

Frame 8: ACompetence, Context and Concern Exercise 1, Solution@
Graphic concept:

Popup with Knobby=s response.

Knobby=s response to Question 2:
Well, it can be argued that the company hiring Tim was ultimately responsible for the competence of its employees.  So, yes, I think the company did not fulfill its obligations to check out Tim=s qualifications thoroughly.  It also should have tested the program more thoroughly.

Frame 9: ACompetence, Context and Concern Exercise 2@
Graphic concept:

Display Scenario 2 in the computer screen and display the question with an area for input.  Include AFinish@ button.

Knobby:
Read the scenario and then answer the question.

Scenario 2:
A computer company is writing the first stage of a more efficient accounting system that will be used by the government.  This system will save taxpayers a considerable amount of money every year.  In the design of the accounting system, Richard (the computer professional in charge of the project) assigns different parts of the system to different people on his staff.  One person is responsible for developing the reports; another is responsible for the internal processing; and a third is responsible for the user interface.  Richard=s manager Susan is shown the system and agrees that it can do everything in the requirements.  The system is installed, but the accounting staff finds the interface so difficult to use that their complaints are heard by upper-level management.  Because of these complaints, upper-level management decides not to invest any more money in the development of the new accounting system and they go back to the original, more expensive system.

Question:

Which ethical factor(s) do you think were violated?  Why?

Frame 10: ACompetence, Context and Concern Exercise 2, Solution@
Graphic concept:

Popup box with Knobby=s solution.

Suggested solution:

It appears that the company developing the product was not quite aware of the context in which the software would be used.  Otherwise, it might have been more careful with the interface design.  Both the company developing the software and the government itself (the end-user) should also have shown more concern with how the new system would affect the taxpayer.  By canceling the project and going back to the original system, taxpayers take a beating.
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Frame 1: AResources for Professional Ethics@
Graphic concept:

Documents representing of ACM and IEEE Codes.

Audio:
The three requirements for professional ethics we just examined laid the foundation for professional organizations to codify certain obligations.  For example, the Association for Computing Machinery and the Institute for Electrical and Electronics Engineers have developed codes of ethical and professional conduct.

Certainly these codes are a valuable resource for professionals facing ethical dilemmas.  And other resources -- such as basic ethical standards, support from friends, and religious beliefs -- can also help us make ethical decisions.  But how can we actually use these resources effectively to solve an ethical problem?

Frame 2: AGoals and Givens of Ethical Decisions@
Graphic concept:

Use Agoals, givens, resources@ graphic from chapter 2.

Audio:
Think back again to the problem-solving techniques you learned in Chapter 2.  A preliminary analysis of a problem includes identifying the goals, givens, and resources of solving the problem.  We=ve already identified some of the resources for working out an ethical problem.  So what are the goals and givens?

Many social and ethical goals are stated in terms of Awhat ought to be.@  For example, one ethical goal is Astudents ought to do their own work.@  The givens are the actual circumstances at hand.  For example, AShawna really needs help with her homework@ is a given.
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Frame 1: AApplying Problem-Solving Techniques@
Graphic concept:

Use graphics from chapter 2 representing three types of problem-solving techniques.

Text:

You can apply problem-solving techniques to ethical problems.

Audio:
After performing a preliminary analysis of an ethical problem, you might easily be able to solve it by referring to a professional code or to your own standards.  But if not, you might be able to apply one of the problem-solving techniques often used in computer programming!

For example, some ethical dilemmas can be solved by comparing and contrasting them to similar dilemmas B this is problem-solving by analogy.  Or, you can take a more analytical approach and break the problem down into small components.
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Frame 1: AEthical Problem-Solving Exercise 1 Introduction@
Graphic concept:

Input computer screen displaying the following information:  AClick the Scenario button to read the problem.  Then answer these questions: ADid John do the ethically correct thing?@  AWhich codes support your answer?@
Need two buttons to access to ACM and IEEE codes and a button to display the scenario.  (This might be the only way everything can fit.)

Audio:
Let=s look at a simple problem that can be solved by just referring to  Professional Codes.

Frame 2: AEthical Problem-Solving Exercise 1@
Graphic concept:

Same.

Knobby:
Click the Scenario button and refer to the ACM and IEEE Codes to support your answer. 

Scenario:
John is a programmer working for a software development lab.  He

discovers the files of another programmer on the company's network, and sees exactly the sort of routine he needs to complete his present project.  He copies it, incorporates it into his program, and submits the program, for which he gets a bonus.

Frame 3: AEthical Problem-Solving Exercise 1 Solution@
Graphic concept:

Popup window with solution.

Solution:
No, John did not do the ethically correct thing because he plagiarized the work of another and got compensated for it.

ACM Codes 1.3, 1.5, 1.6, 2.8, 3.3.   IEEE Code 7.

Frame 4: AEthical Problem-Solving Exercise 2@
Graphic concept:

Same as first exercise, only display questions AWhat are the similarities between this situation and the first one?@  AWhat are the differences?@ AIs the solution the same@
Audio:
Next, let=s see how you can solve a similar situation using an analogical approach.

Knobby:
Click the Scenario button and answer the questions. 

Scenario:
John is a programmer working for a software development lab.  His friend Susan, also a programmer working for the same company, has discovered the files of another programmer on the company's network, and has copied them and used them in her work.  One of them involves exactly the sort of routine he needs to complete his present project.  Susan gives him a copy, and he incorporates it

into his program, and submits the program, for which he gets a bonus.

Frame 5: AEthical Problem-Solving Exercise 1 Solution@
Graphic concept:

Popup window with solution.

Solution:
Similarities:  1. Another programmer=s files were taken and copied. 2. Someone else gained as a result of the copied files. 

Differences:  1.  The person benefiting from the copied files didn=t actually take the files himself.  They were given to him.

Solution:  Yes, the solution is the same as the first situation because another programmer=s work was still plagiarized and used for personal gain.
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Frame 1: ADecomposing an Ethical Problem@
Graphic concept:

Graphical representation of Steps to: 1. break down a problem to primitives, 2. decide which standards apply, 3. discover the interaction among the primitives. 4. try to resolve the interaction by rearranging goals and setting priorities.

Audio:
Now let=s examine a more complex ethical problem.  Recall in Chapter 2, where you learned that one way to solve a problem is to break it down into smaller components.  Also recall that you can look for interacting goals within a problem.

Both of these techniques can be applied to ethical problem-solving.  In the next case, Knobby is going to help you break down the problem into smaller components, or primitives.  Then you=ll decide which ethical standards apply to each component of the problem.  Next, you=ll look for interaction among these components B are they in harmony?  Or do they conflict?  Finally, you=ll try to come up with a solution by assigning priorities to each standard and rearranging some of the goals of the problem. 

Frame 2: AStep 1 B Break down the problem@
Graphic concept:

Input device with two columns labeled AComponents@ and AStandards.@
Knobby:
Click on the Scenario button.  Can you break down this problem into several smaller problems or issues?

Scenario:
Allison is a bright student who is passing computer programming with flying colors.  Jodi is a learning disabled student who puts heart and soul into all of her work, but is having tremendous difficulty completing a programming project.  Allison offers a little bit of help to Jodi, who subsequently asks more questions about her assignment. Allison ends up providing most of the information Jodi needs to complete the programming project successfully.

Allison and Jodi are questioned by their professor as to the similarity of their work.  Did they cheat?

Step 1 Solutions:
1.  Allison works hard.

2.  Jodi works hard.

3.  Allison offers to help Jodi.

4.  Jodi accepts help.

5.  Jodi asks for more help.

6.  Allison provides a lot of help.

Frame 3: AStep 2 B Apply standards to primitives@
Graphic concept:

Same scenario.

Knobby:
What ethical standards can you apply to each component?

Step 2 Solutions:
1.  Allison works hard: Do your best work

2.  Jodi works hard: Do your best work

3.  Allison offers to help Jodi:  Help others in need

4.  Jodi accepts help: Take measures to learn

5.  Jodi asks for more help: Do your own work

6.  Allison provides a lot of help:  Do your own work

Frame 4: AStep 3 B Discover the interaction among primitives@
Graphic concept:

Same scenario.  Add another input device labeled AInteraction@.  Another device to show AInteraction@ solutions.

Knobby:
How do these standards interact with one another?  Do they conflict?

Step 3 Solutions:
1.  Allison works hard: Do your best work

2.  Jodi works hard: Do your best work

3.  Allison offers to help Jodi:  Help others in need

4.  Jodi accepts help: Take measures to learn

5.  Jodi asks for more help: Do your own work

6.  Allison provides a lot of help:  Do your own work

1 and 2 are in harmony

3 and 4 are in harmony

3 and 6 conflict

4 and 5 conflict

Frame 5: AStep 4 B Assigning priorities@
Graphic concept:

Same scenario.  Add another input device labeled APriorities@.

Knobby:
How would you prioritize the standards?

Step 3 Solutions:
1. Do your own work

2. Help others in need

3. Do your best work

4. Take measures to learn

Frame 6: ARearranging goals@
Graphic concept:

Same scenario. 

Audio:
So far we=ve seen that some of the standards conflict with one another.  Prioritizing them helps, but if we stop here, it looks as though Allison and Jodi really were cheating.  But were they?

Another technique to help solve this problem is it rearrange the goals a bit.  Rather than helping Jodi directly, Allison could have helped by referring her to other resources, or by phrasing questions in such as way that made Jodi come up with answers herself.
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Frame 1: AProfessional Ethics Conclusion@
Graphic concept:

Generic code documents, problem-solving icons.

Audio:
Many ethical decisions are easy to make, if you have a set of standards to apply.  When faced with ethical dilemmas, consider using one of the many problem-solving techniques you=ve learned about.

Both the ethical and technical decisions you make as a computer professional have a ripple effect on society.  You can and will make a difference!

V.
SUMMARY
Section 1:
Both the Industrial Revolution and Computer Revolution contributed to social change.

The Industrial Revolution affected the growth of cities, people=s perception of time, and our monetary system.

_
The Computer Revolution has contributed to a more decentralized workforce and greater consumer independence.

Section 2: 
Privacy can be described as the power or ability to say Ano@ in certain ways to the outside world.

The benefits of keeping and losing information privacy and communications privacy need to be considered in the Computer Age.

Keeping privacy contributes to individual freedom, but a loss of some privacy can result in a safer society.

Section 3:
Software can be legally protected from unauthorized copying or use through copyrights, patents, trade secrets and licensing agreements.

_
Legal liability for software failure takes two forms B negligence (where neglect causes a program to fail) and product or strict liability (where the product does not work properly.)

_
Legal control over information on computer networks is a controversial issue.  There are no Aglobal@ laws, and some forms of censorship are considered unconstitutional.

Section 4:
Codes of professional ethics have been developed, based on ethical requirements of competence, context, and concern.

_
Many ethical problems can be solved easily, if based on a set of standards.  More complex problems usually involve a disagreement over ethical priorities.

_
Problem-solving techniques such as the analytical and analogical approaches can be applied to some complex ethical problems.
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