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Abstract ence (EMI) [3]. The result is a secure data link for wireless
transmissions.
In this paper, we present a new approach to wireless opti-
cal networking. In contrast to traditional laser/photoedie
based transceivers, our model relies upon a standard CCD
video camera to segment bit patterns through image pro-
cessing techniques. In our current implementation, net-

In this paper, we proffer an alternate approach to tra-
ditional wireless optical networks. Rather than relying
upon IR laser/photo-diode transceivers, our model employs
a standard CCD video camera to image bit patterns from a
\ o source display. These image “packets” are then segmented
work packets are "transmitted” via screen updates to an in software using image processing techniques. In theory,

L.CD display. In preliminary experiments, a maximum €ON" such a networking model offers a high bandwidth (to the
tinuous throughput of 52.0 kbps was demonstrated using &g of the display and/or camera CCD resolution) di-

standard NTSC camera. Transmissions over a distance Ofig 1o data link. It can also rely upon non-traditional hard

30 feet (9 meters) were also achieved by employing an 18X, 6 for transmitting network data. For example, a standard

optical zoom lens assembly. We believe that this approachyyeyision or computer monitor could be employed to trans-

prowdes_not_ only a redundant,_ secure means for erel_essmit (display) network packets to a camera-enabled device
communication, but also a medium for enabling networking (e.g..cell phone, PDA, etc.)

through non-traditional devices (e.g., television morgjo

widely available throughout the current infrastructure. ~ To our knowledge, this is the rst purely vision based
implementation of a wireless optical network. However,

. it relates to several research topics in computer vision
1. Introduction and Related Work where “messages” are automatically reconstructed from a

In computing, wireless networking relies upon two phys- Séguence of visual cues. These include s_ign recognition
ical mediums for transmitting data. In “traditional” wire- [4], @s well as gesture/sign language recognition [5, 6 Th
less networks, radio waves are used as the carrier signal t®fimary difference is that instead of decoding a message
enable long range, non-line-of-sight (NLOS) communica- embedded in a static patter_n or taking cues from a human
tions. Radio frequency (RF) based wireless LAN standards Messenger”, our approach is a computer-to-computer pro-
include the 802.11x WiFi family, Bluetooth, and ultra-wide tocol- Dramatically higher throughputis the result.
ban (UWB) to name but a few.

While RF based technologies dominate the commercial
marketplace, the rst wireless computer networks were in o ;
factfreg—space optics (FSO) based I[01]. FSO isacommercia?' A Vision Based Networkmg Model

technology used primarily in static con gurations for high ] )
bandwidth, wireless communication links [2]. In FSO, an In our network model, each packet is converted to a binary

optical transceiver is placed on each side of a transmissiorPit pattern and transmitted via an LCD or similar device.
path to establish the network link. The transmitter is typi- | "€ displayed bit pattern is then captured by a camera, and
cally an infrared (IR) laser or LED which emits a modulated the original packet reconstructed using image processing
IR signal. This is captured by the receiver at the remote techniques. The general process is illustrated in Figure 1.
link side. FSO links can be full duplex, meaning that they

can transmit and receive data simultaneously. Some advan- For this approach to be realized, several speci cations
tages of optical links are directed (line-of-sight) tramsm  of the network protocol must be formalized. These include
sions, and no RF signature. They also have the advantagéit and packet representation, signal modulation, andgtack
of being immune to jamming and electromagnetic interfer- reconstruction. We now investigate each of these in turn.
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Figure 1: In the vision-based networking model, transmit-
ted packets are displayed upon a monitor or similar device.

When imaged by the camera, the transmitted message cagigure 2: Bit representation for a grayscale image. Binary
be reconstructed through image processing techniques.  “0” and “1” correspond to black and white rectangular re-
gions, respectively. These are presented on a neutral back-
ground to facilitate segmentation. Some packet parameters

2.1. Bit Representation are also identi ed.

In the proposed networking model, a “transmitter” presents
visible bits to a camera. To this end, we employ an LCD dis-
play as the medium for rendering these bits (although many
others could be used). In computers and digital electronics
binary “0” is signaled by a low or negative voltage, while
binary “1” corresponds to a high or positive voltage. We
take a similar approach in our bit representation. 2.2. Packet Format

Let us assume for now that our LCD presents a grayscalePackets are the basic unit of data exchange in modern com-
image. Each bit can then be represented as a connected regbuter networks. For our camera model, the basic unit of
angulamit-regionof uniform grayscale level corresponding exchange is a single image. Thus, we conveniently de ne a

corruption from changes in ambient light and image noise.
We have found the binary representation provides a simple,
robust means for transmitting network data.

to its binary value. For example, let us assume that thepacket as a single image of bit patterns, and we will use the

assigned to each bit-region would be

terms image and packet interchangeably.
Each packet consists of a header containing routing in-
formation, error-checking elements, etc., as well as a data

payload. In our model, the header consists of three compo-

127 @ =1) nents:

Bi = 128 (4 =0)

1)
1. An 8-bit packet sequence number.

A sequence of bit-regions are then displayed on a back-

ground of zero grayscale value (corresponding to zero volt-

age) to facilitate bit segmentation as outlined in Sectidn 2

A sample bit pattern is shown in Figure 2.

One might immediately question the choice of a simple The sequence number is an eight-bit counter that is incre-
binary representation when more complex patterns couldmented with each successive packet. Its use is discussed in
encode more than 1 bit, and provide greater throughput asmore detail in Section 2.3. The checksum is used for er-
aresult. The basis for this is the same as the use of binaryror detection and is fully implemented in our model. The
representations in digital computing. Only 2 discrete-volt 16-bit checksum is calculated as the 16-bit one's comple-
age levels are required, while (for example) a decimal sys-ment of the one's complement sum of the entire packet with
tem would require 10. The closer the voltage levels are tothe checksum header eld set to zero. The receiving side
one another, the greater the chance of corrupting data fronrecalculates the sum over the entire packet, including the
voltage drift and noise. Similarly, the less distinct the bi checksum eld. A result of OXFFFF (0 in 1's complement)
representations are from one another, the greater chance fandicates that no error has been detected. This algorithm is

2. A 16-bit checksum.
3. A 16-bit reserved word.
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Figure 3: Packet header format showing the 8-bit frame se- EREY s

guence number to detect dropped packets, a 16-bit check- | imager [ imager1 | magerz | -
sum for bit error detection, and a 16-bit reserved word. e T_T 2 T_T okt T_T ke
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based upon the checksum used for TCP, UDP and IP, and
described in RFC 1071 [7]. The reserved word eld is cur- Figure 4: When displayed at camera frame rate, imaged
rently unused. packets are corrupted without synchronization.
Note that no data-length eld is present in the header as
this can be easily determined by the receiver. Also note To ensure a valid copy of each packet is obtained, our
that no routing information, IP address, etc. are provided a receiver need only sample the packet at twice the modula-
we are using a directed link. The packet header format istion frequency. Thus, for a packet transmission raté;of
illustrated in Figure 3 and camera frame rafe, if f, 2f ¢ we are guaranteed
The remainder of the displayed image encodes the datdhatat leastone valid copy of each packet will be obtained.
payload. In our implementation, the packet is presented in To demonstrate this, we rst consider the case where the
equally-spaced rows of xed length, except for the last row cameraand display are synchronized. = 2f, the cam-
which does not have to use the entire display width. The era will image 2 uncorrupted copies of each packet. How-
space between rows and columns, the width and height oféver, the second copy can quickly be identi ed from the
each bit-region, the display area, and the width of the dis- duplicate sequence number in the packet header and dis-
play margin will determine the length of each row and the carded (Section 2.2). For the case where the camera and

number of bits that can be transmitted in a single packet.display arenot synchronized, the camera will alternately
These parameters are illustrated in Figure 2. image corrupted and valid packets. Corrupted packets can

be identi ed through the checksum and other error detec-
tion schemes and discarded. This process is illustrated in

2.3. Signal Modulation Figure 5.

With a mechanism in place for transmitting (displaying)

packets, we now require a modulation scheme to synchro- Display
nize packet transmission and reception. Since our CCD re- Bt e .
sponse is a function of the charge time and light intensity, pe =
our approach can be viewed as a variant of intensity modu-
lation as de ned in [3]. Furthermore our transmission and .
sampling rates are constrained by the display refresh rate | _capturei | Capture i+1 [ Captureivz | -
and camera frame rate, respectively. For an NTSC video o e s o
camera, the latter is the bottleneck and limits the modula- Packet Image
tion frequency to 29.97 Hz under ideal circumstances. [ mager1 | imagei | imageit | -

In order for such a frequency to be achieved, signal trans- . ﬁ odte ﬁ adts ﬁ st

mission and reception must be perfectly synchronized. In
other words, the packet must be displayed for the duration
of the CCD charge time and then be updated at the camera
frame rate. If this requirement does not hold, 2 packets will Figure 5: Imaging packets at twice the display frequency
overlap while forming a single image - resulting in a stream ensures a valid transmission. This comes at the expense of
of corrupted packets as illustrated in Figure 4. Such a con-link throughput.

straint is extremely cumbersome to implement, and would

limit the network model to real-time systems. Instead, we  Thus, if the packet transmission rate is reduced to half
choose an alternate approach which eliminates synchronizathe camera frame rate, a valid packet image is guaranteed.

Packet j Corrupt Packet j+1



While this reduces the theoretical link throughput by a fac-
tor of two, it greatly simpli es the network protocol by
eliminating synchronization requirements.

2.4. Packet Reconstruction

The nal phase of the networking model was converting the
image packet into binary values to reconstruct the original
network message. As a consequence of our chosen bit re

resentation and packet format, the transformation was rel-

atively straightforward using traditional image processi
techniques.

The image packet was rst thresholded using prede ned
valuesty andt; for black and white, respectively. The re-
sulting two image®8 andB; corresponded to binary rep-
resentations of “0” and “1” bit-regions, respectively. To-i

prove the segmentation and eliminate low frequency/high

bandwidth noise, morphological erosion and dilation opera

tions were applied serially to each binary image using a 3x3

3. The checksum applied to the entire packet must be
equal to OXFFFF. This is by de nition of the Internet
Checksum [8].

Note that the above checks are listed in the order by which
they appear in the packet reconstruction process. In additi

to these, the packet sequence number was also inspected
to ensure that a duplicate packet was not accepted. If the
reconstructed packet passed all of these checks, it was ac-
cepted as valid by the receiver's computer.

It should be emphasized that packet reconstruction was
accomplished withouw priori knowledge of the number of
rows, columns, or bit-region size. It should also be noted
that in this process, it was assumed that the image plane of
the camera was only translated from the LCD display plane.
In practice this will not be the case, and a camera calibmatio
and/or subsequent image warping may be required.

support region. Connected components in each image wer@.5. Wavelength Division Multiplexing by

then identi ed using eight-way connectivity. Those above a
minimum threshold area were then identi ed as bit-regions
in each image.

The two bit-region lists were subsequently merged and
sorted by their center-of-gravity (C&}coordinates. These
were then partitioned into rows using clustering techngque
Speci cally, the rst bit-region with coordinateéx; Ymax )
was used to initialize the rst packet row. Subsequent re-
gions were added to this same row if their @@oordinate
was within a tolerancé& of the running-meag-coordinate
for regions already clustered within the row. The rst bit-
region that failed to meet the clustering criterion was used
to initialize the next row. The process repeated until the
merged region list was empty.

Each of the resulting row clusters was then sorted by
their CGx-coordinate. The elements were then read from

the ordered list and interpreted as 0 or 1 if they represented

a black or a white bit-region, respectively.

The valueT used as the row clustering criterion is de-
nedby T; = h; M, whereh; was the mean height of
all the bit-regions currently in row, and M was an empir-
ically determined value inversely related to the size of the
bit-region. In our experiments, values i ranging from
0.5 to 1.5 worked well in practice.

After the bit-region segmentation was completed, three
properties were exploited in order to detect errors in the re
constructed packet:

1. The total number of bit-regions considered part of the
packet must be a multiple of 8. This is true as packets
are byte aligned.

1, wheren denotes
the number of rows in the packet, must contain the
same number of bit-regions as row ;.

Color Segmentation

Numerous techniques have been investigated to increase the
bit rate when transmitting through optical bers. One such
technique is Wavelength Division Multiplexing (WDM). In
this paradigm, many wavelengths of light are combined into

a single ber [9]. Using WDM, several wavelengths can
simultaneously multiplex signals over the ber strand. §hi
can increase the effective carrying capacity by a facto6of 1

or more.

Figure 6: Segmentation of a color byte pattern (top) into
three bytes corresponding to the presence of red, green, and
blue light (second row to bottom, respectively). Multiplex
ing the packets using color information allows the effegtiv
throughput of the optical link to be tripled in this case.

A similar effect can be achieved in our model through
through color segmentation. Recall that differences inrcol
are nothing more than differences in the wavelengths of
the emitted/re ected light. Traditional CCD cameras ei-
ther merge color information from multiple CCDs which
respond to different wavelengths, or rely upon a Bayer lIter



on a single CCD to isolate the colors. In either case, the re-
ceived light corresponding to red, green, and blue is ltere
into discrete channels. Thus, we can use color bit patterns
to multiplex the three bit streams, transmit these in paral-
lel, and rely upon the CCD or software color segmentation
algorithms to demultiplex the signal. Using the same tech-
nigues described above on each channel, we can triple the
throughput of our optical link. The process is illustratad i
Figure 6.

3. Experimental Results

Our initial experiments were performed utilizing a Sony
EVI-D70 NTSC video camera with a 640x480 CCD as our
receiver. Bit patterns were displayed on a 17" LCD screen,
with 25 ms of response time and a resolution of 1280x1024.
All experiments were conducted using mono (grayscale) bit
patterns for transmitting the network packets. The camera
position was static for all trials. Image processing opera-
tions integrated Intel OpenCV functionality when applica-
ble [10]. This allowed cameraimages to be processed at full
frame rate (29.97 fps).

The primary objective of our initial set of experiments
was to empirically determine the optimal value for packet
parameters. In this case, “optimal”’ was de ned as maximiz-
ing throughput for our hardware con guration while main-
taining a reliable network link. Two small les - the text

from Hamlet (197 kB) and a jpeg camera image (77 kB) - Figure 7: The captured camera image (top) and the seg-

were used for testing. Five transmissions of each le were . .
erformed. A transmission was considered successful if Nomented_ packet (bottom). In this example, packet size was
P ) 2,864 bits, and average throughput was 37.2 kbps.

packet loss occurred. If all 10 transmissions were success-
ful, the parameter values were considered reliable forethes

purposes. The set of optimal packet parameters is listed inyere not the result of dropped packets (all 10 le transfers

Table 3. Sample packetimages can be found at Figure 7. \ere syccessful). Rather, the LCD packet display rate could
only be speci ed to a granularity of 10 ms. As such, the ac-

Table 1: Packet Parameters for Maximum Throughput tual packet display rate was non-deterministic for eae tri
and could only be guaranteed notxceedL 3.5 fps.

. In theory, a display rate of 15 fps should have yielded
Parameter Value (Pixels) reliable transmissions. However, in our experiments it ap-
WIDTH 9 peared that the Firewif¢ bus adapter would at times limit
HEIGHT 11 the camera frame rate to 28 fps. This dictated the lower
INNER HORIZONTAL SPACING 8 packet display rate. To further demonstrate the robustness
INNER VERTICAL SPACING 12 of the packet reconstruction process, a 10 MB le encoded
DISPLAY RATE (fps) 135 into nearly 3,500 packets was transmitted using this same
M (Row cluster parameter) 1.2 parameter set. No packets were dropped during this exer-

cise.
By tweaking these packet parameters, higher link
These allowed for 2864 bits of data to be payloaded perthroughput was obtained at the expense of reliability. Dur-
packet. The maximum theoretical throughput with this con- ing 10 transmissions of a 2.5 MB trial, a sustained through-
guration was 38.7 kbps (where 1kbs = 1000 bits). The put of 52.0 kbps was achieved. However, 0.1% of the net-
mean experimental throughput was 36.5 kbps, with a mini- work packets were dropped during this exercise.
mum of 36.1 kbps and a maximum of 37.2 kbps. It should  Finally, to demonstrate transmissions across longer link
be noted that deviations from the theoretical link throughp  distances, similar experiments were conducted at ranges of



[3] J. Barry, Wireless Infrared CommunicationKluwer Aca-
demic Publishers, 1994.

[4] C. Fang, S. Chen, and C. Fuh, “Road-sign detection and
tracking,” in IEEE Transactions on Vehicular Technology
Figure 8: For alternating bit-regions, inner-horizonfzas- 2003, vol. 52, pp. 1329-1341.
ing can be eliminated to increase packet bit density. [5] S. Goldenstein, C. Vogler, and D. Metaxas, “Statistizia
integration in dag deformable models,”IlBEE Transactions

on Pattern Analysis and Machine Intelligendaly 2003, pp.
6-9 meters using optical zoom values of 12-18X for the 801-813.

EVI-D70. Findings were consistent with previous results, [6] R. Bowden, D. Windridge, T. Kadir, A. Zisserman, and
although mean throughput was reduced by approximately =~ \ grady, “A linguistic feature vector for the visual inteep

20%. tation of sign language,” iRroc. 8th European Conference
on Computer Vision, ECCV02004, vol. 1, pp. 391-401.
4. Conclusions and Future Work [7] Internet RFC/STD/FYI/BCP Archives)nternet Checksum

http://www.fags.org/rfcs/rfc1071.html.
In this paper, we have introduced a vision based approach [8] L. Peterson and B. DavieComputer Networks, A Systems
to wireless optical networking. This was demonstrated in Approach Morgan Kaufmann, 2003.
experiment using a standard NTSC video camera and LCD
display. Sustained, reliable link thoughputs of 35-40 kbps
were demonstrated in experiment.

Signi cant improvements to the current protocol can be
realized. Multiplexing binary data using the three avd#ab
color channels provides an immediate mechanism for im-
proving link throughput. Additionally, packet bit-densit
can also be improved by eliminating inner-horizontal spac-
ing in alternating bit patterns as illustrated in Figure §-O
timistically, combined these could yield a link throughput
on the order of 200 kbps for our current hardware con g-
uration. This is still 1-2orders of magnitudemaller than
conventional WiFi standards.

With this in mind, we do not advertise our approach as a
replacement for RF technologies. Rather, we believe that it
can provide not only a redundant, secure means for wireless
communication, but also a medium for enabling networking
through non-traditional devices (e.g., television morsfo
widely available in the current infrastructure.

Also to this point, all experiments were conducted us-
ing a static camera positioned with its optical axis approx-
imately normal to the transmitting display. For this ap-
proach to be useful in practice, it should be capable of reli-
ably transmitting data from handheld cameras (PDAs, cell-
phones, etc.). Robust packet reconstruction techniques is
currently a topic of ongoing research.

[9] International Engineering Consoritium (IEC),
Dense Wavelength Division Multiplexing (DWDM)
http://www.iec.org/online/tutorials/dwdm/.

[10] Intel Corporation, OpenCV
http://sourceforge.net/projects/opencvi/.
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