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Online reviews

Which popular review site is most trusted for local searches?

TripAdvi 9
BBB.org, 15% @Y@ ripAdvisor, 11%

Citysearch, 4%

Yellow Pages, 10% Facebook, 20%

Foursquare, 3%

(205

Local Consumer Review Survey 2017

Yelp, 20%

BrightLocal

Source: https://www.brightlocal.com/learn/local-consumer-review-survey/ based on a pool of representative sample of 1,031 US-based consumers
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The challenges

Is it easy to spot if a review is fake?

1 don't know, 16% Yes, always, 16%

No, 14%

DELETE ME

Local Consumer Review Survey 2017 |.0CE1|

Source: https://www.brightlocal.com/learn/local-consumer-review-survey/ based on a pool of representative sample of 1,031 US-based consumers
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Existing efforts

Outcome + Explanations

a m a zo n - ReV i eWM eta = co m Z Suspicious Reviewers

1. Feature engineering Take-Back Reviewers

(. 40% Have Previously Deleted Reviews B 5.0/5 4.7:5

.
2. Detection models R ——

2 of the 5 reviewers have had at least one of their past reviews for another product Deleted Reviews
$263.50 deleted. This is an ively large of Take-Back Reviewers which

may indicate unnatural reviews.

orime o I o
FRGE Delvery by Wednesday b o I

if you order within 2 hrs 55 mins.

Details *

In Stock. Single-Day Reviewers

Ships from and sold by ‘ 0 Have Posted All Their Reviews On A 4-0/5 z 5_0/5
Amazon.com. ‘ 20 A’ Single Day B .

From Single-Day Reviewers From Non-Single-Day Reviewers
Qy: 1 4 1 of the 5 reviewers has written multiple reviews but posted all of them on a single
: AL day. While this is more Single-Day Reviewers than we'd expect to see, it does not

: appear to have a significant impact on the overall rating. B _ 4.0
A Protecton Pam o I o

4-Year Protection for $13.35

7) 2-Year Protection for $7.52 H el p m a ke d eCI S I O n

Add to Cart ‘

Buy Now ‘ 5
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Detection

Features

Data

Time series motif finding Graphical models Language models ,
T Detection _'
e - outcomes
Time series
O AVG ©O RV O SRV Evade

Al
“oe
-
_
amazon Go.gle i = sy |
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Behavior based Attacking

Spamming X X Linear model
Account o)) T X
Detection s
g X X X X Spammers
= X + Normal users
< X + .
= + + Attack gradient
3 +
> X + + X False positive
o
—

Number of 5-star posts per day
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Behavior based Attacking \

§
e Accessing knowledge of detector (publications) g
a
>
What yelp fake review filter mlght be doing, ICWSM, 2013 Number of 5-star posts per day

0.75 1 ;
05 4+
0.25 4;

;) 20 40 60 80 100 0 300 600 900 0 025 05 075 1
(a) MNR (b) PR (c)RL (d)RD (e) MCS

. Maximum gontent
max # of review per day Positive ratio Review length Rating deviation similarity
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Behavior based Attacking

e Accessing knowledge of detector (Detection websites)

TNSO Phone Cable 5 Pack [3/3/6/6/10FT] Extra Long Nylon Braided
USB Charging & Syncing Cord...

From TNSO

maigpry

ot oft

¥

More product info &%

(View on Amazon)

*D Check Product Title History

FAIL

a Original Rating:

5.05

16 Reviews v
Rank in: Cables

il 89%

v View/Edit Adjustment

Unnatural reviews detected

v Report Feedback

la Adjusted Rating:

5.0

4 Reviews v

il 84%

How is this calculated @

Report Last Updated: Nov 15, 2018
*D Show Report History

& Update Available

A
(=
>
[}]
£
o
=
c
)
_p-"é'_.________o_7
>
(]
(=]
>

Number of 5-star posts per day

Analysis Details

FAIL + Reviewer Ease

The ease score is the average rating for all reviews that a given
reviewer submits. The average ease score for reviewers of this
product is 5, while the average ease score for reviewers in this

category is 4.3. Based on our statistical modeling, the discrepandy

average rating between these two groups is significant enough td
believe that the difference is not due to random chance, and may}
indicate that there are unnatural reviews.

in

":\ 5.0 Product's Average Ease Score

* 4.3 Category's Average Ease Score

« I

Read more about our Reviewer Ease test.
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©
£ X X
o
. £ X
e Accessing knowledge of detector (Released data) §| x
ks
- >
3 4+ +
o
>
Number of 5-star posts per day
@ Why Does Yelp Recommend Reviews? U ~» Lindsey L
Watch later  Share Denver. CO 6/3/2018
% 114 friends Pulled up to the restaurant, cooks were fighting customers
0 17 revi on the street, left the restaurant. Mind you... it was 2AM
reviews
2 9 photos
Jade S. 1/20/2018
Concord, CA
$% 3 friends Its a market that sells food. Food was ok. If your hungry
3 66 revi and it's late go for it. If you want good mexican food...
reviews .
keep searching
@33 photos
B & Youlube
. . Noreen C. 10/23/2018
We use automated software to recommend the reviews we think will be the most helpful to Los Angeles, CA ) ) )
the Yelp community based primarily on quality, reliability and the reviewer’s activity on Yelp. ¥ 15 friends The best Me;ucan food mhthe ?”‘K:L l'reCO?\mden_trihthlshplace
Advertisers get no special treatment. The reviews below didn’t make the cut and are 3 38 reviews ;?:"L Or;i;vwzl‘l"_’falg\i:g rﬁg:}'ﬁ gzﬁaszr\?ize'an de?’wsxﬁja
therefore not factored into this business's overall star rating. Watch the video above or 2 8 photos Pe. ' 9

recommend the Quesadillas and Burrito.

check out our FAQ for more details.

10
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Behavior based Attacking

To defend: need to generate the attacks.

4 X X Linear model
> X
©
£ X X X Actionable?
- X
c X + <o
2 + + Attack parameters:
.g + « # of 5-star per day =4
2 X + + « Devfromavg=0.5

—
Number of 5-star posts per day

11
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Behavior based Attacking

To defend: need to generate the attacks. How?

Actionable attack 1

pOSt 4

per day

post 1 ¢ fr vy

ner week

Actlonable attack 2

post 3 1.

Actionable attack 3

* postd vy

per day

o pOStT s A

per day

perday"

perday

{—

Actionable?
@

Attack parameters:

# of 5-star per day = 4
Dev from avg = 0.5

12
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Behavior based Attacking

Spammer objective function = (risk of being detected) — (profit of spamming)

Temporal anomalies AVG rating
5

3.75 Deviation from predicted avg

Change in rating

-
-
-
-
. -
-
-
-

Predicted AVG rating

Tl T2 T3 13
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Behavior based Attacking

Spammer objective function = (risk of being detected) — (profit of spamming)

Rating distribution anomaly

KL(p||D) = 33—, pilog &

5 star
4 star
3 star
2 star
1 star

P : Background

I 73%

12%

5%

3%

G':':[_

7%

P : Rating dist at time t

5 star | | 83%
4star || 13%
3 star U 2%
2 star | 1%

1 star | 1%

14
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Behavior based Attacking

Spammer objective function = (risk of being detected) — (profit of spamming)

Rating distribution anomaly

1 1%
1%

P : Rating dist at time t P : Rating dist at time t+1
5
— . . 5 star | | | 73% | | 83%
EN(t) - sz (t) ].ngz (t) 45tar [:] 1 12% E | 13%
1=1 3 star u 59, U 2%
I
I

2 star U 3%

AEN =EN(t+1)-EN(t) .. @&

7%

15
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Behavior based Attacking

Spammer maximizes [risk of being detected —profit of spamming]

.|‘n.“|.. i ......I...A.|A|||I| ‘h“ln
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Behavior based Attacking

Find amout of promotion

. Cap of all ratings <=5
AVG rating

5 Maninulated
P a

3.75

Deviation from predicted avg

2.5

_________ @
r promotih >=0 promotion
.25 e
Temporal change in AVG Organic AVG
| 0
Tl T2 T3

are set to 80t percentiles of the corresponding changes estimated from the historic data 17
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Behavior based Attacking

Find a proper amount of promotion in AVG rating /)

5 Manipulated

Large temporal 3.75
' 2
change in AVG~ 75
[.25 e
Organic AVG
0
Tl T2 T3

are set to 80t percentiles of the corresponding changes estimated from the historic data

max o

18
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Behavior based Attacking

find a proper number of spamming ratings 71§

Large incremental in the
number of reviews?

<= 80t percentile of
historic increments

50
37.5
25
12.5
0

Manipulated NR

Organic NR

Tl

T2

T3

Number of spams s

Large absolute number
of reviews?

<= 80t percentile of
historic NR

19
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Behavior based Attacking

Compute an evasive rating distribution P

P : Background P : Rating dist at time t e KL(pl/p)
5 star | | 73% } [ 83%
4star || 12% \_] 13%
3star || 5% | 2%
2star | 3% [ 1%
1 star l_] 7% | 1%

Optimal rating distribution found by the dual problem. ,,
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Behavior based Attacking

The found evasive rating distribution P ns = 60

5 star | l 83%

4 star 13% R wWwL x0
o .....
2% sy x0
1%

3 star
1% , , , X3

2 star
1 star

——:E

21



LEHIGH

UNIVERSITY

Behavior based Attacking

Flexible attacks generation.

Evade time series

based detectors n5 5

E1: NR g8 E2: NR
+ ANR

N T
+ deviation in AVG rating %

E4: NR
+ deviation in AVG rating

+ change in AVG rating

Evade both time series and rating
distribution based detectors

p

ES5:

For short history targets

E-A: NR + ANR
+ change in AVG rating
+

E-B: NR + ANR
+ change in AVG rating

22
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Behavior based Attacking

Targets with long review histories Targets with short review histories

* Products with >= 1,000 reviews « The remaining products / restaurants are used.

* Reviews span more than 37 months » Longitudinal data are too sparse for each target.
(Yelp) / weeks (Amazon)

—
- 1,175,088 reviews / 383 products amMazon

« 247,117 reviews / 327 restaurants. tripadvisor
Probe parameters Attack! Probe parameters Attack!

acCK!
short-history last 5 weeks
Long-history data last 5 weeks >

Product 1 >

Probe parameters Attack!
short-history last 5 weeks
Long-history data last 5 weeks "

Product 383 s 23
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50
40
301
201
10-

Behavior based Attacking

Average spams posted by each attack

amazon

I Late negatives
Bl Late positives

Early negatives
I Early positvies

1 2 3 45 6 7 8 9 A B
Evasion strategies

2.5
2.0
1.51
1.0
0.51
0.0-

tripadvisor

I Late negatives
Bl Late positives

1 2 3 4 5
Evasion

Early negatives
I Early positvies

[
6 7 8 9 A B

strategies

24
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Behavior based Attacking

Attacking rate (% of windows can be spammed)

0.8
0.7
0.6
0.5;
0.4
0.3;
0.2;
0.11
0.0

amazon

BN Late WM Early

1 23456 7 89 AB
Evasion strategies

0.51
0.4
0.3
0.2
0.14
0.0-

tripadvisor

Hl Late Bl Early

1 23 456 7 8 9 AB
Evasion strategies 25
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Behavior based Attacking

Promotion in ranking per spam

amazZon
tripadvisor

0.08

0.07- B Late gigg Bl |ate
0.06- BN Early 0'150_ B Early
0.051 0.125-

0.041 0.100-

0.031 0.075

0.02; 0.050+

0.011 0.025-

0.00- 0.000-

1 2 3 4567 8 9 AB 1 2 3 456 7 8 9 A B

Evasion strategies Evasion strategies 2%
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Behavior based Attacking

Secure the detector again

A X X
% X
£ X X X
o -
"é X 2(,’
-"g "I" + +
> )S‘,” +
o _ +
(] -

Number of 5-star posts per day

Linear model

_ - Re-trained linear model

X Spammers
+ Normal users
X False positive

Attack gradient

27
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Behavior based Attacking

Target

Pooling
(DETER)

Ja

Probe parameters

First 30 weeks

Attack simulation

Attack in the wild!

|_| last 5 weeks‘

v

Training data
generated from E1

Training data

generated from E2

Training data
generated from E9

>

Model re-training

model 1

=

model 2 J

‘0
‘0
*
*
0"
*

EnsembIeJ

model 9

28
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Behavior based Attacking

Full information detection / evasion game: single spammer

Detector Detector
Game 1 Game 2
KL-DIV # of reviews KL-DIV # of reviews

I I
. FE 0.9 0.8 . FET 0.9 0.8
o o
= =
= — = — —
S s equilibrium
» E2 0.8 0.9 » E2 0.8 0.7

| | .
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Behavior based Attacking

AUC of spammed window detection (Yelp)

WAm Max of signals
WAa Avg of signals
WAr Randomly selection
EN_A Re-train avg
EN_M Re-train Max
DETER Re-train Pool
Wam Wha  — W4  —EN_M Max-min  Game equilibrium

EN_A DETER =——Max-Min
30
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Behavior based Attacking

AUC of spammed window detection (Amazon)

WAm Max of signals

WAa Avg of signals

WAr Randomly selection

EN_A Re-train avg

EN_M Re-train Max

DETER Re-train Pool
g S Max-min  Game equilibrium
EN_A DETER ——Max-Min

31
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Behavior based Attacking

 Unsupervised

« Attack agnostic

« Simple and good performance

* Good for long and short review histories
« Can secure the detector!

« Source codes and data avaiable at:

https://bitbucket.org/Doris Ge/bigdata18 spam detection

http://www.cse.lehigh.edu/~sxie/codes.html

32
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